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Dynamic Data Lists

Spring Move-In Sign Up

N q Volunteer Date (Req) Task (Req Face Picture Comments / Additional Details
Awesome Mother 2012-01-19 Organising Boxes 'm the best!

Reluctant Brother | 2012-01-19 Carrying Heavy lems Uh..yeah

ﬂH 1 "maremmatnmom.

Figure 9.6: The spreadsheet view

health for everyone to see the responses. Then you don’t have to explain why
your sister-in-law won’t work with your brother on the same task because of
his B.O. problem. For reasons like that, you’ll need to customize the data entry
form or the display of the list. Liferay lets you do exactly that using a custom
detail template or list template.
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9.4 Make it pretty: creating custom displays

When creating custom lists and data definitions, you can control not only how
the input form appears to your users but also how the list itself displays. Even-
tually you may realize you need to create another sign-up sheet but you don’t
need the asme level of detail provided by the Volunteer Sign-Up data definition
you created. Liferay empowers you to customize both the input and output
of your lists to unlimited levels. Dynamic data lists provide two areas to cus-
tomize: detail templates and list templates. This covers the forms of lists (detail
templates), as well as the display of the list contents (list templates).

Detail templates

The default data entry form is the entire data model you created in a data defi-
nition, including required and optional fields. Listies who create new lists using
a data definition will see every item in that definition on the input form. What
if, however, you want a quick sign-up form to find out who’s coming to dinner
tonight? Using a detail template you can customize the form’s display any way
you want. You can limit the fields displayed for entry or change the order of
elements. To access and create new templates, go to Control Panel — Content
— Dynamic Data Lists — Manage Data Definitions, choose the data model you
want to modify, click the Actions button and choose Manage Templates. When
you click on Add Detail Template, you’re presented with the same kind of graph-
ical, drag-and-drop interface used for creating the data definition. Move items
around, delete unwanted fields from view and save when ready.

Note that data definitions can have multiple templates. You can choose the
template you want to use for display in either a dynamic data list display or a
dynamic data list form portlet (see below). You should create as many templates
as you might need, and you can prototype them in the portlets to see how each
feels.

Now your friends and enemies alike will be impressed with your list.it
skills. It may look to the untrained eye like you’ve singlehandedly created three
or four different data types for your lists but you know better. You used the
power that detail templates provide, using one data model that encompasses the
maximum information you might need (like preferred activity, favorite color
and ideal schedule). Then you quickly churned out four different detail tem-
plates with a few mouse clicks. Now that you have such a vast amount of data
collection options, how will you display them? However you want, as you're
about to find out.
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List templates

For every data definition, you have an unlimited number of displays you can
create. If you created a special “Thanksgiving Dinner Sign-Up” list using your
“Volunteer Sign-Up” definition, you wouldn’t want to confuse fellow Listies by
displaying data fields you never asked for. “Preferred task?” a friend might say,
“Idon’t remember seeing that on the sign-up form!” To avoid such embarassing
situations, you should create a custom display to match that list. Taking it even
further, you could provide a fancy, JavaScript-driven image carousel preview of
all the attendees of the party. This would complement your other displays and
be another bragging right on 1ist.it. List templates give you the power to do
all this and more.

Just like detail templates, list templates are found in the Manage Templates
section of a data definition. With list templates you can customize the display of
alist in precisely the same way as you can customize web content. List templates
can be written in Freemarker or Velocity, pulling data from the data definition in
the same way that web content templates pull data from their structures. We’ll
look at a simple example, but for more information on using template scripts to
pull data from a backing structure, see web content templates in chapter 3.

The first thing we need to do is create a new list template for our “Volunteer
Sign-Up” data definition. Like other features in Liferay, there are several ways
to do this, depending on your context.

From the Dynamic Data List Display portlet:

1. Navigate to where your DDL Display portlet is and make sure your list is
selected.

2. Find the Create List Template icon on the bottom-left of the portlet window
and click it to create a new template. If you don’t see the icon, sign in as a
user with rights to create templates.

From the Dockbar:
1. Go to Manage — Site Content.
2. When loaded, navigate to Dynamic Data Lists — Manage Data Definitions.
3. Find your data definition in the list, then click Actions — Manage Templates

4. Now you can click on Add List Template to create a new template.

From the control panel:
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1. Navigate to Dynamic Data Lists — Manage Data Definitions.
2. Find your data definition in the list, then click Actions — Manage Templates

3. Now you can click on Add List Template to create a new template.

Fill out the form with a title and a description. Next, choose a templating
language. Just like web content templates, you can choose between Freemarker
or Velocity. There is no functional difference between the two. Once you choose
the script language, you can upload a template file or choose Launch Editor to
type in a script manually. Inside the editor you can also choose to use plain text
editing or a rich editor that features line numbers and syntax highlighting.

We want to use our template to give us a summary of who is helping on the
tasks in our move. To do that, we need to access the records for the list and pull
out the name and task for each volunteer. Within the template, we have access
to a few helper variables to find out what records we have access to:

reserved_ddm_structure_id
reserved_record_set_description
reserved_record_set_id

reserved_record_set_name

Inside a template, these variables give us the ID for the record set (that con-
tains all of the volunteers in our list), as well as the name, description and
data definition. We can easily retrieve all the records through a service call
to DDLRecordLocalService. To gain access to this service, we need to use a
helper utility called serviceLocator that retrieves an instance of the service
for us. Once we have the service, we can retrieve the list of records (our list of
volunteers). Accessing the service with the serviceLocator is a single line of
code:

#set ($ddlRecordsUtil =
$serviceLocator.findService(
"com.liferay.portlet.dynamicdatalists.service.DDLRecordLocalService"))

We store a handle to our service in dd1RecordsUtil so we can then use the
service to retrieve our list of volunteers:

#set ($records = ${dd1RecordsUtil.getRecords($recordSetId)})
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Now that we have our records, we can iterate through the list and display
the data from each record that we want to show. To access a field from a record
entry (such as the volunteer’s name), we call the getField method and pass
in the field’s name. Each field has a number of methods on it as well, but the
one you will use most often is getValue, which returns the content of the field.
Each field has the set of properties discussed above and can be accessed in the
same way (get + FieldName):

#set ($name = $record.getField("name").getValue())

Now all we have to do is set the results in some appealing way. In this
example, we’ve made it very simple by using an unordered list for the results
(<ul>). Here is the complete source for the template:

<h1>Task Summary</hi1>

Here are the tasks that people have signed up for on "$reserved_record_set_name.data".
#set ($ddlRecordsUtil = $serviceLocator.findService(
"com.liferay.portlet.dynamicdatalists.service.DDLRecordLocalService"))

#set ($recordSetld = $getterUtil.getLong($reserved_record_set_id.data))
#set ($records = ${dd1RecordsUtil.getRecords($recordSetId)})

<ul>
#foreach ($record in $records)

#set ($name = $record.getField("name").getValue())
#set ($tasks = $record.getField("task").getValue())

<li><em>${name}</em> will help with <strong>$tasks</strong> </1i>
#end
</ul>

Once you've typed your source into the editor window, click Update and
then save the list template. With the list template selected, your list display can
now be a summary of tasks as shown below.

All the knowledge you have accrued through building out your award-winning
content can be brought to bear in list templates. With the full power of Veloc-
ity templates at your fingertips, you have easy access to all the data in the list,
as well as the full complement of helper methods and the Alloy UI Javascript
library to make easy work of dynamic displays.

If you’re not a Listie, and you happen to be deploying custom lists in an
environment that requires approval from other users, then it’s not enough to
just create the list and display a form. What you need is a real integration with
Workflow. Workflow integrates smoothly with Dynamic Data Lists.
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Spring Move-in Sign Up - X ‘

Spring Move-In Sign Up

Add Record ‘

Task Summary

Here are the tasks that people have signed up for on "Spring Move-In Sign Up™.
+ Reluctant Brother will help with ["Carrying Heavy fems™]
+ Awesome Mother will help with ["Organising™

HEs %3

Figure 9.7: Alist template in action

Using workflow

Liferay integrates the powerful features of workflow and the data capabilities
of dynamic data lists in Kaleo Forms. Workflow is not enabled in the dynamic
data list portlets by default, so you can focus on the core task of building custom
forms backed by a data list. After this is done, you can deploy custom workflows
to the form and its data. Though Kaleo Forms is only available in Enterprise Edi-
tion, you can still apply a workflow to a list when creating it in the Community
Edition.

If you don’t have a workflow engine installed, install the Kaleo Web plu-
gin by going to Control Panel — Server — Plugins Installation — Install More
Portlets — Web Plugins and finding Kaleo Web in the list. You can also copy the
Kaleo .war file to the deploy folder of you application server. Once workflow
is installed, you have a new option when creating a list:

Data Definition (Required)
Volunteer Sign-Up @) Select

Workflow

‘ Single Approver (Version 1) ¥ ‘

Save | Cancel|

Figure 9.8: Enabling workflow on a list

Choose the workflow you would like to use, then every record has to go
through the workflow process. Now if you need to preview or edit entries as
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they’re coming in, it’s easy to work in to your daily workflow.

Creating a Kaleo Form

EE Only Feature

Kaleo Forms is a plugin that enables you to have greater control over the list
creation and entry process. For lists to appeal to companies all over the world
(and make your new site not just a resounding success but attract profitable
businesses), business users must be able to control the workflow of list entry
and review those entries when made. There should also be a cool dashboard
you can use to make all of your changes.

Inside Kaleo Forms, users can create lists that follow a workflow, called a pro-
cess, or create new entries in a process. Creating a new process is easy, straight-
forward, and effective.

Starting a new Process

Defining processes that must be followed in data collection and entry is a fun-
damental part of business. Historically, this hasn’t been fun or easy but Kaleo
forms makes it as easy as possible. A process is just another way to describe a
workflow you want on a list. When you place a Kaleo Forms portlet on a page,
you are presented with a dashboard with two tabs: Summary and Processes. The
summary view shows entries you have added to established processes, while
also allowing you to add new entries. The processes view allows you to manage
process definitions you have created.
To build a list in Kaleo Forms with a workflow:

1. Within the Kaleo Forms portlet click on the Processes tab.
2. Click on Add Process and a form appears.

3. Enter a name and description, helping your users understand the purpose of
this process.
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4. Select the appropriate list, workflow and forms you want to use in this pro-

cess.

5. Click Save to save your process.

Kaleo Forms

F -+ X

New Process

Name (Required)
‘Ordered Sign-up

Description
Approved volunteers.

B Other Languages (0) ¥

Entry Definition (Required)
Volunteer Sign-Up ) Select

Initial Form (Required) &)

© select

Workflow

© select

Workflow Task Forms
@ assign

Save | Cancel ‘

« Back

B Other Languages (0) ¥

Figure 9.9: New Kaleo Forms process

While the form looks complicated, it can be straightforward. There are a few
pieces that make up a process and clicking on each one takes you to the relevant

list of options to insert.

Selecting an Entry Definition The first part of a new Kaleo process is also
the simplest: the entry definition. This is just another way to refer to a data
definition. All of the avaliable data definitions can be chosen, including our
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awesome “Volunteer Sign-Up List” Just like with normal data lists, you can
always create a new entry definition from the list view by clicking on Add new
definition.

Selecting an Initial Form One of the great advantages to using Kaleo forms
to present your list as a process is having total control over the detail template.
You can always use a default template, which displays all the fields from your
entry definition. Greater flexibility comes, however, from creating multiple de-
tail templates for use in different stages of the process. When you create a detail
template you have the option of what mode to put it in:

Create: Create mode gives a display for creating the initial entry. The first
stage of any workflow requires you to create a new entry, so this should be the
mode chosen for the initial form. All fields marked required must be included
on create mode forms.

Edit: Edit mode is used for any stage of the workflow process. For instance,
you may want to separate information that shouldn’t be saved from information
that should. Other stages in the workflow may be a great place to store that
additional information. No required fields have to be present on an edit mode
form.

Templates for Structure: Volunteer Sign-Up

@ ViewAll | [ Add Detail Template [ Add List Template

‘ Sean;hl
Advanced »

D Name Type Mode Language Modified Date
10485 Additional Info Detail Edit XML Schema Definition 27112 3:36 PM < J'.’w Actions ‘

10484 Required Info Detail Create XML Schema Definition 27112 3:32PM < J'.’w Actions ‘

Showing 2 results.

Figure 9.10: Selecting a deta.il template as the initial form

Once you have chosen the initial display you want, all that’s left to do is
configure the workflow for your process.

Selecting a Workflow  You can now select a workflow to apply to your new
list-defined process. All the avaliable workflows can be chosen and you can
create new ones from the selection screen. Simply choose Add Workflow and a
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Workflow Designer screen appears allowing you to define a new workflow by
dragging elements in a flow chart.

¥ Details
(4etee5)  Workflow Definition Name (&)
— 44| single Approver@

Workflow Definition Version
4

Workflow Definition Status
Active

Draft Version
p

Draft History
Undo | % Redo [(5) LatestVersion

Save Draft ‘

Settings Source (Kaleo XML)
¢ O ¢
Condition End Fork
6o O e O—fwien—>
Join Start State S Approved

Review

Update

Figure 9.11: Creating a new workflow with Kaleo Designer

We’'ll keep ours simple and just choose “Single Approver Definition” This
gives us a starting point (entry creation) and a ‘review’ task, which we can use
to add additional information in a secondary form.

Assigning Workflow Task Forms Many workflows offer you the option of
having multiple editorial and review stages. During these stages, you might
want to offer different forms that allow the user to add more information to
the entry. Kaleo forms offers you the opportunity to fine-tune the stages of
workflow to use different forms.

When inside the view to assign forms to tasks:

1. Choose the workflow task by clicking on it. This selects the task in the chart.
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2. In the details pane on the left-hand side there is a property called Forms.
Double click to edit the value.

3. Start typing the name of a detail template and it appears.

4. Click Save to save the form assignment.

[V seitings Source (Kaleo XML)
| Inspect the task nodes to assign a form
¥ template.

Property Name Value
Ot e

Form Template

e | o
Additional Info Review
reject]

resubmit]

Name

Type

Update

Figure 9.12: Assigning forms to workflow tasks

You can assign forms to as many tasks as you need until you're satisfied
with the workflow. After this stage, save the process and it’s ready to be used

in Kaleo Forms.

Using a Kaleo Form

EE Only Feature

Once you have a new Kaleo Form process, you can add new entries through
the Summary tab in Kaleo Forms. Once the form is filled out and submitted, it

enters the workflow you selected for the process.
After you have created an entry, the next task in the workflow may have an

additional form to complete. If so, there is also an option to enter it:
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Kaleo Forms. F -+ X ‘
—
New Ordered Sign-up « Back

4P SubmitNew b ‘

M Name (Required)

My Pending Requests Jonathon
My Completed Requests

Volunteer Date
(Required) )
102/22/2012 (1}

Select (Required)
‘Organising v

Save ‘ Cancel ‘

Figure 9.13: Adding a new entry to a process

1. Next to the entry in progress click the Actions button.

2. Click Complete form.

Complete Form l”

Face Plcture &)

Fr{IVERR | BRINTVEEA

Comments / Additional Detalls

Save|
[«] I |38

Figure 9.14: Completing a form in the next workflow task

After the new entry has worked its way through the entire workflow, it is
added to the data set collected. The owner of that data set (who created the
Kaleo process) can view and edit the entries collected.
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If you are a Listie, or a 1ist.it developer, you're now prepared to show
your lists to the world. That is, in fact, the reason you created list.it in the
first place, right?

9.5 Summary

Ourlist.it experience is now much more enjoyable than when we first signed
up. As new Listies, we had no idea how to define our own data types for our
lists, let alone how to create a list. You can now be the envy of your co-workers
as you breeze through list setup and data definitions. Once you have your new
lists set up, you can work through building new, custom input forms for the
data. Your friends on list.it will thank you and wonder how you were able
to accomplish it all. That’s nothing next to the masterpiece of design that you
can show off in your custom displays through list templates. Once the lists have
the precise look and feel you envisioned, then living among the Listies will not
only be easy, but fun and exciting.

With the ability to create dynamic sets of data and customize both the data
display as well as the entry, the possible combinations are limitless. Dynamic
Data Lists can be viewed as a way to deliver small-scale applications that display
desired information quickly. Whether you’re building a site like 1ist.it or a
real estate listing service, you’ll find the limitless power of dynamic data lists
enticing, easy to use, and above all, empowering.
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UsING WORKFLOW

Liferay Portal includes a workflow engine called Kaleo. In Greek, this word
means “called ones,” which is appropriate for a workflow engine that calls users
to participate in a process designed for them. Kaleo workflow allows a user to
define any number of simple to complex business processes/workflows, deploy
them, and manage them through a portal interface. The processes have knowl-
edge of users, groups and roles. You don’t have to write a single line of code
to accomplish this: all you have to do is create a single XML document. And
if you’re a Liferay EE customer, you get a graphical workflow designer which
gives you a point and click interface to create workflows.
To explain how to use Kaleo Workflow, this chapter covers:

» Installation
+ Creating workflow definitions
« Configuring assets to use workflow

« How users interact with workflow

We introduced Kaleo workflow in chapter 2, where we discussed how to
set up an approval process for basic web content. Once we're done with this
chapter, you should be familiar with how to use Liferay’s Kaleo workflow to set

312
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up approval process for any kind of content before it is published to your portal.

10.1 Enabling workflow

Liferay’s Kaleo workflow engine ships with CE versions of Liferay. If you have
EE or if you uninstalled it, the plugin can be installed through the Liferay mar-
ketplace. The name is kaleo-web and you’ll find it in the list of web plugins.
Installing the plugin adds a number of new options to the control panel:

« My Workflow Tasks
+ Workflow Configuration
« My Submissions

o Workflow

There is one workflow that comes bundled with the kaleo-web plugin: Sin-
gle Approver Workflow. This workflow requires one approval before an asset
can be published. One of the conveniences of using Liferay’s workflow engine
is that any roles specified in the workflow definition are created automatically
when the definition is deployed. This provides a level of integration with the
portal that third party engines cannot match. The Single Approver Workflow
contains three roles each with different scopes. The scope of each role can be de-
duced by their names: Site Content Reviewer, Organization Content Reviewer
and Portal Content Reviewer.

Let’s jump right in and create a workflow process definition.

10.2 Creating new workflow definitions

A Kaleo workflow, called a process definition, is defined in an XML file and is
executed by users on the portal. You can create as many different workflow
definitions as needed to manage the work done on your portal. You can define
new user roles in the workflow to manage the approval process or use roles that
already exist in your portal.

The XML file has several parts which define the workflow. To get an idea of
how this works, we’ll examine the default single-approver-definition.xml
file which is included in the the Liferay Kaleo plugin.
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The key parts of the workflow definition are the asset that’s running through
the workflow, the nodes of the workflow and the transitions between nodes.
The asset is any kind of asset registered in Liferay: web content, wiki articles,
message board threads and more. Developers can create their own assets as
well to be used with workflow (see Liferay in Action or Liferay Developer’s Guide
for more information). Nodes represent stages of the workflow and there are
several types. Transitions occur between nodes and indicate what the next node
should be.

Think of workflow as a state machine made up of nodes. A node can be a
state, a task, a condition, a fork, a join or a timer. Transitions are used to move
from one node to another. Each type of node has different properties. For ex-
ample, states execute actions automatically and require no user input. Tasks
block until user input completes a transition to another state. The transition
then moves the workflow to the next task or state. This cycle continues until
the end Approved state is reached. For example, you could create a workflow
which goes through two approvers. Initiating the workflow puts it in the In
Review state and then transitions to a task which requires user input. Users
approve or reject the asset as part of the task. When the first user approves
the workflow, a condition checks to see if there are two approvals. Since there
is only one, workflow transitions back to the task. When the second user ap-
proves the workflow, the condition finds there are two approvers and it triggers
a different transition to the Approved state.

Let’s look in detail at how you’d create a workflow using a single approver.

Starting a workflow definition

Below is a diagram of a single approver workflow definition. It has only two
tasks and two states.

First you define the schema. For Liferay workflows using Kaleo, 1iferay-
workflow-definition-6_1_0.xsd should be your schema. You can find this
schema in the definitions folder of the Liferay source or a good XML editor
can cache it from Liferay’s web site.

<workflow-definition
xmlns="urn:liferay.com:1liferay-workflow_6.1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

xsi:schemalocation="urn:liferay.com:liferay-workflow_6.1.0
http://www.liferay.com/dtd/liferay-workflow-definition_6_1_0.xsd"
>

Next you define a name and description for the workflow. This appears in
the control panel when users choose and configure workflows.
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Figure 10.1: The default single approver workflow. Arrows represent
transitions and boxes represent states and tasks.

<name>Single Approver</name>

<description>A single approver can approve a workflow
content.</description>

<version>1</version>

After that, you define your initial state.

Creating an initial state

In this case, the state is simply that the asset has been created. States can con-
tain actions and transitions. Actions can contain scripts. You can specify the
language of the script with the <script-language> tag. Scripts can be written
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in Groovy, JavaScript, Ruby or Python (see chapter 18 for more information on
leveraging scipts in workflow). For a state, the action is triggered automatically
and then executes a transition. Transitions move you to a new state or task.

<state>
<name>created</name>
<initial>true</initial>

From the initial state, you transition to a new task, where further processing
is blocked so the asset can be reviewed.

<transitions>
<transition>
<name>review</name>
<target>review</target>
<default>true</default>
</transition>

</transitions>

</state>

The next step is to create a task.

Creating tasks

The task has several parts and is the most complex part of the definition. Tasks
are linked with roles in order to choose who should complete the task. Roles
are notified that there’s new content in need of review. If you define a role that
doesn’t exist, it is created automatically.

The first task listed in the single-approver-definition.xml workflow
definition is the update task. Though it appears first in the file, it’s actually not
the first task in the workflow. The update task is the task that’s assigned by the
workflow if the asset is rejected by an approver. It’s listed first because it’s the
default task: when this task is triggered, the workflow process is reset back to
the beginning. In this task, the asset is assigned back to the content creator,
who receives an email notification and is required to resubmit the asset. Once
the task is resubmitted, it goes back to the review stage.

You can also see the task is assigned to <user/>. This tag always assigns
the task back to the user who created the asset.

<task>
<name>update</name>
<actions>
<notification>
<name>Creator Modification Notification</name>
<execution-type>onAssignment</execution-type>
<template>Your submission was rejected by a reviewer, please modify and resubmit.</template>
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<template-language>text</template-language>
<notification-type>email</notification-type>
</notification>

</actions>

<assignments>
<user />

</assignments>

<transitions>
<transition>
<name>resubmit</name>
<target>review</target>
<default>true</default>
</transition>

</transitions>

</task>

The review task is the first task in the workflow. This is where portal users
with the proper role review the content and decide to reject it (move it back to
the beginning) or accept it (transition it to the next step).

Once the transition has been made to this task, a notification is sent to those
who are assigned to the task. You can edit the name or content of the notification
in the XML file.

<task>

<name>review</name>

<actions>
<notification>
<name>Review Notification</name>
<execution-type>onAssignment</execution-type>
<template>You have a new submission waiting for your review in the workflow.</template>
<template-language>text</template-language>
<notification-type>email</notification-type>
</notification>

</actions>

You must also assign the task to a specific role or roles. This role doesn’t
have to be the role you notified. For example, you might want to notify all the
content creators any time a new item is submitted. Regardless of who you’re no-
tifying, you definitely want to send a notification to anyone who is responsible
for approving content.

Sending notifications

Notifications need an execution-type which can be onAssignment, onEntry
or onExit.

« onAssignment generates and sends the notification when the user is as-
signed the task in the workflow. Note: onAssignment notification will
not work if you wish to notify a user that is not part of the workflow.
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+ onEntry generates and sends the notification when entering the work-
flow task or state.

+ onExit generates and sends the notification when exiting the workflow
task or state.

Notifications also need a notification-type which can be email, im or
private-message. Note the private-message type is a placeholder for now;
that functionality is in Liferay’s Social Office product but has not yet been in-
tegrated into Liferay Portal. Your notification type and execution type should
complement each other. You wouldn’t want to use an onExit execution type
with a private message, because the user won'’t receive that message until he or
she logs back in. Generally speaking, email notifications work best with onExit
or onAssignment, while IM or private message work better with onEntry.

Email and private message notifications can also be created as plain text or
you can create formatted content using Freemarker or Velocity templating lan-
guages. When creating the notification, you need to specify the template-lan-
guage as text, freemarker or velocity.

In this workflow, anyone who is capable of approving the content is notified
onAssignment. This includes administrators and site and organization owners.
The role-type tag helps the system sort out who should receive the notifica-
tion based on the scope and can be set as community, organization or portal.

<assignments>
<roles>
<role>
<role-type>community</role-type>
<name>Community Administrator</name>
</role>
<role>
<role-type>community</role-type>
<name>Community Content Reviewer</name>
</role>
<role>
<role-type>community</role-type>
<name>Community Owner</name>
</role>
<role>
<role-type>organization</role-type>
<name>0rganization Administrator</name>
</role>
<role>
<role-type>organization</role-type>
<name>0rganization Content Reviewer</name>
</role>
<role>
<role-type>organization</role-type>
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<name>0rganization Owner</name>

</role>

<role>
<role-type>regular</role-type>
<name>Portal Content Reviewer</name>

</role>

<role>
<role-type>regular</role-type>
<name>Administrator</name>

</role>

</roles>

</assignments>

Once the content is approved you’ll want to transition to a new state.

Using transitions

In this case, you only need a single approver, then the transition goes to the final
approved state. In more complex workflows, you might transition to a second
tier approver.

<transitions>
<transition>
<name>approve</name>
<target>approved</target>
<default>true</default>
</transition>
<transition>
<name>reject</name>
<target>update</target>
<default>false</default>
</transition>

</transitions>

</task>

Finally, we define our end state. Remember states automatically run all ac-
tions that are assigned to them, so a script executes and sets the state of the
content to approved. Workflow scripts are completely contained within XML
workflow definitions.

You could also write a customized script if there were actions outside the
standard one that you need to perform on your asset. The script below, written
in JavaScript, sets the status of the asset to approved. Of course, there’s much
more you can do with scripts. You don’t even have to use JavaScript: if you
want, you can change the <script-language> to another supported language
(Ruby, Groovy or Python) and rewrite the action with additional details to meet
your needs.
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<state>
<name>approved</name>
<actions>
<action>
<name>approve</name>
<execution-type>onEntry</execution-type>
<script>
<! [CDATA [Packages.com.liferay.portal.kernel.workflow.WorkflowStatusManagerUtil. \
updateStatus (Packages.com.liferay.portal.kernel.workflow.WorkflowConstants.
toStatus("approved"), workflowContext);]]>
</script>
<script-language>javascript</script-language>
</action>
</actions>
</state>

To create longer workflows, you’d create additional states, tasks and tran-
sitions according to your requirements. For instance, if you wanted to have a
second level of review before an item is approved, you’d create a new task in
between the review task and the approved state. The task itself might have sim-
ilar content to review but you would assign it to a different role. The review
task would transition to your new task and the new task would transition to the
approved state.

You can also use forks and joins to create more complex workflows.

Using forks and joins

Forks and joins are used for parallel processing. For example, say you have a
new offer you’d like to put up on your site but it needs to go through both the
sales manager and the marketing manager first. You can set up a workflow that
notifies both managers at the same time so they can approve them individually.
This way, you're not waiting for one manager’s approval before you can send the
notification to the other manager. The below illustration shows how a workflow
with a fork and a join might be designed.
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You can transition to a fork from a task or state. From the fork, you can
transition to multiple tasks or states which occur in parallel. In the previous
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example, when we have multiple transitions from one task, they’re mutually
exclusive: you either trigger one or the other. The transitions are also serial,
meaning one must occur before the next one can occur. With a parallel work-
flow, you can have different approvals going through different users at the same
time. For example, you could use this to separate two different departments’ ap-
proval chains on a single asset. A fork should be formatted like this:

<fork>
<name>review_fork</name>
<transitions>
<transition>
<name>node_1</name>
<target>review_one</target>
</transition>
<transition>
<name>node_2</name>
<target>review_two</target>
</transition>
</transitions>
</fork>

To bring a fork back together, transition both nodes of the fork back to a
single join. A join is formatted similarly to a fork, except that any transitions
are serial, not parallel, as in the example below.

<join>
<name>approved</name>
<transitions>
<transition>
<name>result</name>
<target>done</target>
<default>true</default>
</transition>
</transitions>
</join>

Another important consideration when creating parallel approvals is each
node needs its own “rejected” state for cases where content is approved in one
node but rejected in another. Another feature you can use in custom workflows
along with forks and joins is Timers. While using parallel workflow enables
you to speed up your process by getting content in front more people at once,
instead of making them wait in line, timers allow you to add some urgency to
the process.
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10.3 Timers

Timers are a new workflow feature in 6.1 that help make sure important tasks
in a workflow aren’t forgotten or left undone because of an oversight or the
absence of someone on the critical path. The basic concept of the timer is that
after a period of time specified, a specific action occurs. There are two main
elements for a Timer, the Task Timer and the Timer Action.

Timers occur within a Task element and are formatted like:

<task>

<task-timers>
<task-timer>
<name></name>
<delay>
<duration></duration>
<scale></scale>
</delay>
<timer-actions>
</timer-actions>
</task-timer>
</task-timers>
</task>

The outer element is because you can have multiple timers with multiple ac-
tions. The specific then contains the element which has a and . The duration
can be any number, whole or fractional, and it’s significance is defined by the
scale. The scale tells you what unit of time the duration is talking about - sec-
onds, minutes, hours, days, weeks, months or years. Once you’'ve determined
the time, you’ll want to pick an action - either a notification, reassignment or a
custom script.

Notifications are pretty simple—if a certain amount of time passes and an
action isn’t completed yet, the user assigned to the task will receive a fresh
notification. With the timer, you have all of the standard notification types
available and you can choose a different notification type than was used for the
original notifcation. For example, you could create a definition such that when
a new item is submitted to the workflow, all members of the Content Reviewer
role receive a notification. You could then use a timer to say if the content hasn’t
been reviewed within two hours each member of the Content Reviewer role will
receive a second notification via instant messenger.

A Notification would be formatted like this:

<timer-actions>
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<timer-notification>
<name></name>
<template></template>
<template-language>text</template-language>
<notification-type>im</notification-type>
</timer-notification>
</timer-actions>

Reassignments are designed to keep the workflow moving, even if a key per-
son is out of the office. With a timer set to reassign, after the specified amount
of time has passed, the task can be assigned to a new role. Building off of our
example above, if the Content Reviewers all received the IM notification after
two hours, but the content still wasn’t approved after four hours, the workflow
could be set to automatically reassign to the task to the Adminstrator role.

A Reassignment would be formatted like this:

<timer-actions>
<reassignments>
<assignments>
<roles>
<role>
<role-type></role-type>
<name></name>
</role>
</roles>
</assignments>
</reassignments>
</timer-actions>

Obviously we can’t think of eveything, so if you have an idea for using timers
in your workflow that doesn’t fit into our design, you could access Liferay’s
scripting engine to create a custom action to happen after a specified amount of
time. For example, if you had means of sending electric shocks through employ-
ees chairs if they weren’t doing their work, and had created a Liferay portlet to
access the shock mechanism, you could use a custom script to zap any users
who were at their desk that hadn’t reviewed content assigned to them.

<timer-actions>
<action>
<name></name>
<script>
<! [CDATAL
11>
</script>
<script-language></script-language>
<execution-type></execution-type>
</action>
</timer-actions>
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For more information on using scripting in Liferay, please refer to chapter
18.

Using workflows and approvals is necessary for virtually any organization
and timers are an excellent way to help mitigate the potential headaches caused
by having multiple bottlenecks through the process. Using timers in conjunc-
tion with other workflow features can help you create powerful workflows for
your organization.

Putting it all together

The Kaleo workflow engine is deeply integrated with Liferay Portal. It can gen-
erate roles scoped for organizations, sites and for the whole portal based on
workflow definitions. You can also customize workflow options for individual
sites.

Users are the most important part of the workflow, since they’re the ones
who do all the work. To make a user a part of the workflow process, you assign
them a role which you defined in your workflow . When you’re creating your
workflow definition, you can create new roles by defining them in the XML file
or by using roles which you have already created in your portal. Roles created
automatically are always portal scoped, so if you want to use site or organization
scoped roles, create the roles before deploying your workflow to the portal.

A portal administrator can create a default workflow definition scheme for
each application which applies for the entire portal and site and organization
administrators can customize the settings for their sites and organizations. Now
that we’ve seen how to create workflow definitions, let’s discuss how to use
them.

10.4 Configuringassets to use workflow process definitions

Most of your workflow configuration is done via the control panel. Everything
you need to do in the portal can be done through simple GUI controls.

You can find the Workflow section under the Portal heading in the control
panel. There are three options under Workflow: Definitions, Default Configura-
tion and Submissions.

If you created a new workflow definition, you need to add it so it can be used
in the portal. Click Definitions. By default, only the Single Approver workflow
appears here. Clicking Add allows you to enter a title for a new workflow defi-
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nition and upload the XML file. Once you add a file here, it’s added to the portal
and is immediately available for use.

& viewal ) Add

New Workflow Definition

Title
Two Approver Definiton == Other Languages (0) ¥

Choose File ) #two-appro...tion xml

M‘ canm\l

Figure 10.3: Adding a
Workflow Definition

Under Default Configuration, you can
set the workflow behavior (if any) for all
workflow-enabled applications on the por-
tal.  You can choose to use no work-
flow, which is the default, or select any in-
stalled workflow definition. Setting the de-
fault configuration causes any newly cre-
ated sites to default to that configuration.
An administrator can then edit the defini-
tions for each one individually through the
Workflow Configuration page.

Clicking on Submissions will let you
view any currently pending assets or any
assets which were previously approved.

Configuring workflow

After you have uploaded workflow defini-

tions and set the default workflow behavior you can go up to Workflow Config-
uration and tweak the definitions you’re using for each site individually.

Workflow Configuration
Resource
& Biogs Entry
2 Comments
2 Message Boards Message
|4 Web Content
4 Document Library Document
[ wiki Page
Showing 6 resufts.

Workflow

| Default: No workfiow ¥
| Default: No workfiow ¥
| Default: No workflow [

| Single Approver (Version 1) | #
 Single Approver (Version 1) |

| Default: No workilow ¥

Figure 10.4: The Workflow Configuration Page

Using the context selector drop-down menu in the control canel, you can se-
lect any site in the portal. All the options under that heading, including Work-
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flow Configuration, now apply to that particular site. Using workflow is just as
easy.

My Workflow Tasks

My Workflow Tasks is a personalized version of the Workflow Tasks and it’s
found in your personal section of the control panel. Here are specific tasks
which have been assigned to you or assigned to a role of which you are a mem-
ber. You can also view your completed tasks.

My Workflow Tasks

m Completed

Advanced »

Search ‘

v Assigned to Me

o There are no pending tasks assigned to you.

v Assigned to My Roles

g There are no pending tasks assigned to your roles.

Figure 10.5: My Workflow Tasks Page

It’s here workflow users review and approve content. By clicking on the
actions next to a piece of content, a user can view the content, then choose to
approve or reject it and add comments.

My Submissions

My Submissions is found under your user’s personal information in the control
panel. From this screen you can view any assets you have submitted to review.
Those currently under review are listed under the Pending tab and those that
have been reviewed are listed under the Completed tab.

Besides viewing your work, you can also withdraw a submission from the
review process by clicking on Withdraw Submission from the Pending tab.

Using Kaleo Workflow Processes in Liferay Portal

Before workflow can be used, you must define which types of assets on the
portal are workflow-enabled. If you have created additional definitions, you
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My Submissions

[ roning JER

&’ There are no pending publications requested by me.

Figure 10.6: The My Submissions Page

must also choose the workflow definition to use for each asset that is workflow-
enabled.

F |8 liferay.com —_

=] F Communities -
il

@ + liferay.com

=2

!
= Organizations =
33 E

P € . 7 Inc
! * TCous. Inc. Moble

| £ other =
(B v

f * Global
g . Communi
<

= Tags
&, Categories
K Workflow Configuration
@ Social Equity
Figure 10.7: You can select which site to work on by using the drop-down
menu in the Content section of the control panel.

To demonstrate how this works, we’ll create a press release. Press releases
should be posted in the Newsroom section of the web site, so before setting spe-
cific workflow configuration options or creating content, create the Newsroom
site and switch to it in the control panel. In Workflow Configuration, set Web
Content to use the Single Approver workflow.

Next, create two users, a Content Creator and a Content Reviewer. The Con-
tent Creator logs in and creates a new press release for Nose-ster and clicks
Submit for Publication. This triggers the workflow process and notifies the Con-
tent Reviewer. When the Content Reviewer logs in, he or she can assign the
workflow task to him- or herself and approve the content.
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My Workflow Tasks

YT Comploted

Advanced »

Search

v Assigned to Me

&' There are no pending tasks assigned to you.

v Assigned to My Roles

Task Asset Title Asset Type Last Activity Date Dy & Assign to...
Review Press Release Web Content BI11/10 1:45 AM Me () Update Due Date | . _/fﬁ Actions J
Showing 1 result.

Figure 10.8: Before a Content Reviewer can approve content, he must
assign it to himself or have an administrator assign it to him.

Once the content is approved, it can be posted on the Press Releases page in
a web content display portlet.

There’s more. EE customers get extra features that enable them to create
workflows without having to deal with XML.

10.5 Using workflow with other applications

We saw an example of how to use workflow with Liferay web content in chapter
2. In this section, we’ll discuss how to use workflow with other applications.
First, we’ll look at using workflow with Documents and Media. After that, we’ll
look at using workflow with Blogs, Wikis, and Message Boards.

Documents and media

You can enable workflow for most portal resources, including page revisions for
staging, web content, and collaborative applications, from the Control Panel.
However, workflow for Documents and Media can only be enabled within a
Documents and Media portlet since it must be defined at the folder level. To
see how this works, create a new page in the default site called Documents and
Media and add the Documents and Media portlet to this page. Then click Add
— Folder, enter the name My Documents, and click Save. Mouse over your new
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My Documents folder, click on the gray icon that appears at the top right corner
of the folder, and select Edit.

|El|ocuments and Media F -+ X ‘

_ Add @ | SortBy @ || Manage @ | | Search

Home
(&) Recent

‘, - & Access these files offline using Liferay Sync.
ine

[ Basic Document

[ coniract -

Dj Marketing Banner

Move

[ online Training [ 4 Permissions

Ej Sales

Fresentation

[ Delete

My Documel
.g Access from Desktop

(L of 1) (Total 1) 20 ~|

Figure 10.9: Workflow for Documents and Media must be enabled at the
folder level. Edit a folder to select a workflow.

By default, the Use document type restrictions and workflow of the parent folder
button is selected. To enable workflow for this folder, select the Define specific
document type restrictions and workflow for this folder button. After you’ve se-
lected this button, a Default Workflow for all Document Types dropdown menu
appears. By default, you can select No workflow or Single Approver. Any cus-
tom workflows that you added also appear in this dropdown menu. You can
add custom workflows through the Workflow page in the Portal section of the
Control Panel.

After you’ve selected the Single Approver workflow and clicked Save, work-
flow takes effect for the My Documents folder. Try adding a new document to
your My Documents folder—-notice that the Publish button now says Submit for
Publication since workflow is enabled. Any users assigned to the (Portal, Orga-
nization, or Site) Content Reviewer roles can see that your document has been
submitted for publication by navigating to the Control Panel and clicking on
My Workflow Tasks. Ordinarily, the same user who submitted a document for
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1| Documents and Media F -+ X

My Documents « Back

Parent Folder
Home

Hame [Required)

My Documents

Description

Document Type Resiricions and Workflow (&)
Use document type restrictions and workflow of the parent folder.
» Define specific document type restrictions and workflow for this folder.

Default Workflow for all Documenti Types
Single Approver (Version 1) LI

(©) Select Document Type

Save | Cancel |

Figure 10.10: You can use the document type restrictions and workflow of
the parent folder or you can define specific document type restrictions
and workflow for this folder.

publication wouldn’t also approve it but we’ll do this to demonstrate how the
process works.

Navigate to the Control Panel and click on My Workflow Tasks. The doc-
ument that you submitted for publication appears under Assigned to My Roles
since you’re an administrator. Click Actions — Assign to Me next to your doc-
ument. Then click Actions — Approve next to the document when it appears in
the Assigned to Me category. That’s it—your document has passed through the
workflow!
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Collaboration

To enable workflow for collaborative applications, first navigate to the Control
Panel and select a scope in the context menu selector. You can enable workflow
globally, or for a specific site. Once you’ve chosen a scope, click on Workflow
Configuration in the content section of the Control Panel. This page lists the
portal resources for which you can select a workflow.

Workflow Configuration

Resource Workflow

[ Page Revision | Default: No workliow =l

5’ Blogs Entry | Default Mo workflow ﬂ|
& Web Content | Default: Mo workflow j|

' comments | Default Mo workilow j|

%2 Message Boards Message | Default Mo workilow L||

[ wiki Page | Default: No workliow =

Showing 6 results ImemsperPage[ 20 ;” Page|.1j|of1 I4 First | 4 Previous | Mextl | Lastkl

Save ‘

&' The workflows for the following resources can be configured within their respective portiets.

Resource
& Documents and Media Document
& Dynamic Data Lists Record
Showing 2 results

Figure 10.11: The Workflow Configuration page of the Control Panel lists
the resources for which can select a workflow for your chosen scope.

To select a workflow, click on the Workflow dropdown menu and choose
a workflow. By default, you can only select No workflow or Single Approver.
Custom workflows that you added also appear in this dropdown menu. You can
add custom workflows through the Workflow page in the Portal section of the
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Control Panel. To enable workflow for the collaborative applications, select the
Single Approver for the Blogs Entry, Message Boards Message and Wiki Page
resources, then click Save.

To test the workflow for collaborative applications, add a page called Collab-
oration to the site whose scope you selected when you enabled workflow. Then
add the Blogs, Message Boards, and Wiki portlets to this page. Using each port-
let, add a blog entry, post a new message board thread, and write some content
for the Wiki frontpage. For each application, notice that the Publish button is
replaced by a Submit for Publication button since workflow is enabled.

The workflow process for collaborative applications works the same way as
in the examples you've already seen. Any users assigned to the (Portal, Orga-
nization, or Site) Content Reviewer roles can see that your blog post, message
board thread, and wiki article have been submitted for publication by navigating
to the Control Panel and clicking on My Workflow Tasks. Of course, since you
submitted these items for publication, it wouldn’t make sense in a real-world
use case for you to approve them. However, to see how the workflow process
works, go ahead and approve these items yourself; you can do this since you’re
an administrator.

Navigate to the Control Panel and click on My Workflow Tasks. The items
you’ve submitted for publication appear under Assigned to My Roles. Click Ac-
tions — Assign to Me next to the items you’ve submitted. Then click Actions
— Approve next to each item when it appears in the Assigned to Me category.
That’s it-your blog post, message board thread, and wiki article have passed
through the workflow!

10.6 Summary

In this chapter, we explained how to install the Kaleo workflow plugin for Lif-
eray EE. Liferay’s Kaleo workflow engine is included with Liferay CE. We dis-
cussed how to create new workflow definitions and examined the XML schema
for them. We looked at how to choose different workflow processes for differ-
ent asset types. We also explained how end-users can interact with the approval
process. Finally, we discussed how to use workflow with different types of ap-
plications such as Documents and Media and Blogs, Wikis, and Message Boards.
In the next chapter, we’ll look at Kaleo forms and the Kaleo workflow designer.
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KALEO FORMS: DEFINING BUSINESS
PROCESSES

EE Only Feature

In the last chapter, we looked at the elements that comprise a workflow def-
inition and discussed how to create a workflow definition. In this chapter, we
introduce the Kaleo Workflow Designer for Liferay EE which allows you to cre-
ate workflow definitions using an intuitive Ul Using the workflow designer
saves you the time and trouble of having to deal directly with the XML.

Developers who are used to working with XML are generally able to create
workflow definitions. Other users may not be so comfortable with it. In fact,
even skilled developers can make mistakes that break a definition and require
time to troubleshoot. To help streamline the creation of workflow definitions
and empower more users to create custom workflows, Liferay provides the Ka-

334
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leo Workflow Designer in Liferay 6.1 EE.

There are two pieces to the workflow designer: Kaleo Forms and Kaleo De-
signer. Kaleo Forms is an extension of the Dynamic Data Lists feature (covered
in chapter 9). This enables you to create web forms and basic applications, then
apply a workflow to govern the processing of those forms. Kaleo Designer is a
drag and drop interface for creating new workflow definitions. It can be used
in conjunction with Kaleo Forms or standalone to create workflow definitions
without having to write XML.

Let’s look at Kaleo Forms first.

11.1 Kaleo Forms

Add the Kaleo Forms portlet to a page. In the portlet’s initial state, the Sum-
mary tab displays similar information to what you might see in the My Workflow
Tasks portion of the Control Panel. Because the Kaleo Forms portlet is scoped
to Kaleo Processes, tasks related to other assets cannot be managed from Ka-
leo Forms. Any forms available for processing through the workflow can be
initiated through the Submit New button, as the below image indicates.

Kaleo Forms F= + X

EMUNEVE Frocesses

& Submit New »

¥ Assigned to Me

i There are no tasks.
Inbox
My Pending Requests
My Completed Requests YA to My Roles

& There are no tasks.

Figure 11.1: Kaleo Forms give you a convenient way to manage all
available workflows in the portal.

Click on Processes to view any existing workflow processes or to create new
ones. All available processes are listed here. If you’re coming here for the first
time, however, there won’t be any, so let’s create one. Click Add. You'll see the
screen below.

Set a name and a description. Next, you’ll define an Entry Definition and an
Initial Form, choose or create a workflow and Workflow Task Forms.
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New Process
Name (Required)
S Othar Languages (0) ¥

Description

~ B Other Languages (0) ¥

Entry Definition (Required)
@ Select

Initial Form (Required) ]
@ Salect

Workflow
@ Salect

Workflow Task Forms
(© Assian

5m| Cancel |

Figure 11.2: The Workflow Process Creation Page

Entry Definition: This is a Dynamic Data List Definition, you can use an
existing definition here or create a custom one through the UL

Initial Form: You can customize the display of the Entry Definition with the
Initial Form. This can include things like adding Pagination or altering some
other display feature.

Workflow: You can choose any existing workflow definition here or define
a new one.

Workflow Task Forms: This is where you can define how the workflow
definition interacts with form definitions. You can trigger a workflow action
to occur along with a form action, such as a notification, or have a multi-step
process where part of the form is completed but needs to be approved before
the user can complete another part of the form.

You probably noticed when choosing a workflow, you also have the option
to create a new one. This is where the Kaleo Workflow Designer can help you
build a workflow without having to write any XML. Let’s see how this works.
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11.2 Kaleo Designer

Kaleo Designer provides a drag and drop interface for users to create custom
workflows. It’s an incredibly powerful tool for managing workflow definitions.
The Workflow Designer can only be accessed through the Kaleo Forms portlet
but definitions created can be used for other processes as well.

S

New Workflow Definition Draft «Bask

Tite
5 Oreriangusges (3 ¥

Add Dratt |
- ver [P
¢ O @
Conditin ex Fork O
< @] [ ] Sirose E
Jon s s
Task

-

Figure 11.3: Define business processes using Kaleo Workflow Designer.

There are seven types of nodes you can add to a definition. The node types
are Condition, End, Fork, Join, Start, State and Task. If you've read the en-
tire chapter, you’ll notice Start and End aren’t node types we've previously
discussed; that’s because they’re actually just State nodes, with certain fields
prefilled to help streamline the creation process. Since every workflow has a
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start and end state, you’d have to do this anyway.
Each node you add has a pop-up menu letting you
edit or delete the node. As you hover your mouse
i) over the edges of a node, notice your mouse pointer
Figure 11.4: The changes to a cross. The cross indicates you can con-
Node Configuration  nect the current node to another node. Hold down
Menu shows options  your mouse button and drag the mouse to start draw-
to edit or delete your  ing your transition to another node. If you stop be-
node. fore reaching the edge of the next node, a pop-up dis-
plays node types you can create and connect to on-
the-fly. To connect with an existing node, continue dragging the connector to

that node.

StartNode

® O @
Condition End Fork
© O !
Join Start State
EndNode Task

Figure 11.5: Create transitions to existing or new nodes. The connector
pop-up let’s you create and connect to new nodes on-the-fly.

To get a feel for how the designer works, let’s use the workflow designer to
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duplicate the default workflow definition. When we choose the option to Add
Definition from the Kaleo Forms portlet, it creates a blank workflow definition
with start and end nodes. To make this work, we’ll add two tasks, fill in the
relevant information, assign the tasks properly and create the transitions.

First add two tasks, then use the edit icon to name them Review and Update.

e s |

Property Mame Walue
Diescription
= | O
af
Type L ) StartNode
lgd Save | cancel
Actionz -
Notifications
Resigments Assign to Asset
Creator
Update
Review
EndNode
Cancel |

Figure 11.6: Edit a node by clicking on its edit icon and modifying its
settings.

Next, connect the nodes so Review has four nodes, as follows: one receiving
the transition from StartNode, one sending a transition to Update, one receiving
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a transition from Update, and one sending a transition to EndNode.

O

StartNode

connector2s618
L

connector3?303

connector34082
—)

Revigw

connector26281

EndNode

Figure 11.7: Your workflow should look like this.

Next, we want to add the correct assignments and notifications. Click on
Review. The box on the left shows all the properties of the Review node. In
the assignments category, assign the task to the Portal Content Reviewer role.
Click on Notifications and create a notification with the type On Assignment.
Now move to the Update node and assign it to the Content Creator with its own
notification.

Next, let’s go through all the transitions and make sure they’re named cor-
rectly. What are the transitions? Workflow transitions connect one node to
another. On exiting the first node, processing continues to the node pointed to
by the transition. Every time you created an arrow from one node to another it
created a transition. By default, these transitions get system generated names
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so we’ll rename them all to something more human readable. First, click on the
arrow going from the Start node to the Review node and set the name as Submit
and set Default to true-we’ll leave all the others as false. Set the name of the
transition from Review to Update to Reject and the one from Update to Review
to Resubmit. Lastly, set the name of the transition from Review to the EndNode
to Approve.

O

StaftMode

Update

EndNode

Figure 11.8: Your completed workflow should look like this.

Now let’s take a look at the generated XML. It should look a lot like our
default workflow, only a tiny bit messier, as the nodes display in the order they
were created, not in the logical order that happens when a human writes the
code. Save your definition and it’s ready to use.
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11.3 Summary

As you can see, Liferay Portal and the Kaleo Workflow engine combine to cre-
ate a very robust environment for web content management. The Kaleo Forms
portlet allows you to manage all available workflows in the portal. You can
create your portal’s workflows by using the Kaleo Designer’s unique drag and
drop interface. Simple workflows can be managed using the default configu-
ration and GUI tools, while more complex workflows can be created to meet
the workflow management needs of almost any portal. Through this chapter
and the previous one, we've taken a look at the various elements of a workflow
and shown how to use those elements to create your own custom workflows.
We’ve also seen how to properly use the various elements of a workflow like
Assignments and Notifications, as well as newer and more advanced features
like Parallel Workflows, Timers, and Custom Scripts.

It’s not enough to understand each individual step of the workflow process;
one of the keys to using Kaleo workflow is to understand how each step interacts
with the other elements. If you understand these relationships, you can figure
out which features will to work best for your organization. We hope you’ll use
the information we’ve covered on workflow to craft suitable processes for you
portal.



CHAPTER 12 m—

LIFERAY UTILITY APPLICATIONS

In this chapter we’ll look at some Liferay utility applications that might be use-
ful for you. The Software Catalog is currently packaged with Liferay but will
soon be replaced by Liferay Marketplace. Please see chapter 13 for information
about Liferay Marketplace and managing Liferay plugins. The Knowledge Base
application is an EE-only plugin. In this chapter we’ll discuss several of these
applications:

« Bookmarks

« Software catalog
« Shopping

« Knowledge Base

Liferay’s Bookmarks application is a simple way for users to keep track of
URLs in the portal that can also be used by an administrator to publish relevant
links to groups of users. The Software Catalog allows you to define a set of soft-
ware items to display to visitors. The Knowledge Base application allows you
to create articles and organize them into full books or guides that be published
on your portal.

343
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12.1 Capturing Web Sites with the Bookmarks Portlet

Many of us enjoy collecting things we value. They may be stamps, comic books,
sea shells, or fabulous shoes. The list goes on and on. But have you considered
URLs collectible? Having a thorough collection of links can be a great way to
add value to your portal’s usability.

£3 Bookmarks F-+ x|

4§} Home | (B Recent | & Mins search |

¥ Folders _
Folder #ofFolders | #of Entries
&) Aromatherapy Resources 0 8 « > Actions |
) Celebrity Nose News = \
Subfolders: Cinema, Radio & TV, Music, Polfics. e i oW =) R
(3 Srooming links o B 4 P Actions | Home
Historical Fiqures p
& o 0 < otions | 3 Pormissions
& Literature . - -4 Add Folder
Sublolders: Chidren, Fition, Nonfition, Postry B & 8 & Actions | +
& Add Bookmark
& Medical Links o 0 < Actions |
{2 Nose Fashions ; « b Aot
Subfolders: Jewelry B VAL
) Sports & Games
Subfolders: Board Games, General Sports, Swimming 4 0 o P Actions |
Trivia —
Showing & resuts ems perPage 20 poge [1[w] orq  14Fist | dPrevious |Nextp | Lasthl
¥ Bookmarks
Name URL Visits Modified Date

Liferay hito:/fwivew dferay.com 1 204112 4 Actions

Showing 1 resut.

Figure 12.1: Individual bookmarks, not associated with a folder, are listed
separately.

With Liferay’s Bookmarks application, users collect and manage URLSs in
the portal. They can add, edit, delete, export and import bookmarks. Users can
use links to access regularly visited web sites. Administrators can publish links
tailored to specific groups of users. Both internal pages as well as external sites
can be bookmarked.

Organizing Bookmarks by Folder

You can store all your important links in one place and you can manage this data
easily using folders. You can create, edit, and delete bookmark folders. You get
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to decide how many bookmarks or folders are displayed on a page. Bookmark
folders can have any number of subfolders.

Here’s an example of what one bookmarks portlet might look like. Book-
mark Folders are displayed above individual bookmarks.

In this example, there are eight bookmark folders, four of which have sub-
folders. The columns showing the number of folders and the number of entries
show the subfolders and the entries contained within each top level folder. Note
that total number of bookmarks includes those in the subfolders.

Using the Actions button on the right, you can edit the folder, manage folder
permissions, delete the folder, add a subfolder, or add a bookmark to the folder.

As your collection of links grows, you may need to add more subfolders to
keep things in order. Should you decide a link needs to move from one folder
to another, you can manage this using the Edit option for that link.

Moving a Link

Just for fun, let’s move a link from the main bookmarks folder into a subfolder
one level down. We’ll move the Liferay link into the Nonfiction subfolder in
the Literature folder. The Nonfiction subfolder is a child of the Literature folder.
We need to move the link to the Literature folder first before moving it into the
Nonfiction subfolder.

To achieve this, we select Edit
from the Actions button for the
link. In the Edit view, find the H
section called Folder. When appli- Llferay
cable, this section contains bread-
crumb links to allow you to navi- plds
gate freely among the other folder select | eI |
levels. Currently, there are two = —

buttons here labeled Select and Re- Figure 12.2: You can move a link one

move. Click the Select button and 1o\6| 5t 3 time by selecting the Select
a new window appears, like the one button.

below. Clicking the Remove button
here doesn’t affect the link. It is used
solely for moving links out of folders and subfolders back into the main Book-
marks view.

Now choose the Literature folder. When you do this, notice how the link’s
Folder section changes to reflect the new location of the link.
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Home

Add Folder | Choose This Folder

Folder # of Folders

Aromatherapy Resources ']

Celebrity Nose News 3

Grooming links

=

Historical Figures

=

Literature 4
Medical Links ']
Nose Fashions 5
Sports & Games 4

Showing 8 resuts. iteme per Page | 20 [=]

# of Entries

8 Choose |
1 Chaose |
5 Choose |
o Choose |
5 Choose |
[ Chaose |
z Choose |
[ Chaose |

page | 1[=] or1 [ First | 4 Previous | Mext b | Last bl

Figure 12.3: Select the Choose button next to the desired folder.

Liferay

Folder

Literature 5e|et:1| Remove|

Figure 12.4: When you choose a

folder, the folder navigation changes
to reflect the new location of the link.

When you choose Save, you re-
turn to the Bookmarks portlet. No-
tice that the Liferay link is no longer
under the Bookmarks section. Select
Literature to reveal its contents. In
the example below, you can see the
Liferay link is now in the bookmarks
section of the Literature folder.

Select Edit from the Actions but-
ton next to the Liferay link, then click
Select. Choose the Nonfiction sub-
folder and again notice the change in

the folder-level breadcrumbs. Click Save and the Literature folder view appears.
Select Nonfiction to see your link in the subfolder’s bookmarks list. Piece of cake,

right?

To move a link out of a subfolder and into a higher-level folder, Edit the link

in the subfolder and choose Select.
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3 Bookmarks £+ x|
£} Home | (@ Recent | & Mine Search ‘
Literature «Back
—
B Lestupdated @712 | @ 4Subfoiders | [S] 1 Entry
¥ Subfolders \
Folder #of Folders #of Entries [l
@ Chilaren ] 8 4 Actions | =
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[ Fistion 0 2 < Actions |
& Nonfiction 0 2 4 Actions | [ eait
) Permissions
(3 Poetry [ 5

Showing 4 resuts.

¥ Bookmarks

Hame URL Visits

Modified Date

4 Actions | =t
g .

[_g Add Subfolder

4 Add Bookmark

I Liferay. hitp:liw wew liferay.com 1 a/ar2.

4 2 Actions ||

Showing 1 resut.

Figure 12.5: When you move a link to a folder, it remains in the bookmarks
section until it's moved into a subfolder.

Home

Home Nonfiction

Add Subfolder | Choose This Folder |

Figure 12.6: Tomove alinkuptoa
higher-level folder, choose the
appropriate folder from the
breadcrumbs in the Select view.

In the resulting window, se-
lect the appropriate folder from the
breadcrumbs at the top. In this exam-
ple, we selected Literature for con-
sistency. This opens a new window,
like the one below, showing the other
folder options.

You can choose one of the other
subfolders from the list, or you can
choose Home from the breadcrumbs
at the top. When you verify that
the desired folder is the one currently
displayed in the breadcrumbs, click
Choose This Folder. Then click Save

and you’re done. If you don’t like any of the subfolders listed, you can place the
link into a new subfolder by using the Add Subfolder button.

If you choose Remove instead of Select in the above example, you take the
link out of both subfolders and return it to the main bookmarks view.

Now that you have an understanding of how bookmark folders are used, let’s
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Home

Home w Literature

Add Subfolder | Choose This Folder

Folder # of Folders # of Entries

Children 0 6 Choose |
Fiction 0 2 Choose |
Nonfiction 0 3 Choose |

Poetry 0 5 Choose |

Showing 4 results.

Figure 12.7: In this view, you can move the link into several different
locations.

create some new bookmarks.

Adding and Using Bookmarks

Navigate to your portal and add the Bookmarks application to your page by
selecting Add — More. The portlet looks like this by default:

Across the top of the portlet are links labeled Home, Recent, and Mine. There
is also a Search field and button.

Home: returns you to the top level of the portlet.

Recent: displays a list of the latest bookmarks that have been added.

Mine: displays a list of the bookmarks you added to the portlet.

Search: lets you search for bookmarks by name, category, or tags.

When you select the Permissions button on the right, a list of Roles and their
associated permissions appears. The options are Add Entry, Add Folder, Permis-
sions, and View. When you are finished selecting the permissions click Save.

Clicking the Add Folder button in the Bookmarks application reveals this
form:

Here you can choose the folder’s name, a description of its contents, and who
can view it. Under More Options, you can set portlet permissions for various
Roles to the folder. Click Save when you are finished.
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|3 Bookmarks F-+x |
/% Home | (D Recent | & Mine Search |
¥ Bookmarks

&’ There are no bookmarks in this folder.

&
Permissions

| Add
Folder

4 Add

Bookmark

Figure 12.8: Initially, no bookmarks are listed in this form until they’re

created.
|E3| Bookmarks -+ X |
TM et Lm Search ‘
New Folder « Back

Name (Required)

Description

Permissions
Viewable by | Anyone (Guest Role) El More Options » &)

save || Cancel |

Figure 12.9: It’s not necessary to enter a description for a Bookmarks
folder.
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To create a bookmark, click the Add Bookmark button. This form is similar
to the New Folder form but has a few more options.

|3 Bookmarks F— + X ‘

4% Home | (5 Recent | & Mine search |

New Bookmark «Back

Folder

Se\et:ll Remove ‘

Name
URL (Required)

Description

Permissions

Viewable by Anyone (Guest Role) [(»]  More Options » @)

» Categorization
» Related Assets

save | Cancel |

Figure 12.10: When you use the Add Bookmark form, you must enter a
valid URL in the required field.

Click Select to choose the folder for the new bookmark. Click Remove to
delete a bookmark from the selected folder. As stated above, a removed link goes
into the list of general bookmarks that aren’t associated with a folder. These are
listed in the bookmarks section, below the folders, in the portlet.

Below the Permissions there are additional options for Categorization and
Related Assets, just like in other Liferay applications. Please see chapter 5 on
the Asset Framework for further information about this.

Once you have added a new bookmark, it appears in the portlet. From here,
you can manage your bookmark using familiar Liferay editing features. Col-
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lecting and organizing your links is a snap when you use Liferay’s Bookmarks
application.

12.2 Creating Your Own Plugin Repository

As your enterprise builds its own library of portlets for internal use, you can
create your own plugin repository to make it easy to install and upgrade portlets.
This will allow different departments who may be running different instances
of Liferay to share portlets and install them as needed. If you are a software
development house, you may wish to create a plugin repository for your own
products. Liferay makes it easy for you to create your own plugin repository
and make it available to others.

You can create your plugin repository in two ways:

1. Use the Software Catalog in the Control Panel to create the repository by
using its graphical interface and an HTTP server.

2. Create an XML file using the Liferay Plugin Repository DTD and an HTTP
server.

Both methods have their benefits. The first method allows users to upload
their plugins to an HTTP server to which they have access. They can then
register their plugins with the repository by adding a link to it via the Control
Panel’s graphical user interface. Liferay will then generate the XML necessary
to connect the repository to a Control Panel running on another instance of
Liferay. This XML file can then be placed on an HTTP server and its URL can
be added to the Plugin Installer, making the portlets in this repository available
to the server running Liferay.

The second method does not require an instance of Liferay to be running.
You can upload plugins to an HTTP server of your choice, then create an XML
file called 1iferay-plugin-repository.xml manually. If you make this file
available on an HTTP server (it can be the same one which is storing the plugins
or a different one), you can connect the repository to a Plugin Installer in the
Control Panel running on an instance of Liferay.

We will first look at creating a plugin repository using the Software Catalog
in the Control Panel.
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Software Catalog

You will want to use the Software Catalog if you will have multiple users submit-
ting portlets into the repository and if you don’t want to worry about creating
the liferay-plugin-repository.zxml file yourself.

Software Catalog o

LT My Products  Licenses  Framework Versions

Search % | Search
Add Product | Permissions

&’ No products wers found.

Figure 12.11: The Software Catalog with Nothing Installed

Each site in your portal can have an instance of the Software Catalog. The
Control Panel presents you with the software catalog for whichever site you are
working on. This means different sites can have different software repositories,
so you can host several software repositories on the same instance of Liferay if
you wish, they just have to be in different sites. Choose the site that will host
the plugin repository and go to the Control Panel. You will see at the top of
the screen a message that says “Content for [Site],” where [Site] is the site you
were on when you selected the Control Panel from the dockbar. If you want to
administer the software catalog for a different site, you can select it from the
selection box.

The Software Catalog has several tabs. The first tab is labeled Products. The
default view of the portlet, when populated with software, displays what plugins
are available for install or download. This can be seen in the version on Liferay’s
home page.

We will use an example site in order to better illustrate how to use the Soft-
ware Catalog portlet. Assume you, as the portal administrator, have created a
site called Old Computers. This site will be for users to collaborate on setting up
and using old computers with obsolete hardware and operating systems. Users
who participate in the site will eventually get upgraded to a more privileged
status and get their own blog page. To implement this, you have created a My
Summary portlet which displays the user’s name, picture and description from
his or her user profile. Because this portlet is generic enough that it could be
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Products My Products Search Search Plugins 5
Name Version Type Modified
1-2-1 Columns 5201 Layout 21708
This is a 1-2-1 columns layout template. Template 5:00 PM
1-3-1 Columns 5201 Layout 21708
This is a 1-3-1 columns layout template. Template 5:.00 PM
2-1-2 Columns 52.01 Layout 21708
This is a 2-1-2 columns layout template. Template 5:01 PM
3-2-3 Columns 52.01 Layout 21708
This is a 3-2-3 columns layout template. Template 501 PM
7Cogs Hook 6.04.1 hook 72310
This hook contains custom configuration used for Liferay's 7:59 PM

demo website.

7Cogs Mobile Theme 6.04.1 Theme 72310
This is the 7Cogs Mobile Theme. 7:46 PM
7Cogs Theme 6.04.1 Theme 712310
This is the 7Cogs theme. 7:38 PM
CAS 5201 web 21708
This is the Central Authentication Service plugin. 5:.02 PM
Chat 6.04.1 Portlet 72310
This portiet implements chat features in the portal. T:01PM
Default Site Templates 6.04.1 hook 712310
This hook contains default page and site templates. 713PM

Figure 12.12: Populated Software Catalog from liferay.com

useful to anyone using Liferay, you have decided to make it available in your
own software catalog.

The first step in adding a plugin to your software repository is to add a license
for your product. A license communicates to users the terms upon which you
are allowing them to download and use your software. Click the Licenses tab
and then click the Add License button that appears. You will then see a form
which allows you to enter the title of your license, a URL pointing to the actual
license document and check boxes denoting whether the license is open source,
active or recommended.

When you have finished filling out the form, click the Save button. Your
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license will be saved. Once you have at least one license in the system, you can
begin adding software products to your software catalog. Click the Products tab,
then click the Add Product button.

Your next step will be to create the product record in the software catalog.
This will register the product in the software catalog and allow you to start
adding versions of your software for users to download and/or install directly
from their instances of Liferay. You will first need to put the .war file contain-
ing your software on a web server that is accessible without authentication to
the users who will be installing your software. In the example above, the Old
Computers site is on the Internet so you would place the file on a web server that
is accessible to anyone on the Internet. If you are creating a software catalog for
an internal Intranet, you would place the file on a web server that is available
to anyone inside of your organization’s firewall.

To create the product record in the Software Catalog portlet, click the Prod-
ucts tab, then click the Add Product button. Fill out the form with information
about your product.

Name: The name of your software product.

Type: Select whether this is a portlet, theme, layout template, hook or web
plugin.

Licenses: Select the license(s) under which you are releasing this software.

Author: Enter the name of the author of the software.

Page URL: If the software has a home page, enter its URL here.

Tags: Enter any tags you would like added to this software.

Short Description: Enter a short description. This will be displayed in the
summary table of your software catalog.

Long Description: Enter a longer description. This will be displayed on the
details page for this software product.

Permissions: Click the Configure link to set permissions for this software
product.

Group ID: Enter a group ID. A group ID is a name space which usually iden-
tifies the company or organization that made the software. For our example, we
will use old-computers.

Artifact ID: Enter an Artifact ID. The artifact ID is a unique name within the
name space for your product. For our example, we will use my-summary-portlet.

Screenshot: Click the Add Screenshot button to add a screen shot of your
product for users to view.

When you have finished filling out the form, click the Save button. You will
be brought back to the product summary page and you will see your product
has been added to the repository.
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Software Catalog <

New Product «Back
Name Test Portlet
Type Portiet Plugin s
Recommended Licenses
Licenses LGP

Other Licenses

Author Test User

Page URL hitp:/iiwww.liferay.com

Tags (Comma delimited list)
Test Portlet

‘Short Description

Portlet for documentation demonstration.

Long Description

P
Permissions Viewable by | Anyone (Guest Role)  $ More Options » @
m‘ Cancel |

Figure 12.13: Adding a Product to the Software Catalog

Notice in the version column, N/A is being displayed. This is because there
are not yet any released versions of your product. To make your product down-
loadable, you need to create a version of your product and point it to the file
you uploaded to your HTTP server earlier.

Before you do that, however, you need to add a Framework Version to your
software catalog. A Framework version denotes what version of Liferay your
plugin is designed for and works on. You cannot add a version of your product
without linking it to a version of the framework for which it is designed.

Why is this so important? Because as Liferay gains more and more features,
you may wish to take advantage of those features in future versions of your
product, while still keeping older versions of your product available for those
who are using older versions of Liferay. This is perfectly illustrated in the ex-
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ample My Summary portlet we are using. Liferay had a My Summary portlet
of its own, which does exactly what we have described here. This portlet was
added to the suite of portlets which Liferay provides in the Social Networking
plugin. This plugin makes use of the many social networking features which
have been added to Liferay. So rather than just displaying a summary of your
information, the Social Networking portlet adds features such as status updates,
a “wall” for each user in his or her profile that other users can write on, the abil-
ity to become friends with other users—thereby granting them access to their
profiles—and more.

None of this would work in older versions of Liferay, because the core engine
that enables developers to create features like this is not there. So in this case,
you would want to keep the older My Summary portlet available for users who
have not yet upgraded and make the newer social portlets available to those
using latest version of Liferay. This is what Framework Versions does for you.
If you connect to Liferay’s software repositories with an old version of Liferay
Portal, you will see the My Summary portlet. If you connect to Liferay’s soft-
ware repositories with new version of Liferay, you will see the social portlets.

So click the Framework Versions tab and then click the Add Framework Ver-
sion button.

Give the framework a name, a URL and leave the Active check box checked.
For our example, we have entered 6.0.3 for the name, because our portlet should
work on that version and higher, and http://www.liferay.com for the URL. Click
Save.

Now go back to the Products tab and click on your product. You will notice
a message is displayed stating the product does not have any released versions.
Click the Add Product Version button.

Version Name: Enter the version of your product.

Change Log: Enter some comments regarding what changed between this
version and any previous versions.

Supported Framework Versions: Select the framework version for which
your software product is intended. Enter a + at the end of the version number
if you want to specify a version plus any future versions.

Download Page URL: If your product has a descriptive web page, enter its
URL here.

Direct Download URL (Recommended): Enter a direct download link to
your software product here. The Plugin Installer portlet will follow this link in
order to download your software product.

Include Artifact in Repository: To enable others to use the Plugin Installer
portlet to connect to your repository and download your plugin, select yes here.
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Software Catalog «

Test Portlet «Back

Main Flelds
Version Name 1.0

Initial version.

Ghange Log

‘Supported Framework Versions

Repository Flelds

Download Page URL

Direct Download URL (Recommended)

Test Direct Download URL Yes | 3
Include Artifact in Repository You musts a group ID and artifact ID before you can add a product version.
Save ‘ Cancel |

Figure 12.14: Adding a Product Version to the Software Catalog

When you are finished filling out the form, click the Save button. Your prod-
uct version will be saved and your product will now be available in the software
repository.

Generating The Software Catalog

The Software Catalog works by generating an XML document which the Plugin
Installer reads. Using the data from this XML document, the Plugin Installer
knows where it can download the plugins from, what version of Liferay the
plugins are designed for and all other data about the plugins that have been
entered into the Software Catalog portlet.

In order to get your Software Catalog to generate this XML data, you will
need to access a particular URL. If you have created a friendly URL for your
site (for example, the default site, which is called guest, has a friendly URL of
/guest already configured for it), you can use the friendly URL. If not, you will
first need to know the Group ID of the site in which your Software Catalog
portlet resides. You can do this by accessing the Manage Pages interface and
looking at the URLs for any of the pages. The URL will look something like this:
http://localhost:8080/web/10148/1.
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Obviously, it is much easier if you are using Friendly URLs, which we highly
recommend.

Next, go to your browser and go to the following URL:

http://:/software_catalog?

For example, if you are on the same machine as your Liferay instance, and
that instance is running on port 8080, and your group ID from the database is
10148, you would use the following URL:

http://localhost:8080/software_catalog?10148

If you have also created a friendly URL called old-computers for this site, you
would use the following URL:

http://localhost:8080/software_catalog?old-computers

If you have configured everything properly, an XML document should be
returned:

<?xml version="1.0" encoding="UTF-8"7>
<plugin-repository>
<settings/>
<plugin-package>
<name>My Summary</name>
<module-id>old-computers/my-summary-portlet/1.0/war</module-id>
<modified-date>Thu, 23 Apr 2009 20:40:16 +0000</modified-date>
<types>
<type>portlet</type>
</types>
<tags>
<tag>social</tag>
<tag>profile</tag>
</tags>
<short-description>My Summary</short-description>
<long-description>My Summary</long-description>
<change-log>Initial Version</change-log>

<download-url>
http://www.liferay.com/portlets/my-summary-portlet-6.0.4.war
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</download-url>
<author>Rich Sezov</author>
<screenshots/>
<licenses>
<license osi-approved="true">MIT License</license>
</licenses>
<liferay-versions/>
</plugin-package>

</plugin-repository>

You can now give the URL to your software repository out on your web site
and other administrators of Liferay can enter it into the Plugins Installation
module of their Liferay Control Panels to connect to your repository.

If you want to serve your repository off of a static web server, you can save
this document to a file called 1iferay-plugin-package.xml and put this file
on your HTTP server. You can then give out the URL to the directory which
holds this file on your web site and anyone with an instance of Liferay will be
able to point their Plugin Installer portlets to it.

Benefits of the Software Catalog

As you can see, the Software Catalog makes it easy for you to create a repository
of your software. Users of Liferay can configure their Plugin Installers to attach
to your repository and the proper versions of your software will be automati-
cally made available to them by a single click. This is by far the easiest way for
you to keep track of your software and for your users to obtain your software.

Another benefit of the Software Catalog is that you can make available to
your users a standard interface for manually downloading your software. For
those who prefer to manually download plugins, your Software Catalog gives
them an interface to go in, find your software either by browsing or by search-
ing, preview screen shots and download your software—and you don’t have to
build any of those pages yourself. Simply configure your software in the portlet
and all of that is done for you.

How can you do this? The Software Catalog is also available as a portlet.
You can add it to any page on your web site through the Add Application menu.
You can find the portlet in the Tools category.
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Manually Creating A Software Catalog

If you do not wish to use the Control Panel to create your software catalog, you
can create it manually by manually typing out the XML file that the Software
Catalog section of the Control Panel would normally generate. Note that if you
do this, you will not be able to use the Software Catalog portlet as a graphical
user interface to your software that end users can use to download your software
manually: you will have to build this yourself. Keep in mind many instances
of Liferay Portal sit behind a firewall without access to the Internet. Because
of this, if you are making your software available to Internet users, some of
them will have to download it manually anyway, because their installations are
firewalled. In this case, the Software Catalog portlet is the easiest way to provide
a user interface for downloading your software.

If you still wish to use a text editor to create your software catalog, you can.
To manually create a software catalog, obtain the DTD for the XML file from Lif-
eray’s source code. You will find this DTD in the definitions folder in the Liferay
source or on the Liferay web site’ It is a file called 1iferay-plugin-package_-
6_1_0.dtd. Use this DTD with a validating XML editor (a good, free choice is
jEdit with all the XML plugins) to create your software catalog manually.

Connecting to a Software Catalog

If there is a software catalog of plugins you would like to point your instance of
Liferay to, all you need is the URL to the catalog. Once you have the URL, go to
the Plugin Installer in your Control Panel and click the Configuration tab. You
will see there are two fields in which you can enter URLs to plugin repositories:
Trusted Plugin Repositories and Untrusted Plugin Repositories. Currently, the only
difference between the two is to provide a visual cue for administrators as to
which repositories are trusted and untrusted.

Enter the URL to the repository to which you wish to connect in one of the
fields and click Save. The portlet will connect to the repository and items from
this repository will be shown in the list.

If all this talk of catalogs has put you in the mood to do some shopping, then
it’s probably a good time to get acquainted with Liferay’s Shopping application.
Let’s go down that aisle next.

"nttp://www.liferay.com/dtd/liferay-plugin-repository_6_1_0.dtd
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12.3 Shopping

Would your organization like to make some money selling promotional items?
Are you an artist looking to share your work with the world? Perhaps your
company produces a publication that customers want to purchase? If you have
something of value the visitors of your site want or need, then Lifeary’s Shop-
ping application can help you get these items to your customers with a secure
transaction.

The Shopping portlet uses PayPal and allows you to choose the credit cards
your store accepts. You can organize your inventory with categories and sub-
categories. A search function helps users find items quickly. Users place items
in a shopping cart, allowing them to purchase multiple items at once. There is
also an email notification system to alert customers when their transactions are
processed.

Before we start printing money, let’s first create an online store.

Setting up shop

= Shopping F -+ X

Cart. Orders. Coupons.

Categories

Categories —

Add Category || Permissions

Items —_

Add ttem |

Figure 12.15: Start setting up the store by entering items and categories in
the shopping portlet.

To begin setting up a store, place the Shopping application on a page in your
site. Like the Message Boards portlet, the Shopping portlet takes up a lot of
space. It’s best, therefore, to dedicate an entire page to the application. The
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Shopping portlet is available from the Add — More menu in the Dockbar under
Shopping.
The shopping portlet has four tabs across the top:

Cart Orders. Coupons.

Categories
»

Aromatherapy

Categories —_

Search

Search Categories | Add Subcategory | Permissions

#of #of

Cat
ategory Categories Items

Aerial Diffusion 0
for envir fragrancing or aerial disinfection -

1]

4 P Actions |

Direct Inhalation
for respiratory disinfection, decongestion, expectoration as well as 0
psychological effects

%]

4 )‘3‘ Actions |

Topical Applications

0 0 4 Actions
for general massage, baths, compresses, therapeutic skin care - - |

Showing 3 results.

Figure 12.16: In this figure there are three subcategories for the
Aromatherapy category. The first subcategory has three items, the second
has two, and the third is empty.

Categories: shows the categories of items in your store. For example, if
you’re selling music, you might have categories for various genres, such as pop,
rock, metal, hip hop, and the like. The portlet defaults to this view.

Cart: shows the items the user has selected to purchase from your store. It
displays the order subtotal, the shipping cost, and a field for entering a coupon
code. There are buttons for updating the cart, emptying the cart, and checking
out.

Orders: displays a list of all previous orders placed, containing options to
search for orders by the order number, status, first name, last name and/or email
address.
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Coupons: lets you define coupon codes to offer discounts to your customers.
You can enter the coupon code, discount type, and whether it is active or not.
Search looks for a particular coupon offer while Add Coupon opens a new form
to key in the coupon data. Delete removes a coupon.

Below the tabs are breadcrumbs for navigating between the categories and
subcategories you create. In fact, this would be a good time to start creating
some categories.

Creating Categories

It’s not difficult to create categories. Simply click the Add Category button to
display the Category form. In this form enter the Name, Description, and set the
Permissions for the category. That’s all there is to it.

When you click Save, your new category is listed in the portlet, along with
the number of subcategories and the number of items that are in the category.
You can edit the category, set permissions for it or delete it using the Actions
button.

Each category can have unlimited sub-
categories and you can add subcategories
to any category. Notice as you add cat- | = Soeeing
egories and subcategories, navigational
breadcrumbs appear in the portlet. Use _
these to move through the store inventory. S

Cart Orders. Coupons

Aromatherapy
»

Aerial Diffusion

Creating Items Categories

When you select a category, you’ll see its
items appear. You create items the same
way you create categories. Use the Add
Item button to open the new item form. Figure 12.17: Breadcrumbs are
Enter data for the SKU number, name, de- ~ an important navigational tool
scription, and item properties. You can in the shopping portlet.
select checkboxes to specify whether the
item requires shipping and whether it is a
featured item. Enter the stock quantity to
record how many items are available and set the appropriate permissions.

The Fields area is where you add additional fields to set specific characteris-
tics for the item. These can include things like sizes and colors. The additional
fields appear in the item form as pull-down menus, as in the figure below.

Add Subcategory | Permissions |
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Item

Categories
»
Jewelry

»

Nose Studs & Screws

»

Gem

NOFXC 18 Gauge Clear BioFlex NHose Screw with Assorted Bezel Set Gems
These Clear BioFlex Nose Screws have a Bezel Set Gem. -Shaft Material: Bio Flex

Price for 1 ftems and Above: $2.00

Availability:
© In stock

Color
Select Option El

Size
Select Option El

Add to Shopping Cart |

Next |

Figure 12.18: The additional fields you create for an item appear in the
item description form as menu options.

The Prices area is for all data pertaining to the item’s cost, minimum and
maximum quantities, quantity discounts, taxes, and shipping costs.

The Images area lets you add photos to the item form. You can add a link
to the photo or upload the file locally. Choose from three sizes of images. You
must select the appropriate check box for the image you want to display. When
you’re finished creating a new item, click Save.

As products are added, they are listed in the Items section of the portlet.
If the item you just created needs to go into one of your new categories or
subcategories, you can assign it to the category by editing the item. Choose the
Select button (next to the Remove button), and this displays a dialog box listing
all the shop categories.

Choose the desired category from the list to relocate the item to its new
location. Notice how the breadcrumbs reflect this change in the item form.
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‘[ Shopping

F -+ x

Item

Cateqories

¥

o

ooks

»
Nonfiction

BOOK11

+ Back

Hanging Off Jefferson's Nose: Growing Up On Mount
Rushmore [Hardcover]

‘Growing up in the shadow of Mount Rushmore Lincoln Borglum
was a young boy when his father, the great sculptor Gutzon
Borglum, suggested to a group of South Dakota businessmen
that he should carve the faces of four presidents into a side of
‘a mountain as an attraction for tourists. But Mount Rushmore
would never be finished by Gutzon. it would be his son who
would complete the fourteen-year task and present America
with one of its most iconic symbols.

ISBN-10:: DBO3737319

ISBN-13:: 878-0803737310

Price for 1 tems and Above: $12.75

Awvailability:
© In stock

Add to Shopping Cart
Previous | Next

Figure 12.19: The image in this figure is the medium sized option.

Categories
Category
Aromatherapy
Grooming

Jewel

Swimming ACCESS0res

Showing 4 results.

# of Categories

1=

1=

# of ltems

365

5 Choose

'

Choose

14 Choose
4 Choose

Figure 12.20: To put an item in a category, edit the item and choose Select

to see the available categories.
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ltem You can make changes to any item
through Actions — Edit. Finding an item is
easy, using the Search function.

Category That’s how you create an item for the
Suinming Accessores | Select || Remove | store. Now let’s examine some of the shop-
ping portlet’s configuration options.

Cateqories

SKU
PENCIL-01

Name Configuration

Plastic Nose Pencil Sharpener

By selecting the wrench icon in the top right
of the portlet, you can manage the configu-
ration options of the shopping application.
In the Setup view, there are tabs for Pay-
ment Settings, Shipping Calculation, Insur-
ance Calculation, and Emails.

Figure 12.21: When an item
moves into a category, the
breadcrumb navigation
updates accordingly.

Payment Settings

The payment settings section is where you
configure all the functions related to transactions for your store.

PayPal Email Address: is the address of your store’s PayPal account which
is used for payment processing.

Note that PayPal can be disabled by entering a blank PayPal address in the
field. Credit cards can likewise be disabled. Payments to the store are not re-
quired when these settings are disabled. The credit card function does not pro-
cess payments; it instead stores the card information with the order so you can
process the transaction separately.

Credit Cards: sets the type of credit cards your store accepts.

The Current column holds the cards your store takes. The Available column
holds cards not accepted by your shop. These can be moved easily from one
column to another by selecting a card and clicking one of the arrow buttons.
The arrows below the Current window allow you to choose the order credit
cards are displayed on the form.

Currency: sets the appropriate currency your shop accepts.

Tax State: sets the applicable state where your business is responsible for
paying taxes.

Tax Rate: sets the percentage of taxes your store is responsible for paying.
This rate is added as a sales tax charge to orders.

Minimum Order: sets the minimum amount required for a sale.
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Shipping and Insurance Calculation

Both the Shipping and Insurance forms have identical options.

Formula: sets the equation for determining shipping and insurance costs.
They’re calculated on either a flat rate based on the total purchase amount or
on a percentage of the total amount spent.

Values: sets the shipping and insurance fees based on a range of figures that
the total order amount falls under.

Emails

This form sets the addresses for customer email notifications. Use the list of
term definitions below to customize the correspondence with your customers.

Emails From: sets the email address from which order and shipping notifi-
cations are sent.

Confirmation Email: Use this form to customize the email message cus-
tomers receive when an order is received.

Shipping Email: Use this form to customize the email message customers
receive when an order has been shipped.

So far we have added the shopping portlet to your site, created categories and
items for your store, set up payment options, and configured customer commu-
nication options. These are the basics required to get your store up and running.
Now let’s review the buying process.

Using the shopping cart

Logged in users are given a shopping cart to store the items they wish to buy.
Customers can manage items and their quantities directly from the cart, allow-
ing them to purchase a single product or multiple products at once. Customers
can also key in coupon codes to take advantage of any discounts your store has
to offer. Products can be placed in the cart from any category or subcategory.
The cart’s appearance can be customized to reflect the overall design of your
store.

When buyers select an item, they see the item’s description displaying all of
its relevant information. The figure below is typical of what an item’s descrip-
tion might look like.

Below the product description is the Availability field indicating whether
the item is in stock. There are also two buttons for managing the shopping
experience:

Add to Shopping Cart: places the item in your cart for checkout.
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=] Shopping - Configuration

S ——

‘ Payment Settings ‘ Shipping Calculation ‘ Insurance Calculation

‘ EmailFrom [NBTEETGIE=VET  Shipping Email ‘

[B Archive/Restore Setup

Enabled

Subject

[SPORTLET_NAMES]: Event Reminder for [SEVENT_TITLES]

Body

tyies P | size®)

Dear [STO_NAMES],

A B I U X x*
6 o e # S A A
El source | & PIEOSE|&O

»

This is an autogenerated email for the [SPORTLET_NAMES] portiet.

Your event with the tille [SEVENT_TITLES] will start at [SEVENT_START_DATES]

Sincerely,
[SFROM_NAMES]
[SFROM_ADDRESSS]
[SPORTAL_URLS]

Definition of Terms

[$FROM_ADDRESSS$]
[SFROM_NAMES]
[SORDER_BILLING_ADDRESSS$]
[SORDER_CURRENCYS$]
[SORDER_HUMBERS]
[SORDER_SHIPPING_ADDRESSS]
[SORDER_TOTALS]
[SPORTAL_URLS]
[SPORTLET_NAMES]
[STO_ADDRESSS]
[STO_NAMES]

save |

test@iiferay.com
test@iiferay.com

The order biling address

The order currency

The order D

The order shipping address

The order total

localhost

Shopping

The address of the email recipient
The name of the email recipient

Figure 12.22: Shopping emails can be configured in a myriad of ways to

suit your needs.
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Item « Back

Cateqories

»
Aromatherapy
»

Aerial Diffusion

ATDO Supersonic Diffuser

Combat stress and relax your mind with the unique Aroma Diffuser Elite.
Stimulating your senses to help you decompress, light, sound and
aromatherapy come together in this Oregon Scientific relaxation tool. The
ultrasonic aromatherapy diffuser gently adds a soothing scent to your
environment. Choose six different colors of calming light to ease the
senses, and enjoy a range of nature sounds including birds’ singing,
waterfall and ocean waves to further transport you to a quieter, gentler
place.

Emits: colorful light, sound and aromatherapy in one unit

Select: from six different colors to calm the senses

Features: a range of soothing nature sounds including birds’ singing,
waterfall and ocean waves.

Includes: varied diffuser powers and timer settings

Safety: auto turn-off

Extra: large LCD display, remote control and AC/DC adapter

Comes: with bonus stress relief DWVD

CR2025: battery included

Price for 1 tems and Above: $110.00
Availability:
@ Instock

Add to Shopping Cart

Next |

Figure 12.23: You can include images of each item in your store. (Medium
sized images display on the item’s description form).

Next: lets you to scroll through all the items in the category, giving you the
option to add to the cart as you go.

After adding an item to the cart, click << Back to return to the product de-
scription and continue shopping by navigating the category breadcrumbs at the
top of the form. You can also continue shopping by scrolling through a cate-
gory, item by item, using the Previous and Next buttons at the bottom of the
product description.

Each time you add an item to the cart, a running tally of the cart’s contents
is kept. Quantities for each item are controlled using drop-down menus. The
order subtotal and shipping costs appear above a field where coupon codes can
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Cart

SKU

CHAPTER 12. LIFERAY UTILITY APPLICATIONS

Description Quantity

14 Karat Solid Yellow Gold Nose Fish Tail Ring with Prong set 2mm Round CZ Top
-Material. Yellow Gold -Stone: CZ

Availability:
@ In Stock

Size: 20GA 11/2 2mm
Price for 1 tems and Above:$40.00
Pooimaster Nose Clip

Make swimming more enjoyable by keeping water out of your nose with this convenient
and comfortable Nose Clip.

Availability:
@ In Stock

Price for 1 tems and Above:$3.00

Showing 2 resutts.

Subtotal
§55.00

Shipping
50.00

Coupon Code

Update (:an_‘ Empty(:an_‘ Checkout|

« Back

Price

Figure 12.24: This shopping cart has two items in it so far.



12.3. SHOPPING 371

be entered. When you have finished adding products to the cart, you have three
options:

Update Cart: lets you change the quantity of an item being purchased. If a
minimum number of items has been set in the item description, the field under
the Quantity column shows that number by default. You can adjust the exact
number of items you want with the drop-down menus in the cart.

Empty Cart: lets you clear the contents of the cart to either start shopping
again or to stop shopping.

Checkout: sends you to a new form to verify the billing address, shipping
address, and the credit card information. You can also add comments about the
order if necessary.

When all the data has been entered correctly, click Continue to see the or-
der summary. After reviewing the summary, click Finished and you are given
confirmation the order has been placed, along with the order number. Use this
number to search for the order history and keep track of its status.

Customizing the shopping cart with a hook

If you think the shopping cart looks a little basic for your purposes, you can
customize it by using a hook. To learn more about changing the appearance
of the shopping cart, consult the Liferay Developer’s Guide or see section 8.3 in
Liferay in Action.

Now your online store is set up, you have inventory, you have a payment
system, and you have sales rolling in. All is good. Some day there will be
customers with questions about their orders. Let’s go over the orders next.

Managing Orders

Under the Orders tab there are fields for finding specific orders. Search for
orders using the order number, order status, first or last name on the order or
by the email address associated with the account. For more information on
searching in Liferay Portal, see the Faceted Search section in chapter 5.

Below the search fields is the orders list. Orders can be deleted or edited
using the Actions button. When you select an order from the Orders tab, or
if you edit an order, you see a summary of the order details along with some
options across the bottom.

Invoice: creates a printer-friendly copy of the order that can be sent to a
customer.

Resend Confirmation Email: lets you notify the customer that the order has
been received and is being processed.
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‘ Categories. Orders ‘

g Address Shipping Address
First Name: Peter First Name: Peter
Last Name: Proboscis. Last Name: Proboscis
Email Address: peter@nosester.com Email Address: peter@nosester.com
Company: Company:
Street: 123 Main St Street: 123 Main St
City ‘Washington: City ‘Washington:
State: oC State: oC
Postal Code: 20001 Postal Code: 20001
Country: usa Country: usa
Phone: 202 2650930 Phone: 202 2650930
Credit Card
Full Name: Peter Proboscis
Type: Visa
Number: 8021
Expiration Date: January, 2017

Verification Number: 643
SKU Description Availability Quantity Price Total

14 Karat Solid ellow Gold Mose Fish Tail Ring with Prong In

SOFSIZ et omm Aound C7 Top (Size: 20GA 1172 2mm) Stock | | 1 HIM | 34000
In
18 Gauge Clear BioFlex Nose Screw with Assorted Bezel .
WOPXE et Gems (Color Emerai, Size: 18GA 2 mm) Stock| g2 GZUT g 00
In
CLIPOZ Poolmaster Nose Clip Stock 5 $3.00 $15.00

Showing 3 results.
Subtotal:  $58.00
Tax: 50.00
Shipping :  $0.00
Total $59.00

Finished |

Figure 12.25: All the information pertaining an order can be seenin the
order summary view.
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2 Shopping

373

.ﬁ—+xJ

Categories Cart Coupons

Status First Name

(=

Email Address

Date

8/8/12 8:16 PM

8/8/12 709 PM

Number

And [ 7]

Search |

Delete |

|:| Number

[ sxewsavksHiC
O ssorovesesct
O  xxsuBRMaJo00
O swvvizuissoe

8/8/12 705 PM

8/8/12 7:01 PM

Showing 4 results.

Status

Checkout

Checkout

Checkout

Checkout

Last Hame

Customer

Peter Proboscis

Sarah Septum

Nick Masal

Jose Nose

| _’3‘ Actions |
| _’3‘ Actions |
4 _’3‘ Actions |

4 _’3‘ Actions |

Figure 12.26: Search for orders in the Orders view or select one from the

list.

Send Shipping Email: notifies the customer that the order is en route. You
can also include a tracking number with this email to allow the customer to
follow the delivery process.

Delete: removes the order from the system.

Cancel: closes the Edit view and returns the user to the main orders view.

You can also add comments about the order and subscribe to the comments
to get any updates on the order.

Managing Coupons

The Coupons view of the Shopping application lets you provide coupon codes
for special sale events or other discounts. You can determine the type of dis-
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[ Shopping F -+ X
Order « Back
Order #: SKAWBIVKEHIC

Order Date:  8/8/12 816 PW
Last Modified: 8/8/12 8:16 PK

Billing Address Shipping Address

First Name: Peter First Name: Peter

Last Name: Proboscis Last Name: Proboscis
Email Address: peter@nosester.com Email Address. peter@nosester.com
Company: Company:

Street 123 Main St Street. 123 Main St.
City ‘Washington: City Washington:
State: DC State: DC

Postal Code: 20001 Postal Code: 20001
Country: usa Country: usa

Phone: 202 .265.0930 Phone: 202 265.0930
Credit Card

Full Hame: Peter Proboscis

Type: Visa

Number: FEEEE02]

Expiration Date: January, 2017

“erification Number: 643

SKU Description Quantity Price
14 Karat Solid ‘Yellow Gold Nose Fish Tail Ring with Prong set 2mm Round CZ7

GOEs12 Top (Size: 2064 11/2 2mm} 1 000

NOFXC 18 Gauge Clear BioFlex Nose Screw with Assorted Bezel Set Gems (Color. 2 00

Emerald, Size: 18GA 2 mm
CLIPO2 Poolmaster Mose Clip

I
o
b
=
=

Showing 3 results.

Subtotal S59.00

Tax: 30.00
Shipping 50.00
Total: §59.00

Invoice | Resend Confirmation Email ‘ Send Shipping Email ‘ Delete | Cancel |

Comments

No comments yet. Be the first @ Subscribe to Comments

Figure 12.27: Review order specifics in the Edit view.
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count to apply and whether it is currently active. You can search for coupons

and create new coupons from this form.

Coupon

Code

[] Autogenerate Code

Hame

Description

Start Date

August 7] |28[=] 2012[=] g| 7 =] == | ew ]

Expiration Date
September [ v | |28~ | [2002[~ | (M| [7 [~

Never Expire
Active

Save ‘ Cancel |

Figure 12.28: Create a coupon code automatically when you select the

Autogenerate Code box.

To add a coupon, enter the coupon code in the Code field. If no code is speci-
fied, you can create one automatically by selecting the Autogenerate Code check-
box. After entering the coupon’s name and description, you can set the coupon’s
start and expiration dates. Additional options let you activate the coupon and

set it to never expire.

Under the Discount section, you can set the minimum order amount required
for the discount, the discount amount, and the discount type. Types can be based
on a percentage, a fixed amount, free shipping, or a tax free sale. The Limits
section lets you set coupon restrictions based on a list of categories and/or SKU

numbers.
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Discount —

Coupons can be set to only apply to orders above a minimum amount. Set the minimum order to $0.00 to add a coupon that
applies to any purchase price.

Set the discount amount and the discount type. If the discount amount is 0.25 and the discount type is Percentage, then 25% is
taken off the purchase price. If the discount type is Actwal, then 25 cents is taken off the purchase price.

If the discount type is Free Shipping, then shipping charges are subtracted from the order. If the discount type is Tax Free,
then tax charges are subtracted from the order.

Discount
0.00

Discount Type

Percentage El
Limits =

This coupon only applies to items that are chil of this imi list of categories. Leave thig blank
if the coupon does not check for the parent categories of an item.

F

This coupon only applies to items with a SKU that corresponds to this comma delimited list of item SKUs. Leave
this blank if the coupon does not check for the item SKU.

Figure 12.29: Customize your coupon parameters under Discounts and
Limits.
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Integrating the Amazon Rankings portlet

If your store sells books, you can use Liferay’s Amazon Rankings application to
display them alongside the main shopping portlet. Both of these are found in
the Shopping category under Add — More in the Control Panel. The Amazon
Rankings application lets you highlight the books in your store’s inventory out-
side of the typical category structure. Books are arranged in ascending order
according to Amazon’s Best Sellers Rank. Book cover images displayed in the
portlet come from the images in the product’s description.

Setting up your Amazon Web Services account To use Amazon rankings, you
must first setup an Amazon Associates Program account. This gives you the as-
sociate ID tag you need to enter in your portal-ext.properties file. Then
you need to join the Amazon Product Advertising API group. This yields the ac-
cess key id and the secret access key that also must go into your portal-ext . pro-
perties file.

Amazon License Keys are available at their web site®.

Add the following lines to your portal-ext.properties file and populate
the values for the associate ID tag, access key id, and secret access key. Ensure
there are no spaces between the = sign and the property values.

amazon.access.key.id=
amazon.associate.tag=
amazon.secret.access. key=

Note that these keys are provided by Amazon for personal use only. Please
consult Amazon at http://www.amazon.com for more information.

If your Amazon Web Services key is set improperly, you can’t add books to
your Shopping portlet.

Setting up the Amazon Rankings portlet After setting up your Amazon Web
Services account, choose the books to display in your store. Select Configuration
from the Amazon Rankings portlet in the upper right corner. Go to the Setup
tab and enter the International Standard Book Numbers (ISBNs) in the textbox,
separated by spaces. The portlet accepts 10-digit ISBNs rejecting ISBNs that
letters.

When you are finished setting up the rankings, books appear in the portlet
similar to the example below. Clicking on the book’s cover image opens the
book’s Amazon page.

*https://aws-portal.amazon.com/gp/aws/developer/registration/index.html/
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[~} Amazon Rankings - Configuration ﬂ|

[E ArchiverRestore Setu
Add all ISBN numbers separated by spaces.

0330371177 0438110130 0618150773 0761141456 0761141456 0803737319 1444663089
1463897359 1929132824

Save
Figure 12.30: Separate ISBNs with single spaces.
DMllazoll Rankings F -+ X ‘ =f Shopping F -+ X
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Figure 12.31: Using the Amazon Rankings application can be a nice
addition to your store.
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Now that you have a good grasp on Liferay’s Shopping and Amazon Rank-
ings applications, let’s see what the Knowledge Base application has to offer.

124 Knowledge Base

Liferay’s Knowledge Base portlet provides a means for creating and organizing
articles within a site. The knowledge base is perfect for creating and organiz-
ing information more formally than in a wiki. For example, it can be used to
organize and display professional product documentation. It’s easy to set up
the knowledge base with a workflow that requires articles to be approved be-
fore they are published. Additionally, it allows administrators to create article
templates. Templates can be used to insure certain kinds of articles possess a
common structure and include certain kinds of information. Knowledge base
articles can be categorized to make them easy to find. They can also be orga-
nized hierarchically to form complete books or guides. The Knowledge Base
portlet is available as an app from Liferay Marketplace. Please see chapter 2 for
installation instructions.

Knowledge Base Display Portlet

The Knowledge Base app actually consists of four portlets that can be placed on
site pages as well as one that adds a page to the Control Panel. The four portlets
that can be placed on a page are Knowledge Base (Display), Knowledge Base
Search, Knowledge Base Article and Knowledge Base Section. When placed on
apage, the Knowledge Base display portlet presents many of the same options to
an administrator that are available from the Knowledge Base page of the control
panel.

You can use the four links at the top of the Knowledge Base display portlet
to control what it displays.

Knowledge Base Home: shows you a list of all top level articles.

Recent Articles: shows you a list of articles in order from most recent activity
to least recent activity.

Administrator: shows you a list of all articles, regardless of which ones are
parents or children of the others.

My Subscriptions: shows you a list of articles you are subscribed to.

The Add Article button is available from the Knowledge Base Home or Ad-
ministrator view of the Knowledge Base display portlet or from the Articles tab
of the Knowledge Base page of the Control Panel. Use this button to create an
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Figure 12.32: Knowledge Base Display Portlet

article for the knowledge base. When creating an article, you can use the same
WYSIWYG editor you used to create wiki pages. Articles, however, are not the
same as wiki pages: they must be created in HTML, not MediaWiki or Creole.
Click the Source button in the editor to view the HTML source of what you’ve
written or write some HTML yourself.

In addition to entering a title and creating content for your article, you can
use the editor to add attachments, add tags and set permissions. By default,
view permission is granted to the guest role, meaning anyone can view your
article. After you're done using the editor, you can save it as draft and continue
working on it later or you can submit it for publication. Your article may need
to be approved before being published, depending on the workflow defined for
your portal.

You can find the Permissions button next to the Add Article button in the
Knowledge Base display portlet or on the Knowledge Base page of the con-
trol panel. Click this button to define permissions that apply to the Knowledge
Base display portlet generally, not to particular articles. Here, you can define
which roles can add articles and templates, which are granted knowledge base
administrator privileges, which can change permissions on articles, which can
subscribe to articles and which can view templates.

Users may need to be granted access to the knowledge base page of the con-
trol panel in order to exercise some of the above permissions. For example,
suppose the user role has been granted the Add Article and the View Templates
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Figure 12.34: Knowledge Base Permissions

permissions. A user will be able to add articles from the knowledge base display
portlet but will need access to the knowledge base page of the Control Panel in
order to view templates. Note that the Knowledge Base (Display) permissions
are distinct from the Knowledge Base (Admin) portlet. The display permissions
define what a user can do with the Knowledge Base display portlet on a page
while the admin permissions define what a user can do on the Knowledge Base
page of the Control Panel.

Knowledge Base Page of the Control Panel

The Knowledge Base page of the Control Panel has two tabs: one for articles
and one for templates. The articles tab shows all the articles in the knowledge
base and lets you perform actions on them. The templates tab shows all the
templates defined in the knowledge base and lets you perform actions on them.

Administrators can perform the following actions on an article:

View: displays an article. From here, you can add a child article, edit the
article, change its permissions, move it or delete it.

Edit: allows you to change the title and content of an article as well as add
attachments, select topics and add tags.

Permissions: lets you configure the permissions on a specific article.

Subscribe: lets you to choose to be notified of any updates to a particular
article.

Move: lets you change an article’s position in the hierarchy by choosing a
new parent article for it.
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Figure 12.35: Knowledge Base Control Panel Page

Delete: lets you remove an article from the knowledge base.

These actions are similar to the ones that can be performed from the Admin-
istrator view of the Knowledge Base display portlet. However, the Knowledge
Base display portlet is intended to be placed on a page for the end user so an
additional action is available: RSS is a link to an RSS feed of an article. Also, the
View action is only available from the Control Panel since the Knowledge Base
Article portlet can be used to display an article on a page.

The templates tab of the Knowledge Base page of the Control Panel allows
administrators to create templates to facilitate the creation of articles. A tem-
plate basically functions like a starting point for the creation of certain types of
articles. Click the Add Template button on the Templates tab of the Knowledge
Base page of the Control Panel to create a new template.

Navigate back to the templates tab of the Knowledge Base page of the control
panel. You can perform the following actions on a template:

View: displays a template. From here, you can use the template to create an
article, edit the template, modify the permissions on the template or delete it.

Edit: allows you to change the title and content of a template.

Permissions: allows you to configure the permissions on a template. You can
choose roles to have permission to update, view, delete or change the permis-
sions on templates.

Delete: lets you remove a template from the knowledge base.
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Figure 12.36: Adding a New Template From the Control Panel

To use a template to create a new article, you have to view the template and
then click Use this Template. This brings you to the New Article editor with the
contents of the template copied for you.

Knowledge Base Article Portlet

The Knowledge Base Article portlet can be placed on a page to display an entire
article. When you first place this portlet on a page it displays the message Please
configure this portlet to make it visible to all users. This message is a link to the
configuration dialog box for the portlet. Click Select Article to choose an article
to display. Pick an article and then click Save. When your page refreshes it will
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Figure 12.37: Knowledge Base Section Portlets

display the article in the portlet.
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Figure 12.38: Knowledge Base Article Portlet

The Knowledge Base Article portlet allows users to rate and comment on the
article it displays. There are also links at the top of the portlet users can use to
subscribe to an RSS feed of the knowledge base, subscribe to the article, view
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the history of the article or print the article.

Knowledge Base Section Portlet

The Knowledge Base Section portlet allows administrators to selectively show
articles associated with a specific section. For example, a news site might have a
World section, a Politics section, a Business section and an Entertainment section.
In order to use sections, you need to set the admin.kb.article.sections
property in your knowledge base portlet’s portlet.properties file and re-
deploy the portlet. You can find the portlet.properties file in the knowl-
edge base portlet’s source directory. Updating the one in your server’s directory
won’t work. Use comma delimited section names to set the property, for exam-
ple:

admin.kb.article.sections=World,Politics,Business,Entertainment

|Ti|Knowledge Base Section F-+ X

World

Hosester Reaches Across International Boundaries

|mi|Knowledge Base Section F -+ x

Politics

Hosester Knows When to Say "Ho™

|iTi|Knowledge Base Section F- + X

Business

Reports Massive

|H|Knowledge Base Section F -+ X

Entertainment

Hosester Smells Social NHetworking Opportunity
Figure 12.39: Knowledge Base Section Portlets
Once you have defined some sections in your knowledge base’s portlet . pro-

perties file, your users will see a multi-select box in the Add Article and Edit
Article screens that allows them to select which section an article belongs to.
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You can add any number of Knowledge Base section portlets to a page and you
can configure each portlet to display articles from any number of sections.

The Knowledge Base section portlet has some additional configurations that
allow an administrator to select a display style (title or abstract), an article win-
dow state (maximized or normal), how to order the articles, how many articles
to display per page and whether or not to show pagination.

Knowledge Base Navigation

Wikis often have deeply nested articles that can be hard to find by browsing.
Liferay’s knowledge base’s ability to selectively display articles makes it easier
to browse than a Wiki. The knowledge base also features some other aids to
navigation. The Knowledge Base Search portlet allows you to search for articles
in the knowledge base. This portlet presents the search results to you in order
from most relevant to least relevant.

|| Knowledge Base Search F -+ X |
roman nose Search |
Title Author Create Date Modified Date Score ¥
Foman Nose test test m £.201 m +.2011 1 Views Wkﬁﬁjﬁrﬂr
A Mose Knows When to Say "ho" test test m £.20M m 2011 89 Wiews jﬁrjﬁrjﬁrjﬁrjﬁr
Types of Noses festtest m‘t 2011 met 21 views | e

Showing 3 results

Figure 12.40: Knowledge Base Search Portlet

You can also use the Categories Navigation portlet in conjunction with the
Knowledge Base display portlet. When both of these portlets are placed on a
page you can select a topic in the Categories Navigation portlet and the Knowl-
edge Base display portlet will show all of the articles that match the topic. You
can create topics from the Categories page of the Control Panel.

You can select topics for articles when you are creating or editing them.
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Figure 12.41: Knowledge Base Category Navigation Portlet

12,5 Summary

In this chapter, we examined two Liferay utility applications: the Software Cat-
alog and the Knowledge Base. The Software Catalog allows you to define a set
of software items to make available to visitors to your portal. Remember that
the Software Catalog will be replaced by Liferay Marketplace and will soon be
deprecated. The Knowledge Base application is an EE-only application that al-
lows you to create articles and organize them into full books or guides that be

published on your portal. Next, let’s take a tour of the Liferay Marketplace and
learn how to manage Liferay plugins.
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LEVERAGING THE LIFERAY MARKETPLACE

Liferay Marketplace is an exciting new hub for sharing, browsing and down-
loading Liferay-compatible applications. As enterprises look for ways to build
and enhance their existing platforms, developers and software vendors are search-
ing for new avenues to reach this market. Marketplace leverages the entire Lif-
eray ecosystem to release and share apps in a user-friendly, one-stop site.

This chapter covers the following topics:

Users, Companies, and Apps

Accessing Liferay Marketplace

Finding, Downloading, and Installing Apps

Managing Apps

Plugins and Plugin Management

Portlets, Themes, Layout Templates, Hooks, and Web Plugins
Installing Plugins from Repositories

Installing Plugins Manually

389
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+ Plugin Troubleshooting and Configuration Issues

In a nutshell, the Liferay Marketplace is a repository for applications built
on the Liferay Platform. You can find and download applications directly from
the Marketplace on the web or use an existing Liferay installation to access and
install applications onto the running Liferay web site. Once installed, you can
manage the applications through Liferay’s control panel.

13.1 Marketplace Concepts: Users, Companies, and Apps

Anyone can browse the apps available on Liferay Marketplace,' but a 1ife-
ray . com user account is required for purchasing and downloading apps, whether
from the Marketplace website or from an existing Liferay installation. Many of-
ficial Liferay apps, as well as some third party apps, are available free of charge.
Other apps require you to pay a fee in order to access them. When you purchase
an app, you can do so on your own behalf or on behalf of a company. Apps pur-
chased on your own behalf are associated with your personal 1iferay.com
user account. Apps purchased on behalf of a company are associated with the
company’s account and can be accessed by any users who belong to the com-
pany. Once you've purchased an app, you're free to download and install any
available version of the app whenever you like. We’ll explain how to set up a
company account, manage company apps and join companies after we discuss
how to access Liferay Marketplace.

13.2 Accessing the Liferay Marketplace

There are two ways to access the Marketplace.

1. Via the website-Using your favorite browser, you can navigate to the mar-
ketplace at http://liferay.com/marketplace.

2. Via Liferay-If you have a site up and running based on Liferay, you can use
the Marketplace section of the control panel to access Marketplace content.

'http://liferay.com/marketplace
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No matter which method you choose, you will see the same content and apps.
If you are new to the Marketplace, the easiest way to access it is by using your

browser to navigate to http://liferay.com/marketplace. You will be presented

with the Marketplace home page.
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In the center of the page, you will see a number of icons. Each icon represents
an individual app and they are grouped into a couple of different areas:

« New To Marketplace: The latest apps added to the marketplace
« Featured Products: Liferay features a different set of apps each month

« Most Viewed: The top 10 most viewed apps

If you click on the title of an app, you can access details about the app, includ-
ing a description, the author’s name, screenshots, price, latest version, number
of users, number of weekly installs, a link to the developer’s 1iferay.com pro-
file page, a link to the developer’s own website, a link to report abuse and a
Purchase button. You’ll also be able to view version history, read reviews left
by other users or write your own review.

Home » Apps » Communication » Private Messaging Plugin » Back
@
)

Private Messaging Plugin

Kevin Cha 1
0 Ratings

Latest Version: 1.0

Supported By: Kevin Cho

Users: 7

Weekly Installs: 7

Developer Profile
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Report Abuse

way better than snail mail

Reviews Version History

Figure 13.2: Marketplace App Details

If you click on the Purchase button, you’ll be prompted to choose a purchase
type. You can purchase an app for your personal account or for your company.
If your company has already been registered, select it in the drop-down list.
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If your company hasn’t been registered, click the Register Your Company link
to register your company with Liferay Marketplace. Please see the Creating a
Company section below for details.

The left side of each page in the http://liferay.com/marketplace site contains
a Marketplace navigation menu. This menu contains links to various categories
of apps and themes available from Marketplace. Clicking on the individual cat-
egories will allow you to browse apps in that category. To view all apps or
themes at once, click the Apps or Themes link and then the See All link in the

Apps or Themes portlet.
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Figure 13.3: Browsing Apps in Marketplace

Below the navigation menu is the search bar. This allows you to search for
apps with specific titles. Type in search terms and click Search to perform the
search.
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Logging In

You do not need a 1iferay.com account in order to browse the Marketplace.
However, if you wish to purchase and download an app (or if you are a de-
veloper and wish to create and upload new apps), you will need to establish a
liferay.com account and agree to the Marketplace Terms of Use. To get a new
liferay.com account, visit http://www.liferay.com, click Sign In, then Create
Account, and sign up! Once you are signed in, you will be able to fully utilize
the Marketplace to find and use Marketplace apps.

Marketplace Profile

On your existing liferay.com Home page, you’ll notice a new link entitled
App Manager. The App Manager allows you to access information about the
apps you’ve purchased and apps you’ve uploaded to Marketplace. It also pro-
vides a mechanism for uploading new apps to Marketplace. Once you submit
your app, it will be reviewed before appearing on the liferay.com Market-
place.

Your 1liferay.com Home page is a private page. It’s distinct
from your public 1iferay.com Profile page.

Managing Apps

The App Manager shows you relevant information related to your usage of Mar-
ketplace. You’ll find three tabs to help you manage your Marketplace apps: Pur-
chased, Apps and Add an App.

The Purchased tab lists the apps you have purchased. From this screen, you
can find information about the authors of the apps you have purchased. You
can also download or re-download the app (for example, if you lost your copy
or have re-installed Liferay and wish to re-deploy the app). This option is also
useful for downloading apps and deploying them to offline instances of Liferay
that do not have direct access to liferay.com.

If possible, it’s best to log into your portal instance and install purchased
applications through the My Marketplace link in the control panel. This will
provide your portal instance with automatic update notices should they become
available. If you download applications this way, they can be hot-deployed.
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Purchased Apps Add an App

Purchased Products

We recommend that you log into your portal instance and instal purchased applications through the My Marketplace link in
the Cortrol Panel. This will provide your portal instance with automatic update notices should they become available
Applications that are downloaded can ke hot deployed by following instructions found in the FAG.
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Figure 13.4: Purchased Apps
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The Apps tab lists apps you have authored and uploaded, showing you de-
tails such as the number of downloads, the current price and other relevant
information. From here you can manage the apps you have created (please see
the Marketplace chapter of the Developer Guide for details on this topic).

App Manager

Purchased Apps Add an App
Add New App
leon *
[ Browse

Screen Captures
You can select multiple files

Title *

Description *

[ Localized
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+ Add | J Select -/ Suggestions

Category *

[t v/

Developer Website
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Product Type
[ )

App Owner*
() Create this App for my personal account.

() Create this App for my company

Company

Figure 13.5: Upload an App
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Clicking on Add an App allows you to upload a new app and make it available
in the marketplace. Please see the Marketplace Developer Guide for more detail
on authoring your own app.

Creating a Company

To create and register a company with Liferay Marketplace, click the Create a
Company link in the left-hand navigation menu. Your first step is to see if your
company already exists on Liferay Marketplace. Enter your company name into
the search box and check if it’s already been registered. If someone else from
your company has already created a company account on Liferay Marketplace,
you can click the Request to Join this Company button. This will send an email
notification to your company’s Marketplace admin (the one who created your
company’s Marketplace account). Your company’s Marketplace admin will then
be able to add you to the company. If the company name you’d like to use is
available, click the Register Your Company button to move on to the next step.

Join a Company « Back to Marketplace
Thank yeu for your interest in having your company be represented on the Liferay Marketplace. Please note that some of
the infarmation you enter here will be available to the public and some of it will be private for Liferay's use only.

Step 1:

Check to see if your company already exists.

Company Name

If your company does not exist, go to the next step to register your company.

m Register Your Company

Figure 13.6: Creating a Company

Your second step is to fill out your company’s information. The public infor-
mation you must provide includes a company logo, the company name, a com-
pany description, a company email address and a homepage URL. The private
information you must provide includes a company address, your company’s
country, region, city, postal code and phone number. Additonal private infor-
mation required for validation includes a company email address and a legal tax
document. Once your company’s Marketplace registration has been approved,
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you will be your company’s Marketplace admin! This means you’ll be respon-
sible for handling Marketplace users’ requests to join your company. Don’t
worry, you don’t have to be stuck with this responsibility. Once you’ve added
other users to your company, you can promote some of them to be company
Marketplace admins too.

13.3 Finding Apps

=.:l L[FERAY Enterprise. Open Source. For Life. a

MARKETPLACE Home » Apps » Communication »
Apps Featured Commun
Communication
Productivity
Utii
" 1. Social Office 2.0
Themes Kevin Cho
Enterprise 2. Microblogs Plugin
Nature Kevin Cho
Photography 3. Analog Clock Plugin
Marketplace Help Chat Plugin P Stocks Plugin Kevin Cho
<evin Che ' <evin Che 4. Google Maps Plugin
Create a Company Kevin Cho | Kevin Cho fode!
Marketplace Tutorial “ e
] w 5. Tasks Plugi
Developer Guide o N = asks Fluain
i . Kevin Che
Reference Documentation Tasks Plugin Social Office Ver .
6. Stocks Plugin
Marketplace Partners Hevin Cho Kevin Cho p or
(evin Cho

Marketplace Community Forum

- ]
-

LONGER TITLE THAN IS
NECESSARY. L ONGER
TITLE THAN IS
NECESSARY.

JR Houn

8. Chat Plugin

vin Che

. al Office Version

Private Messagil
Kevin Cho

Plug

Kevin Cho

nCho
. P Messaging

Fros

Analog Clock Plu - Google Maps Pl
Kevin Cho Kevin Cho
—

Figure 13.7: Browsing Categories

Kevin Cho

Wi (G

There are several ways to search for and find apps you are interested in.

1. Browsing Categories. Click on a category (for example, Communication or
Productivity) to see a list of interesting apps in that category. Upon clicking
a category, you are presented with a list of featured apps for that category,
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as well as a canonical listing of all apps. Also, on the right, are lists of the
Most Viewed apps within that category.

2. Searching. To search for an app, type in search criteria in the search box
under the navigation menu on the left and click Search. Apps matching the
specified search criteria are displayed.

Versions

Apps are often updated to include new features or
fix bugs. Each time an app is updated, its version
number is changed. The version number is specified o

by the app developer and often follows established Communication
norms, such as 1.0 — 1.1 — 2.0 or 1.0.1 — 1.0.2 — Froductivty

MARKETPLACE

1.2.0 and so on. Generally, the higher the numbers, T::I:ES
the younger the version. Enterprise

When viewing an app’s details, click on the Ver- :m,;am.,
sion History tab to see a list of versions of the app. Marketplace Help
In some cases, not all historical versions of apps are ;:*:‘;;;‘;”’T’l’j::al
available, depending on the app. Usually, you will Developer Gude
want to download and install the latest available app Moo oo e
for the version of Liferay you are using (See Compat- Marietplacs Community Forum
ibility below).
Compatibility Figure 13.8:
Some apps are written to work across a wide range Marketpée:;(e Search

of Liferay Platform releases. Others are dependent
on a specific Liferay Platform release (or a handful of
such releases). When viewing individual apps, each
version of the app that is available also describes the
range of Liferay Platform versions the app is compatible with. Make sure to
choose a version of the app that is compatible with your Liferay Platform re-
lease.

To check if an app is compatible with your version of Liferay, click on the
App and then click on the Version History tab. The Version History tab displays
not only the list of versions of the app but also the app’s supported framework
versions and the dates of each version of the app. The supported framework
version of the app tells you whether or not the app is compatible with your
version of Liferay.
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Version History

Jersion =d Framework Versions Date Added
6111 Liferay Portal 6.1 CE GAZ2 March 30, 2012
6.1.01 Liferay Portal 6.1 CE GAZ2 March 28,2012

Showing 2 results.

Figure 13.9: Marketplace App Version History

13.4 Downloading and Installing Apps

Once you’ve found an app you wish to download and use, click on the name of

the app to display its detailed information screen.

Home » Apps » Communication » Social Office 2.0 »

Social Office 2.0

Kevin Cho

o 2 Ratings
Latest Version: 2.0
Supported By: Kevin Cho
Users: 176

Weekly Installs: 176
Developer Profile
Developer Website

Who doesn't like to be social in the office?

Reviews Version History

Figure 13.10: Detailed App Information
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On this screen, there are a number of items to assist in learning more about
the app. You can find the primary information about the app on the left side
of the screen. In the center display, you see a set of screenshots along with a
description of the app. On the left, below the icon for the app, is some basic
information about the app.

Author: The creator of the app

.

Rating: The average rating of the app on a scale from zero to five stars.
The number of ratings is also shown.

.

Latest Version: The latest released version of this app

.

Supported By: Who to contact if you need support for this app

Users: The total number of users of the app

Weekly Installs: The average number of installations per week

Developer Profile: A link to the app developer’s liferay.com profile
page

Developer Website: A link to the developer’s own website

Purchase: The button to click on to purchase the app. You must purchase
an app before you can download it.

In the lower section, you will find Reviews and Version History tabs for this
app. Check here to find out what other people are saying about this app. In
addition, on a separate tab, you will find the history of versions for this app,
where you can download other versions (for example, if you are using an older
version of the Liferay Platform, you may need to download a specific version
of this app that is compatible with the version of the Liferay Platform you are
using).

Downloading and Installing

You’ve chosen an app, read the reviews and want to download and use the app!
There are two ways to install the app. Ultimately, both methods result in the
same outcome: the app you’ve chosen is installed onto your local running Lif-
eray instance.
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Reviews Version History

Version Supported Framework Versions Date Added

20 Liferay Portal 6.1 CE GA2 March 28, 2012

Showing 1 result.

Figure 13.11: Detailed App Information

Liferay Hot Deploy

Apps on the Liferay Marketplace consist of individual Liferay Plugins (for ex-
ample: a portlet, a hook, or a collection of multiple plugins). Ultimately these
apps must be installed on a running Liferay instance before they can be used.
Deploying an app to a running Liferay instance is automatically done through
the process of hot deploy. When using Control Panel to install apps from the
Marketplace, when you click Purchase or Install to download and use a given
app, it will be downloaded and hot deployed to your local running Liferay in-
stance.

For some Liferay installations, the hot deploy mechanism is disabled, in order
for the site administrator to manage (or prevent) the deployment of plugins. In
this case, the app will still be downloaded and stored in the hot deploy directory
(with a . 1pkg extension in its filename), but must be manually deployed using
the custom process used for deploying other plugins.

Please see the later section Installing Plugins Manually To learn more about
hot deploy, its behavior on various app servers, and how to manually deploy
Marketplace apps in situations where hot deploy cannot be used.

Installing through the Control Panel

The easiest way to install an app is to do so from your Liferay control panel. This
requires that you have already installed Liferay on your local machine and that
you can log in as an administrator. Once you are logged in as an administrator,
click the Go to menu on the Dockbar and choose Control Panel.
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Click on either the Store or the Purchased link

. % Marketplace -]
in the Marketplace category at the upper-left. Be-

fore you can access Marketplace via the control i Store

panel, you need to associate your liferay.com lo- $a Purchased

gin credentials with your local administrator ac- Figure 13.12:

count. Enter your liferay.com email address and
password so your Liferay installation can connect to
the liferay.com Marketplace.

Marketplace from the
Control Panel

|iai Control Panel Marketplace Store

Enter the Liferay.com credentials that you would like to link to this Administrator's account

Email Address

Password

Sign In ‘

Figure 13.13: Marketplace Login Screen

Once you’ve successfully linked the accounts, you

will be presented with the same Marketplace screens as you would have if you
were directly accessing the Marketplace. You will be able to browse, search,
and install directly from the Marketplace. Click on the Store link under the
Marketplace heading in the control panel to browse the apps available from the
liferay.com Marketplace. Browse to the app you wish to install, click the
Purchase button, and then the Buy button on the next screen. The app will be
downloaded and deployed to your local Liferay installation.

Any local user with administrative privileges can use the Mar-
ketplace to browse and install apps from the Marketplace, by en-
tering their 1iferay. com credentials in the above login screen.
This allows multiple administrators to manage the apps installed
on the local Liferay instance. Once a link is established between
alocal administrator account and a 1iferay. com account, there
is no way to undo this, short of re-installing Liferay.

All apps that you’ve bought are listed on the Purchased page of the Market-
place control panel. Clicking on the Purchased link will show you a list of those
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apps which you have downloaded in the past, including apps you may have
purchased/downloaded while using other Liferay installations.

Purchased Products

Owner Category Title
Jesse Rao ¥ b Search

Product Information

Microblogs Plugin

‘] Kevincho i
] WRREW Hot Compatible
- 1 Ratings
ICogs Plugin
Kevin Cho
Nnt. Compatible
0 Ratings
Tasks Plugin
J Kevin Cha
HNot Compatible
Private Messagin...
Kevin Cho
Not Compatible
0 Ratings

Shawing 4 resufts

Figure 13.14: Purchased Apps

The apps which you downloaded and installed on the currently running in-
stance of Liferay are listed as Installed. Apps which you have previously down-
loaded or purchased on other Liferay instances that are incompatible with the
current one are listed as Not Compatible. You need to re-download/re-install
the appropriate version of these apps if you wish to use them on your running
instance of Liferay.

Downloading through liferay.com

The second way to install an app is to download it first, then in a separate step,
deploy it to your running Liferay instance. This is especially useful in situations
where you do not wish to deploy the app directly to your production environ-
ment, or in cases where the target Liferay instance that is to receive the app
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is behind a corporate firewall or otherwise does not have direct access to the
Marketplace.

In this case, using your browser, you will find the app on Liferay Market-
place.’ Once found, click on the Purchase button when viewing the individual
app. This will cause the app to be placed in your Purchased list on your personal
Home page. Navigate to your Home page, click on App Manager and visit the
Purchased tab. Each app is listed. Find the app you just purchased and click
Downloads. You'll find a list of app versions and Liferay versions. Choose the
version of the app you want, making sure the Liferay version corresponds to the
version of the Liferay installation into which you’d like to install the app. Click
Download App and the app is downloaded to your local machine in the same
way any other file would be downloaded. This file can then be hot-deployed to
Liferay by copying it to Liferay’s hot deploy directory.

13.5 Creating and Uploading Apps

Creating apps for the Liferay Marketplace is very easy and intuitive. To find
out more information about creating your own Liferay apps, visit the Liferay
Marketplace Developer Guide and get started creating apps today!

Next, we’ll discuss general Liferay plugin management. We’ll explain the
differences between the various types of Liferay plugins and show how to man-
ually deploy plugins to Liferay.

13.6 Plugin Management

One of the primary ways of extending the functionality of Liferay Portal is by
the use of plugins. Plugin is an umbrella term for installable portlet, theme,
layout template, hook, Ext and web module Java EE .war files. Though Liferay
comes bundled with a number of functional portlets, themes, layout templates,
hooks and web modules, plugins provide a means of extending Liferay to be
able to do almost anything.

Portlets

Portlets are small web applications that run in a portion of a web page. The heart
of any portal implementation is its portlets, because all of the functionality of a

2liferay .com/marketplace



406 CHAPTER 13. LEVERAGING THE LIFERAY MARKETPLACE

portal resides in its portlets. Liferay’s core is a portlet container. The container’s
job is to manage the portal’s pages and to aggregate the set of portlets that are to
appear on any particular page. This means the core doesn’t contain application
code. Instead, all of the features and functionality of your portal application
must reside in its portlets.

Tip: Liferay 4.4.2 and below support the Portlet 1.0 standard:
JSR-168. Liferay 5.0 and above support the Portlet 2.0 standard:
JSR-286. You cannot run Portlet 2.0 portlets in Liferay 4.4.2,
but because the Portlet 2.0 standard is backwards-compatible,
portlets written to the 1.0 standard will run in Liferay 5.x and
above.

Portlet applications, like servlet applications, have become a Java standard
which various portal server vendors have implemented. The JSR-168 standard
defines the portlet 1.0 specification and the JSR-286 standard defines the portlet
2.0 specification. A Java standard portlet should be deployable on any portlet
container which supports the standard. Portlets are placed on the page in a
certain order by the end user and are served up dynamically by the portal server.
This means certain givens that apply to servlet-based projects, such as control
over URLs or access to the HttpServletRequest object, don’t apply in portlet
projects, because the portal server generates these objects dynamically.

Portal applications come generally in two flavors: 1) portlets can be written
to provide small amounts of functionality and then aggregated by the portal
server into a larger application or 2) whole applications can be written to reside
in only one or a few portlet windows. The choice is up to those designing the
application. The developer only has to worry about what happens inside of the
portlet itself; the portal server handles building out the page as it is presented
to the user.

Most developers nowadays like to use certain frameworks to develop their
applications, because those frameworks provide both functionality and struc-
ture to a project. For example, Struts enforces the Model-View-Controller de-
sign pattern and provides lots of functionality, such as custom tags and form
validation, that make it easier for a developer to implement certain standard
features. With Liferay, developers are free to use all of the leading frame-
works in the Java EE space, including Struts, Spring MVC and Java Server Faces.
This allows developers familiar with those frameworks to more easily imple-
ment portlets and also facilitates the quick porting of an application using those
frameworks over to a portlet implementation.
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Additionally, Liferay allows for the consuming of PHP and Ruby applications
as portlets so you do not need to be a Java developer in order to take advantage
of Liferay’s built-in features (such as user management, sites, organizations,
page building and content management). You can also use scripting languages
such as Groovy if you wish. You can use the Plugins SDK to deploy your PHP
or Ruby application as a portlet and it will run seamlessly inside of Liferay. We
have plenty of examples of this; to see them, check out the Plugins SDK from
Liferay’s public code repository.

Does your organization make use of any Enterprise Planning (ERP) software
that exposes its data via web services? You could write a portlet plugin for
Liferay that can consume that data and display it as part of a dashboard page
for your users. Do you subscribe to a stock service? You could pull stock quotes
from that service and display them on your page, instead of using Liferay’s
built-in Stocks portlet. Do you have a need to combine the functionality of two
or more servlet-based applications on one page? You could make them into
portlet plugins and have Liferay display them in whatever layout you want. Do
you have existing Struts, Spring MVC or JSF applications you want to integrate
with your portal? It is a straightforward task to migrate these applications into
Liferay, then they can take advantage of the layout, security and administration
infrastructure that Liferay provides.

Themes

Figure 13.15: Envision Theme from Liferay’s Theme Repository

Welcome

Themes are hot deployable plugins which can completely transform the look
and feel of the portal. Most organizations have their own look and feel standards
which go across all of the web sites and web applications in the infrastructure.
Liferay makes it possible for a site designer to create a theme plugin which can
be installed, allowing for the complete transformation of the portal to whatever
look and feel is needed. There are lots of available theme plugins on Liferay’s
web site and more are being added every day. This makes it easier for those who
wish to develop themes for Liferay, as you can now choose a theme which most
closely resembles what you want to do and then customize it. This is much
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easier than starting a theme from scratch. You can learn more about theme
development in Liferay in Action.

M| ncerprse. Open Source. For Life.

s LIFERAY

Figure 13.16: Murali Theme from Liferay’s Theme Repository

Layout Templates

Layout Templates are ways of choosing how your portlets will be arranged on
a page. They make up the body of your page, the large area into which you
can drag and drop portlets. Liferay Portal comes with several built-in layout
templates. If you have a complex page layout (especially for your home page),
you may wish to create a custom layout template of your own. This is covered
in Liferay in Action.

Hook Plugins

Hook plugins were introduced with Liferay 5.2. As the name implies, they allow
“hooking” into Liferay’s core functionality. This means they enable developers
to override or replace functionality that is in the core of the system. You can
hook into the eventing system, model listeners and portal properties. You can
also override Liferay’s core JSPs with your own. Hooks are very powerful and
have been designed to replace most of the reasons for using the extension en-
vironment with something that is easier to use and hot deployable.

Web Plugins

Web plugins are regular Java EE web modules designed to work with Liferay.
Liferay supports integration with various Enterprise Service Bus (ESB) imple-
mentations, as well as Single Sign-On implementations, workflow engines and
so on. These are implemented as web modules used by Liferay portlets to pro-
vide functionality.
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Installing Plugins from Repositories

Plugins Installation e

Portlet Plugins Theme Plugins Layout Template Plugins

Install More Portlets |

Showing 1 - 20 of 95 results. {tems perPage‘ 20 ﬂl Pagel 1 j‘urﬁ [4First | 4 Previous | Mextp | Lastp]
Portlet Active Search Index
Activities
Package: Unknown s
Admin
Package: Unknown e
Alerts
Package: Unknown s
Amazon Rankings s
Package: Unknown
Announcements \es
Package: Unknown
Asset Publisher =

Yes Reindex
Package: Unknown J
Blogs
Package: Unknown ¥es
Blogs N

e Reind
Package: Unknown s index
Blogs Aggregator Yes
Package: Unknown
Bookmarks

Packages: Unknown Yes Reindex ‘

Figure 13.17: Plugins Installation Portlet Tab Default View

Liferay Portal has a section of the control panel called Plugins Installation,
which you can find under the Server heading. This section not only allows you
to see what plugins are installed in your portal, but also it enables you to run
the search indexer on those portlets that support it and install new portlets.

Use the dockbar’s Go to menu to select Control Panel. Under the Server head-
ing, select Plugins Installation. You should now see the page which allows you
to configure and install portlets.

The default view of the Plugins Installation page shows which plugins are
already installed on the system and whether or not they are active. The Portlet
Plugins tab allows you reindex certain portlets to improve their searchability.
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The Theme and Layout Template Plugins tabs display which portal roles can
access them.

Plugins Installation e

Portlet Plugins  BRIEENENETE Layout Template Plugins

Install More Themes

Theme Active Roles

D Classic
Package: Liferay Core Pluging
Color Schemes: Blue, Green, Orange

Yes User
— ~ 77 Control Panel
- — Package: Liferay Core Plugins
E = Yes
E Mobile
'. = Package: Liferay Core Plugins
|
. Yes

Showing 3 results.

Figure 13.18: Plugins Installation Theme Tab Default View

If you would like to see what plugins are available, you can do so by clicking
the Install More button, where changes based on which tab you are viewing.
Please note the machine running Liferay must have access to the Internet to
read the Official and Community repositories. If the machine does not have
Internet access, you will need to download the plugins from the site and install
them manually. We will discuss how to do this later in this chapter.

It’s easy to navigate from the initial page of the Plugin Installer to differ-
ent pages since the plugins are listed alphabetically. You can also change the
number of items per page and navigate to a specific page if you know where a
particular plugin appears in the list. This is a standard feature of Liferay and
you will see it in most of Liferay’s portlets.

After you click the Install More button, a new view appears. This view has
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Plugin Installer

Browse Repository Upload Flle Download Flle Conflguration sBack
Portlet Plugins Theme Plugins Layout Template Plugins Hook Plugins Web Plugins

Keywords Tag Repository
All * All v
Install Status

Not Installed or Out of Date | ¥

Search
Installed  Avallable  Modified

Fortlet Plugin sted
Portiet Plugin UL Tags Version Version Date
Web Form 6.0.4.1 6041 7123110
|D: liferay/web-formiB.0.4.1hwar Yes web form - = 11:26 PM
This is the Web Form Portiet. = '
Tweat My World 6.0.3.1

twitter, bl
ID: Iferaylweelmyword/8.0.3. 1war Yes i ;;ﬂ:';'m 6031 7123110 8:38
This portlet helps in setting Twitter Status whenever a new biog roduct bitly E AM
post or wiki page or Product is added. P "
Google Chartlet 6.0.3.1
ID: Iforayiferay/8.0.3. thwar ) ) google charts, 6034 [ —
‘GoogleChartlet is a google chart portlet for Liferay. This portlet has Yes charts4j, plugin, =) AM
some utility charts and some some static sample charts using chartlet =

chart4] api.

Showing 3 results.

Figure 13.19: Installing Plugins

multiple tabs, and by default, displays the Portlet Plugins tab. Note the list dis-
played is a list of all of the plugins available across all of the repositories to
which the server is subscribed. Above this is a search mechanism which allows
you to search for plugins by their name, by whether or not they are installed, by
tag or by which repository they belong to. To install a plugin, choose the plu-
gin by clicking on its name. For example, if you want to use online web forms
on your web site, you might want to install the Web Form portlet. This portlet
provides a handy interface which allows you to create forms for users to fill out.
You can specify an address to which the results will be emailed.

Find the Web Form Portlet in the list by searching for it or browsing to it.
Once you have found it, click on its name. Another page will be displayed which
describes the portlet plugin in more detail. Below the description is an Install
button. Click this button to install your plugin.

Once you click Install, your chosen plugin will automatically download and
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be installed on your instance of Liferay. If you have the Liferay console open,
you can view the deployment as it happens. When it is finished, you should be
able to go back to the Add Application window and add your new plugin to a
page in your portal.

The same procedure is used for installing new Liferay themes, layout tem-
plates, hooks and web modules. Instead of the Portlet Plugins tab, you would use
the appropriate tab for the type of plugin you wish to install to view the list of
plugins of that type. For themes, convenient thumbnails (plus a larger version
when you click on the details of a particular theme) are shown in the list.

Plugin Installer
Web Form «Back
Name: (v6.0.4.1)
Author: Liferay, Inc.
Types: Portlet
Tags: web form
Licenses: (Open Source)
Liferay Versions: 6.0.4+
Repository: http:/plugins liferay comiofficial {Trusted)

Short Description: This is the Web Form Portlet.
Change Log: Adapted to the latest version of Liferay.

Install

Downloading...

Figure 13.20: Installing the Web Form Portlet

After clicking on the Install button for a theme, the theme becomes available
on the Look and Feel tab of any page.

Installing Plugins Manually

Installing plugins manually is almost as easy as installing plugins via the Plugin
Installer. There are several scenarios in which you would need to install plugins
manually rather than from Liferay’s repositories:

+ Your server is firewalled without access to the Internet. This makes it im-
possible for your instance of Liferay to connect to the plugin repositories.

« You are installing portlets which you have either purchased from a ven-
dor, downloaded separately or developed yourself.
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« For security reasons, you do not want to allow portal administrators to
install plugins from the Internet before they are evaluated.

You can still use the control panel to install plugins that are not available
from the online repositories. This is by far the easiest way to install plugins.

If your server is firewalled, you will not see any plugins displayed in the
Portlet Plugins or Theme Plugins tabs. Instead, you will need to click the Upload
File tab. This gives you a simple interface for uploading a .war file containing
a plugin to your Liferay Portal.

Click the Browse button and navigate your file system to find the portlet or
theme .war you have downloaded. The other field on the page is optional: you
can specify your own context for deployment. If you leave this field blank, the
default context defined in the plugin (or the . war file name itself) will be used.

That’s all the information the Plugin Installer needs in order to deploy your
portlet, theme, layout template, hook or web module. Click the Install button
and your plugin will be uploaded to the server and deployed. If it is a portlet,
you should see it in the Add Content window. If it is a theme, it will be available
on the Look and Feel tab in the page definition.

Plugin Installer

Browse Repository WURIGERNAIPN Download File | Configuration | «Back

Upload a WAR file to install a layout portlet, or theme.

I | Browse.. |

Specify an optional context for

©

Install |

Figure 13.21: Installing a Plugin Manually

If you do not wish to use the Update Manager or Plugin Installer to deploy
plugins, you can also deploy them at the operating system level. The first time
Liferay starts, it creates a hot deploy folder which is, by default, created inside
the Liferay Home folder. This folder generally resides one directory up from
where your application server is installed, though it may be elsewhere depend-
ing on which application server you are running. To find out where the Liferay
Home folder is for your application server, please see the section on your server
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in chapter 1. The first time Liferay is launched, it will create a folder structure in
Liferay Home to house various configuration and administrative data. One of
the folders it creates is called deploy. If you copy a portlet or theme plugin into
this folder, Liferay will deploy it and make it available for use just as though
you’d installed it via the Plugin Installer in the control panel. In fact, this is
what the Plugin Installer is doing behind the scenes.

You can change the defaults for this directory structure so it is stored any-
where you like by modifying the appropriate properties in your portal-ext-
.properties file. Please see the above section on the portal-ext.proper-
ties file for more information.

To have Liferay hot deploy a portlet or theme plugin, copy the plugin into
your hot deploy folder, which by defaultis in [Liferay Home]/deploy. If you
are watching the Liferay console, you should see messages like the following:

16:11:47,616 INFO [PortletAutoDeployListener:71] Copying portlets for
/liferay-portal-6.0.4/deploy/weather-portlet-6.0.4.1.war

Expanding:
/liferay-portal-6.0.4/deploy/weather-portlet-6.0.4.1.war
into
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694

Copying 1 file to
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694/WEB-INF

Copying 1 file to
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694/WEB-INF/classes

Copying 1 file to
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694/WEB-INF/classes

Copying 1 file to
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694/META-INF

Copying 37 files to
/liferay-portal-6.0.4/tomcat-6.0.26/webapps/weather-portlet

Copying 1 file to
/liferay-portal-6.0.4/tomcat-6.0.26/webapps/weather-portlet

Deleting directory
/liferay-portal-6.0.4/tomcat-6.0.26/temp/20100729161147694

16:11:48,072 INFO [PortletAutoDeployListener:81] Portlets for
/liferay-portal-6.0.4/deploy/weather-portlet-6.0.4.1.war

copied successfully. Deployment will start in a few seconds.

Jul 29, 2010 4:11:50 PM org.apache.catalina.startup.HostConfig
deployDirectory

INFO: Deploying web application directory weather-portlet
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16:11:50,585 INFO [PortletHotDeployListener:222] Registering portlets
for weather-portlet
\index{portlet}

16:11:50,784 INFO [PortletHotDeployListener:371] 1 portlet for
weather-portlet is available for use

The available for use message means your plugin was installed correctly and
is available for use in the portal.
Plugin Troubleshooting

Sometimes plugins fail to install. There can be different reasons for installation
failure based on several factors, including

« Liferay configuration
« The container upon which Liferay is running
« Changing the configuration options in multiple places

« How Liferay is being launched

You can often tell whether or not you have a plugin deployment problem
by looking at the Liferay server console. If the hot deploy listener recognizes
the plugin, you’ll see a plugin copied successfully message. If this message is
not followed up by an available for use message then you have an issue with
your plugin deployment configuration, probably due to one of the factors listed
above.

Let’s take a look at each of these factors.

Liferay Configuration Issues

Tip: This applies to Liferay versions prior to version 4.3.5.
Liferay versions above 4.3.5 are able to auto detect the type of
server it is running on, which makes things a lot easier. If you are
running a newer version of Liferay, you can skip this section. If
you are upgrading from one of these versions, continue reading.
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Liferay by default comes as a bundle or as a .war file. Though every effort has
been made to make the .war file as generic as possible, sometimes the default
settings are inappropriate for the container upon which Liferay is running. Most
of these problems were resolved in Liferay 4.3.5 with the addition of code that
allows Liferay to determine which application server it is running on and adjust
the way it deploys plugins as a result. If you have upgraded from one of these
older versions, you may still have settings in your portal.ext.properties
file that are no longer needed. One of these settings is the manual override of
the default value of auto.deploy.dest.dir.

In versions of Liferay prior to 4.3.5, there is a property called auto.de-
ploy.dest.dir that defines the folder where plugins are deployed after the
hot deploy utilities have finished preparing them. This folder maps to a folder
the container defines as an auto-deploy or a hot deploy folder. By default in
older versions of Liferay, this property is set to . . /webapps. This default value
works for Tomcat containers (if Tomcat has been launched from its bin folder)
but will not work for other containers that define their hot deploy folders in a
different place. In newer versions of Liferay, this value is automatically set to
the default for the application server upon which Liferay is running.

For example, Glassfish defines the hot deploy folder as a folder called auto-
deploy inside of the domain folder in which your server is running. By default,
this is in <Glassfish Home>/domains/domainl/autodeploy. JBoss defines
the hot deploy folder as a root folder inside the particular server configuration
you are using. By default, this is in <JBoss Home>/server/default/deploy.
WebLogic defines this folder inside of the domain directory. By default, this is
in <Bea Home>/user_projects/domains/<domain name>/autodeploy.

The best thing to do when upgrading to newer versions of Liferay Portal is
to remove this property altogether. It is not needed, as the autodetection of the
container handles the hot deploy location. If, for whatever reason, you need to
customize the location of the hot deploy folder, follow the instructions below.

You will first need to determine where the hot deploy folder is for the con-
tainer you are running. Consult your product documentation for this. Once
you have this value, there are two places in which you can set it: in the por-
tal-ext.properties file and in the Plugin Installer portlet.

To change this setting in the portal-ext.properties file, browse to where
Liferay was deployed in your application server. Inside of this folder should be
a WEB-INF/classes folder. Here you will find the portal-ext.properties
file. Open this file in a text editor and look for the property auto.deploy.-
dest.dir. If it does not appear in the file, you can add it. The safest way to set
this property, as we will see later, is to define the property using an absolute
path from the root of your file system to your application server’s hot deploy
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folder. For example, if you are using Glassfish, and you have the server installed
in /java/glassfish, your auto.deploy.dest.dir property would look like
the following:

auto.deploy.dest.dir=/java/glassfish/domains/domaini/autodeploy

Remember, if you are on a Windows system, use forward slashes instead of
back slashes, like so:

auto.deploy.dest.dir=C:/java/glassfish/domains/domainl/autodeploy

Save the file and then restart your container. Now plugins should install
correctly.

Instead of changing the hot deploy destination directory in your portal-
ext.properties file, you can do it via the Plugin Installer. To change the
setting this way, navigate to the Plugins Installation page of the control panel,
click the Install More button. This will bring you to the Plugin Installer page.
Next, click on the Configuration tab of the Plugin Installer page. There are a
number of settings you can change on this tab, including the default folders for
hot deploy, where Liferay should look for plugin repositories and so on.

The setting to change is the field labeled Destination Directory. Change this
to the full path to your container’s auto deploy folder from the root of your file
system. When you are finished, click the Save button at the bottom of the form.
The setting will now take effect without your having to restart your container.
Note the setting in the control panel overrides the setting in the properties file.

If you are having hot deploy trouble in Liferay versions 4.3.5 and greater, it
is possible the administrator of your application server has changed the default
folder for auto deploy in your application server. In this case, you would want
to set auto.deploy.dest.dir to the customized folder location as you would
with older versions of Liferay. In Liferay 4.3.5 and greater, this setting still exists
but is blank. Add the property to your portal-ext.properties file and set
its value to the fully qualified path to the auto deploy folder configured in your
application server.

Deploy Issues for Specific Containers

Some containers, such as WebSphere®, don’t have a hot deploy feature. Unfor-
tunately, these containers do not work with Liferay’s hot deploy system. But
this does not mean you cannot install plugins on these containers. You can de-
ploy plugins manually using the application server’s deployment tools. Liferay
is able to pick up the portlet plugins once they get deployed to the container
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manually, especially if you add it to the same Enterprise Application project
that was created for Liferay.

When Liferay hot deploys portlet and theme . war files, it sometimes makes
modifications to those files right before deployment. In order to successfully
deploy plugins using an application server vendor’s tools, you will want to run
your plugins through this process before you attempt to deploy them.

Navigate back to the Configuration tab of the Plugin Installer. Enter the loca-
tion you would like plugin .war files to be copied to after they are processed by
Liferay’s plugin installer process into the Destination Directory field. You will
use this as a staging directory for your plugins before you install them manually
with your server’s deployment tools. When you are finished, click Save.

Now you can deploy plugins using the Plugin Installer portlet or by drop-
ping .war files into your auto deploy directory. Liferay will pick up the files,
modify them and then copy the result into the destination directory you have
configured. You may then deploy them from here to your application server.

Example: WebSphere ® Application Server

1. If you don’t have one already, create a portal-ext.properties file in the
Liferay Home folder of your Liferay installation. Add the following directive
to it:

auto.deploy.dest.dir=${liferay.home}/websphere-deploy

2. Create afolder called websphere-deploy inside your $LIFERAY_HOME folder.
This is the folder where the Lucene index, Jackrabbit config and deploy fold-
ers are.

3. Make sure the web.xml file inside the plugin you want to install has the
following context parameter in it:

com.ibm.websphere.portletcontainer.PortletDeploymentEnabled

false

Liferay versions 5.2.2 and higher will automatically inject this into the web . xm1
file on WebSphere containers.

4. The WebSphere deploy occurs in two steps. You will first use Liferay’s tools
to “pre-deploy” the file and then use WebSphere’s tools to do the actual de-
ployment. This is because Liferay makes deployment-time modifications to
the plugins right before they are actually deployed to the application server.
For other application servers, this can usually be done in one step, because
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Liferay can make the modifications and then copy the resulting . war file into
an autodeploy folder to have it actually deployed. Because WebSphere does
not have an autodeploy feature, we need to separate these two steps.

5. Deploy your .war file using Liferay’s Plugin Installer or by copying it into
$LIFERAY_HOME/deploy. Liferay will make its modifications, and because
we changed the auto.deploy.dest.dir in the first step, it will copy the
resulting . war file into $LIFERAY_HOME/websphere-deploy. You will see
a copied successfully message in the log.

6. Use WebSphere’s tools to deploy the .war file. Make the context root for the
.war file equal to the file name (i.e., /my-first-portlet). Once the .war
file is deployed, save it to the master configuration.

7. Go back to the Applications — Enterprise Applications screen in the Web-
Sphere Admin Console. You will see your portlet is deployed but not yet
started. Start it.

8. Liferay will immediately recognize the portlet has been deployed and register
it. The portlet will be automatically started and registered upon subsequent
restarts of WebSphere.

Experienced WebSphere system administrators can further automate this
by writing a script which watches the websphere-deploy directory and uses
wsadmin commands to then deploy plugins automatically.

Changing the Configuration Options in Multiple Places

Sometimes, especially during development when several people have adminis-
trative access to the server at the same time, the auto deploy folder location may
inadvertently be customized in both the portal-ext.properties file and in
the control panel. If this happens, the value in the control panel takes prece-
dence over the value in the properties file. If you go into the control panel and
change the value to the correct setting, plugin deployment will start working
again.

13.7 Summary

In this chapter, we introduced Liferay Marketplace, your one-stop shop for
browsing and downloading Liferay-compatible applications. We looked at how
to browse, purchase, download, and install apps. You can do this either through
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liferay.com/marketplace or through Liferay Portal’s control panel. When you
purchase apps, you can do so via your personal account or on your company’s
behalf. For information about developing and uploading apps to Liferay Mar-
ketplace, please see the Marketplace chapter of the Liferay Developer guide at
http://www liferay.com/marketplace/developer-guide.

After discussing Liferay Marketplace, we discussed general plugin manage-
ment. We covered Liferay portlet plugins as well as layout, theme, hook, Ext,
and web plugins. Finally, we looked at how to manually deploy plugins to Lif-
eray and discussed some configuration issues.
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INSTALLATION AND SETUP

Liferay Portal is one of the most flexible applications on the market today with
regard to application server environments. You can install Liferay Portal on
everything from a shared Tomcat installation to a multi-node cluster running a
commercial application server and on everything in between. In fact, Liferay is
used successfully in all of these scenarios every day.

You’ll find that because Liferay is extremely flexible in its deployment op-
tions, it is easy to install as well. If you already have an application server,
you can use the tools for deployment that came with your application server. If
you don’t have an application server, Liferay provides several application server
bundles from which to choose. These are very easy to install and with a small
amount of configuration can be made into production-ready systems.

14.1 Editions of Liferay

Liferay ships in two different editions: Liferay Portal Community Edition (CE)
and Liferay Portal Enterprise Edition (EE). CE is the same Liferay Portal that
has been available for years: frequently updated and bursting with the latest
features, the Community Edition of Liferay Portal is offered for free under the
Lesser GNU public license, an open source license. This license gives you the

422
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flexibility to link Liferay with your own code in your portlet, theme, hook, lay-
out, Ext or web plugins, no matter what license you use for your code. If, how-
ever, you modify Liferay directly, those modifications need to be released as
open source. This is really the best of both worlds: you have the freedom to
do what you want with your code if you use plugins, but if you modify Liferay
directly, the community receives the benefits of any enhancements that you’ve
made.

Liferay Portal EE is a supported version of Liferay Portal for the enterprise.
Hardened for security and designed to be rock solid stable, EE is offered with a
subscription and support package, allowing organizations to build their portals
on a stable version of the product that is offered over an extended period of time.

Because the release cycle for EE is longer than that for CE, each enterprise re-
lease is supported for four years. All bug fixes in Liferay Portal are backported to
your version of Liferay for the duration of your subscription. This gives organi-
zations the peace of mind that comes from knowing that their Liferay-powered
web sites are stable and will run for years to come, enabling them to build their
sites on a proven, stable platform. Additionally, Liferay offers training and con-
sulting on the Enterprise Edition to ensure long-term support and stability for
our clients.

Liferay’s Versioning Schema

Liferay’s release process follows a prescribed structure that is consistent from
one release to the next. Each release has a specific number sequence attached to
it signifying the type of release it is, whether it’s a major, minor or maintenance
release. Each release also has a term attached to it to indicate its intended level
of quality.

EE subscribers have access to additional maintenance releases, along with
specific Fix Packs and Hot Fixes that make applying updates to production envi-
ronments safer and faster.

Let’s start with an explanation of Liferay’s version structure. Liferay ver-
sions are organized in a straightforward numerical system consisting of a three
digit number. For example, 6.1.2. These numbers represent the type of the re-
lease: Major.Minor.Maintenance.

Major Release

A change in the first digit of the version (e.g., 6.x to 7.x) is a major release. This
means that:
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« There are major changes in functionality or new functionality based on

high demand.
« There are architectural changes, changes to APIs (as part of the depreca-
tion process), or changes to internal schema.
Minor Release

A change to the second digit of the version scheme (e.g., 6.0 to 6.1) is a minor
release. This means that:

+ There are new features and bug fixes from prior releases.
+ Customizations may be affected when installing.

« Customers should leverage the upgrade tools and documentation.

Maintenance Release

A change in the third digit of the version scheme (e.g, 6.1.5 to 6.1.6) is a main-
tenance release. This means that:

« Each maintenance release provides an improved level of security and re-
liability.

« Customizations are generally safe, but we recommend doing a review.

« No new features are included.

These rules are relaxed when a minor or major release is still in beta quality.
Now let’s delve into the evolution of versions.

Release Process

Each version of Liferay has a surname that specifies the expected quality of
that release. This is needed because pre-releases of Liferay look very much like
maintenance releases when viewed solely through their version numbers. The
surname in general replaces the third digit in the version, but is visible through
the logs and administration Uls. Here is a description of each surname and what
it means:
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« Milestone and Beta: (6.2 M1, 6.2 B1, 6.2 B2, ...) There can be zero or more
of these types within each minor or major release. These releases are
meant for testing and to provide Liferay feedback through the beta testing
category in the forums. There will likely be major changes in milestone
releases, but beta releases are considered “feature complete” and should
have only bug fixes.

.

Release Candidates: (6.1 RC1, 6.1 RC2) There can be zero, one, or more of
these right after the beta releases. These releases appear near the end of
the release process and are candidates for release. As such, they should
have minimal to no bugs, but because they are very new, some minor
bugs may have slipped by.

« General Availability: (6.1 GA1, 6.1 GA2, ....) There can be one or more of
these releases. A General Availability release is a re-label of the last re-
lease candidate, based on internal testing and feedback from beta testers.
These releases are stable and are made available via Liferay’s Downloads
page for CE and on the Customer Portal for EE.

Comments and Recommendations

At this point you might be asking yourself questions like, which version should
I use? What if I was using a previous version? Will the update to a new main-
tenance release cost a lot? Here are some comments and recommendations to
address these questions.

« When starting a new project, always use the latest stable version avail-
able; that is, the latest available GA. At the time of writing, the most
recent version is Liferay CE 6.1 GA2 (6.1.1) or Liferay EE 6.1 GA2 (6.1.20).

« Always update to the latest maintenance release available for the func-
tional version (major or minor) that you are using. For example, if you
started your project with Liferay 6.1.0 GA1, it is recommended that you
switch to GA2 to take advantage of bug fixes and improvements. If you
have a subscription, you can benefit from the fixes faster by requesting
fix packs and hot fixes from the support team.

« You are always welcome to use any preview, beta or release candidate.
In fact, that’s why they exist-so as many people as possible start using it
and provide us their feedback. Please note, we do not recommend using
pre-releases (milestones, betas, or release candidates) in production. You
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may not want to use these releases even during development if you have
tight deadlines, since you may find road blocks.

« Plugins that work in any GA or fix pack version will work in any later
maintenance release. That is, a plugin developed for Liferay 6.1 GA1 will
also work in Liferay 6 GA2 or a GA2 fix pack.

For more details on updating Liferay Portal, see Upgrading Liferay in chapter
17.

Liferay Portal is a very flexible application that runs well on several different
server environments. It’s simple to install and comes in either a Community
Edition or an Enterprise Edition, depending on your needs. Liferay follows a
systematic versioning system that makes it easy to keep current with the latest
updates. The strength of the Liferay community helps detect potential issues
early that are then reported through the forums and are later fixed in a series of
maintenance releases.

Now let’s learn about Liferay bundles.

14.2 Obtaining Liferay Portal

The CE version of Liferay is freely downloadable from our web site." Click
the Downloads link at the top of the page and you are presented with multiple
options for getting a copy of Liferay, including our convenient bundles or a . war
package for installation on your application server of choice.

The EE version of Liferay is provided to you as a result of your support sub-
scription. Everything you need is provided in the Customer Portal, including
download links that allow you to obtain a copy of a Liferay bundle or a .war
package for installation on your application server of choice.

So what is a bundle anyway? A bundle is an open source application server
with Liferay preinstalled. This is the most convenient way to install Liferay.
Liferay is bundled with a number of open source application servers; all you
need to do is choose the one that best fits your needs. If you don’t currently
have an application server, you may want to start with the Tomcat bundle, as
Tomcat is one of the smallest and most straightforward bundles to configure. If
you have an open source application server preference, choose the server you
prefer from the available Liferay Portal bundles. All of the bundles ship with a
Java Runtime Environment for Windows; if you are using a different operating

'http://www.liferay.com
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system, you will need to have a JDK (Java Development Kit) installed prior to
launching Liferay.

Please note that Liferay is not able to provide application server bundles for
proprietary application servers such as WebLogic or WebSphere, because the li-
censes for these servers don’t allow for redistribution. Liferay Portal, however,
runs just as well on these application servers as it does on open source appli-
cation servers. A .war file and dependency . jars are provided for proprietary
application servers and you’ll need to follow a procedure to install Liferay on
them.

First we’ll go over installing Liferay from a bundle and after this we’ll pro-
vide instructions for installing Liferay manually on all the application servers it
supports.

14.3 Installing a bundle

Liferay bundles contain the same directory structure regardless of application
server. The top-level folder is named for the release of Liferay. This folder is
called Liferay Home and we refer to it thoughout this documentation.

Inside this folder, there are folders for various

purposes: ~— (& liferay-portal-6.1.1-ce-ga2
Data: This folder is used to store the embedded > @ data

HSQL database which the bundles use, as well as & deploy

the configuration and data for the Jackrabbit JSR-170 3~ @ license

T—ﬁ logs
> - @ tomcat-7.0.27
readme html
Figure 14.1: Bundle
directory structure

content repository and the Lucene search index.

Deploy: Plugins which you wish to deploy to Lif-
eray can be copied into this folder. It is also used
by Liferay Marketplace and Liferay’s graphical plu-
gin installer utility.

[Application Server]: The name of this folder is
different depending on which bundle you have downloaded. This folder con-
tains the application server in which Liferay has been installed.

Installing a bundle is as easy as uncompressing the archive, copying a JDBC
driver and then starting the application server. Let’s use the Tomcat bundle as
an example:

1. Unzip the bundle to a location of your choice.

2. Ifyou’re setting up Liferay to be an actual server, copy your database’s JDBC
driver . jar to [Tomcat]/1ib/ext (see the setup wizard section below). If
you’re setting up Liferay for demo purposes, you can skip this step.
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3. Start Tomcat in the same way as you would if you had downloaded it manu-
ally. Tomcat is launched by way of a script which is found in its bin folder. If
you drop to a command prompt and go to this folder, you can launch Tomcat
via the following command on Windows:

startup

or the following command on Linux/Mac/Unix:

./startup.sh

The Liferay/Tomcat bundle then launches. If you are on Windows, another
command prompt window appears with Tomcat’s console in it. If you are on
Linux, you can see the Tomcat console by issuing the following command:

tail -f ../logs/catalina.out

Once Tomcat has completed its start up, it automatically launches a web
browser that displays Liferay’s setup wizard. If for some reason your browser
doesn’t load the wizard, launch your browser and go to http://localhost:8080.

Liferay CE ships with a sample web site that showcases Liferay’s features. It
contains many links describing the features of Liferay that we’ll cover in detail
throughout this book.

If you’re installing Liferay on your own machine to explore its features, you
likely want to leave the sample site there so you can examine it. If, however,
you’re installing Liferay on your server to run your own site, it’s best to start
with a clean system. Before running the setup wizard, you should remove the
sample data from your Liferay installation. You must do this before running
the setup wizard to get a clean database, and it’s as simple as undeploying the
applications that install the sample data.

There are two applications included in the bundle that you need to remove:

« resources-importer-web

« welcome-theme

To remove them, all you have to do is undeploy them. The method for doing
this differs by application server and that, of course, depends on the bundle you
have chosen. For example, on Tomcat you delete the application folders from
the [Tomcat Home]/webapps folder. On Glassfish, you use the administrative
console to undeploy them.

If you forget to undeploy the sample applications before you run through
the setup wizard and connect Liferay to your real database, the sample data is
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created in your database, and you won’t have a clean installation. Make sure
you get the sample data undeployed before setting up your server.

If you’re using Liferay EE, you don’t have the sample site so you don’t need
to worry about this. The next step is to run through the setup wizard, which
we’ll cover below.

As you can see, bundles are the easiest way to get started with Liferay. They
come pre-configured with a running Liferay instance that can be used immedi-
ately to explore all of the things that Liferay can do. Bundles are the fastest way
to create full production-ready Liferay installations. If you’re using a bundle,
skip to the section on the setup wizard below to continue your installation.

Of course, it’s not always possible to use a bundle. You may already have
an application server upon which you want to install Liferay. The bulk of this
chapter describes how to install Liferay on all the application servers it supports,
both open source and proprietary.

14.4 App servers

When it comes time to install Liferay Portal on your server, you’ll find it’s easiest
to do this by starting with a bundle. But many enterprises can’t do that. There
may be an existing infrastructure into which you’re installing Liferay or you
may have standardized on a particular application server. You'll be happy to
know that Liferay Portal has been designed to work well with all the leading
application servers and that it’s easy and straightforward to install. But before
we get started, we need to go over a few concepts; namely, the Liferay Home
folder, databases and Liferay’s main configuration file. These were touched on
in the section on bundles above but we’ll look at them in more detail now.

Liferay Home

Liferay Portal uses a special folder defined as Liferay Home. This folder is one
folder higher than the location of the application server itself. This is why the
bundles place the application server one folder in from the bundle’s root folder.

If Liferay is unable to create the resources it needs in this folder or if it finds
itself running on certain application servers, it creates a folder called 1iferay in
the home folder of the user ID that is running Liferay and that becomes Liferay
Home.

As described above in the Bundles section, the home folder is very important
to the operation of Liferay. The aforementioned folders (data and deploy) are
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created there and you can also put a special configuration file called portal-
ext.properties there. This file is fully documented in chapter 20, a reference
for Liferay properties.

Note: To use database properties from a
portal-ext.properties file you must disable the Setup
Wizard by specifying setup.wizard.enabled=false in that
portal-ext.properties. Also, note that property values
in portal-setup-wizard.properties (the file created in
Liferay Home by the Setup Wizard) override property values in
portal-ext.properties.

Let’s move on to examining the database.

Liferay’s database

As stated above, if you create your database and grant a user ID full access to it,
Liferay can use that user ID to create its indexes and tables automatically. This
is the recommended way to set up Liferay, as it allows you to take advantage
of Liferay’s ability to automatically maintain its database during upgrades or
through various plugin installs which may create tables of their own. It is by
far the best way to set up your Liferay installation.

If you’ll be setting up Liferay’s database with the recommended permissions,
you can skip to the next section.

Note: This is not the recommended set up for Liferay installa-
tions but is documented here so enterprises with more restrictive
standards can install Liferay with more strict — but suboptimal —
database settings. If it’s at all possible, Liferay recommends that
you use the automatic method as documented above instead of
the procedure outlined below.

Even though Liferay can create its database automatically, some enterprises
prefer not to allow the user ID configured in an application server to have the
permissions over the database necessary for Liferay and its plugins to maintain
their tables. For these organizations, Select, Insert, Update and Delete are the
only permissions allowed so we will go over how to set up the database manu-
ally. If your organization is willing to grant the Liferay user ID permissions to
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create and drop tables in the database — and this is the recommended configu-
ration — by all means, use the recommended configuration.

Creating the database is simple: grant the ID Liferay uses to access the
database full rights to do anything to the database. Then install Liferay and
have it create the database. Once the database is created, remove the permis-
sions for creating tables and dropping tables from the user ID.

There are some caveats to running Liferay like this. Many Liferay plugins
create new tables when they’re deployed. In addition to this, Liferay has an
automatic database upgrade function which runs when the version of Liferay
is upgraded to a new release. If the user ID that accesses the database doesn’t
have enough rights to create/modify/drop tables in the database, you must grant
those rights to the ID before you deploy one of these plugins or start your up-
graded Liferay for the first time. Once the tables are created or the upgrade is
complete, you can remove those rights until the next deploy or upgrade. Ad-
ditionally, your developers may create plugins that need to create their own
tables. These are just like Liferay’s plugins that do the same thing and they can-
not be installed if Liferay can’t create these tables automatically. If you wish to
install these plugins, you will need to grant rights to create tables in the database
before you attempt to install them.

Once you have your database ready, you can install Liferay on your server.

Liferay installation overview

Before we begin, it’s important to go over the various facets of the installation.
They are:

1. Create your database (see above).

2. Determine whether you want to use the Liferay managed data source or a
data source managed by your application server. The Liferay managed data
source is recommended.

3. Gather credentials for sending email notifications to users. Liferay supports
a JNDI mail session as well as its built-in mail session.

4. Install Liferay according to the instructions for your application server (see
below).

5. Create a portal-ext.properties file in the Liferay Home folder. This is a
simple text properties file that you’ll use to override Liferay’s default prop-
erties (see below). This is where you’ll place the mail session configuration
credentials you collected in step 3.
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The easiest way to install Liferay is to set up your database and then follow
the instructions for your application server. This method uses the setup wizard
to create a working configuration. We’ll go through the steps in order, so first
we’ll look at the options for data sources.

Using data sources

Liferay comes bundled with its own built-in data source. It’s configured by a
number of properties which are set in a properties file. By default, the setup
wizard asks you for the necessary values and creates a configuration file that
uses the built-in data source to connect to the database.

Liferay always recommends that you use the built-in data source. Some-
times, however, organizations prefer to use the data source provided by their
application server of choice. In this instance, a JNDI lookup provides a han-
dle to the data source and the application server manages the connection pools.
Liferay supports using your application server’s data source if you wish to do
that.

To do this, you’ll need to create your own configuration file and skip the
setup wizard. Since you’d be creating this file after the wizard anyway, this
isn’t such a big deal.

Since mail sessions are configured in a similar way to data sources, we’ll look
at them next.

Using mail sessions

Liferay’s default configuration looks for a mail server on the same machine on
which Liferay’s running and it tries to send mail via SMTP to this server. If this
is not your configuration, you’ll need to modify Liferay’s defaults. To do this,
you’ll use a portal-ext.properties file (see below).

In a similar fashion to databases, you have two ways to configure your mail
server:

« Use your application server’s mail session.

« Use the built-in mail session.

To use your application server’s mail session, you must create it in your ap-
plication server and it should point to your mail server. Once you’ve done that,
you’re ready to point Liferay to it. You can do this through the configuration
file or through Liferay’s control panel after it’s been installed.
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Let’s look next at this configuration file and, if you’re choosing not to use
the setup wizard, show you how to get Liferay connected to your database and
your mail server.

The portal-ext.properties file

Liferay’s properties files differ from the configuration files of most other prod-
ucts in that changing the default configuration file is discouraged. In fact, the
file that contains all the defaults is stored inside of a . jar file, making it more
difficult to customize. Why is it set up this way? Because Liferay uses the
concept of overriding the defaults in a separate file, rather than going in and
customizing the default configuration file. You put only the settings you want
to customize in your own configuration file and then you have a file that con-
tains only the settings you need. This makes it far easier to determine whether a
particular setting has been customized and it makes the settings more portable
across different installations of Liferay.

The default configuration file is called portal.properties and it resides
inside of the portal-impl. jar file. This . jar file is in Liferay Portal’s WEB-
INF/1ib folder. The file used to override the configuration manually is portal-
ext.properties.

Complicating matters, the setup wizard creates a file called portal-setup-
wizard.properties. This file performs the same function as portal-ext.pro-
perties, and you can use it in place of that file if you wish. The portal-ext.pro-
perties file is read before the portal-setup-wizard.properties file, so
if you have both files in your configuration, note that the settings in the setup
wizard file override the ones in portal-ext.properties.

This file should be created in your Liferay Home folder. You'll use this file
throughout this book to change many of Liferay’s settings. An exhaustive list
of the configurable properties is provided in chapter 20.

-~

Warning: The configuration you choose in the setup wiz-
ard is saved in a portal-setup-wizard.properties file in
your Liferay Home directory. In the setup wizard, however,
if you specify a different Liferay Home directory than the de-
fault, the portal-setup-wizard.properties file that’s saved
there will not be read upon restarting your server. To have Lif-
eray read your portal-setup-wizard.properties file, create
Q portal-ext.properties file in your new Liferay Home directory and
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add the following line to it, where ${1iferay.home} is the new Liferay
Home directory that you chose:

include-and-override=${liferay.home}/portal-setup-wizard.properties

Without  this workaround,  Liferay will not read the
portal-setup-wizard.properties file with your saved configura-
tion when you restart your server and you’ll see the setup wizard again.

You now have all the background information you need. Next you need
to make your decision: will you use Liferay’s built-in data source, or the one
provided by your application server? If you’re planning to use the one provided
by your server, you can’t use Liferay’s installation wizard, and you’ll have to
follow the instructions in the section below titled Manual Configuration.

In either case, your next step is to install Liferay onto your application server.
Once this is done, if you’re using the recommended built-in data source, you can
use the setup wizard, which we’ll cover next.

14.5 Using Liferay’s setup wizard

To make it easy to configure Liferay optimally for your use, the first thing you
see when browsing to your newly installed Liferay bundle is a setup wizard.
This gives you a convenient way to configure Liferay for your purposes.

4 The wizard is an extremely helpful tool, especially if you’re\
setting up Liferay for the first time or creating a completely fresh
portal instance. If you’re a Liferay veteran and you already have
your database information and various properties set up, you can
skip the wizard by adding this line to your portal-ext.properties
file:

setup.wizard.enabled=false

There are three sections of the wizard: the portal, the adminstrator and the
database. For the portal, you need to supply the following information:

Portal Name: the name of the web site you’re powering with Liferay. In this
book, we’ll build a social network for your nose. This site is called Nosester so
we’ve supplied Nosester in the screenshot below.
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Default Language: choose the default locale where your site resides.

For the adminstrator, you need to supply the following information:

First Name: the first name of the user that has the administrator account.
Last Name: the last name of the user that has the administrator account.
Email: the email address of the user that has the administrator account.

Portal Administrator User
Portal Name First Hame
Nosester Nose
For example, Liferay: —
5t Hame
Default Language Administrator
English (United States) |E| Change
— Email (Required)
nose@nosester.com
Database

Default Database (Hypersonic)

This database is useful for development and demoing purposes, but it is not recommended for production use. (Change)

Finish Configuration

Powered By Liferay

Figure 14.2: Supply the information for your site and your site’s
administrative account in the setup wizard.

Liferay supports just about all the leading databases today:
- DB2
« Ingres
« MySQL
« Oracle
« PostgreSQL
« SQL Server
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+ Sybase

In addition to these, Liferay also supports a few embedded databases that are
designed for development. We haven’t listed these here because you’re setting
up a production Liferay server and you shouldn’t use an embedded database
with a production box.

Before you fill out the database section of Liferay’s setup wizard, you should
already have created a database for Liferay to use. This database must have
UTF-8 as its character set, because Liferay is an internationalized application
and needs the UTF-8 character set to display text in many different languages.
Check the documentation for your database to see how to do this.

Once you have your database created, create a user that can do anything
to the database, including create and drop tables. It’s important that this user
has complete rights over the Liferay database, because Liferay manages its own
tables. Once you have your database and the credentials for this user, you can
continue.

Open the Database section of the wizard. From the select box, choose your
database. You’ll see a form which lets you specify the URL to the database,
the driver class and the user credentials (see below). Most of this is filled out
already; all you should need to do is supply the name of your database and the
server it’s running on, as well as the user credentials.

Once you’ve filled out the form, click Finish Configuration. You’ll see a mes-
sage stating that Liferay is being installed as it creates the tables and data it
needs in its database. When it’s finished, it tells you the location of the config-
uration file (portal-setup-wizard.properties) where it saved all of your
settings. From here, you can go to your home page.

In Liferay 6.1 GA2 (both 6.1.1 CE and 6.1.20 EE), the admin
user test@liferay.com is created by the setup wizard even when
a different user is specified. This means that two admin users are
created: test@liferay.com and the specified user. Unless you're
just installing Liferay for testing purposes, you should deactivate
the test@liferay.com user after your database has been created.

Congratulations! You’ve just installed Liferay Portal! The next thing you
need to do is set up your mail configuration, so Liferay can send email notifica-
tions to users. This is covered in the Manual Configuration section below.
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Database

@ Use Default Dalabase
Database Type
MySQL v

JDBC URL (Required)

jdbe:mysql.//localhostin ter?useUnicode=true&characterEncoding=UTF-8&useFastDateParsing=false

JDBC Driver Class Name (Required)

com.mysql.jdbe.Driver
User Name

root

Password

....l

Finish Configuration

Powered By Liferay

Figure 14.3: Fill out the information for your database. We've chosen
MySQL in this example and have created a database called nosester to hold
our Liferay data.

14.6 Manual Configuration

You don’t have to use the setup wizard to configure Liferay. The setup wiz-
ard behind the scenes creates a configuration file that you can create manually.
Create a text file called portal-ext.properties in your Liferay Home folder.
This file overrides default properties that come with Liferay. The first setting
you’ll override is the default configuration that points Liferay to the embedded
HSQL database.

As stated above, there are two ways to set up the connection:

« Use the built-in connection pool.

« Use your application server’s connection pool.

Use the setup wizard if you’re using the built-in connection pool. If you
want to use your application server’s pool, continue with this procedure.

If you want to use your application server’s connection pool, you will have
to create one in your application server that points to your database. It should
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be called jdbc/LiferayPool. To cause Liferay to use this connection pool, add
the following directive to your portal-ext.properties file:

jdbc.default. jndi.name=jdbc/LiferayPool

Next, install Liferay according to the instructions for your application server.
Once it’s installed, you can set up the mail configuration.

For mail, you can use Liferay’s control panel to create the configuration and
this is the recommended way. Go to Control Panel — Server Administration
— Mail and enter your settings for your mail session settings. If, however,
you’re setting up a lot of Liferay machines and they’re all going to have simi-
lar mail configurations, it’s easier to do the configuration once and then copy
the configuration file to multiple machines. In this case, you’ll want to use the
portal-ext.properties file. To use the built-in mail session, use the follow-
ing properties and customize their values for your environment:

mail.session.mail.pop3.host=localhost
mail.session.mail.pop3.password=
mail.session.mail.pop3.port=110
mail.session.mail.pop3.user=
mail.session.mail.smtp.auth=false
mail.session.mail.smtp.host=localhost
mail.session.mail.smtp.password=
mail.session.mail.smtp.port=25
mail.session.mail.smtp.user=
mail.session.mail.store.protocol=pop3
mail.session.mail.transport.protocol=smtp

To use your application server’s mail session, create it first. Then specify it
in the portal-ext.properties file:

mail.session.jndi.name=mail/MailSession

When you’ve finished, save the file.
Next, follow the instructions for installing Liferay on your particular appli-
cation server in the section below.

14.7 Installing Liferay on an existing application server

This section contains detailed instructions for installing Liferay Portal using its
.war file distribution. This allows system administrators to deploy Liferay in
existing application server installations. It is recommended that you have a
good understanding of how to deploy Java EE applications in your application
server of choice.
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Installing Liferay in five easy steps

There are five generic steps to installing Liferay on an existing application server:

1. Obtain the Liferay .war file and the dependencies archive.

2. Make sure you don’t have an application listening at the root (/) of your
server. If you do, move it to a different context or undeploy it.

3. Shut your application server down.

4. Extract the dependencies to a location on your server’s global classpath. This
allows both Liferay and plugins to access these dependencies.

5. Start your application server, deploy the Liferay .war file and start it.

The instructions below are specific for each application server that Liferay
supports. Liferay supports a wide combination of application servers and databases.
Because of this, this section assumes MySQL as the database, that the database
has already been created and that you’re using the setup wizard. If you’re not
using the setup wizard, see the sections above for information on how to set up
Liferay manually.

We also assume your application server is already installed and running suc-
cessfully. If you still need to install your application server, please follow your
vendor’s instructions first.

The following instructions assume an installation on a local machine. When
installing to a remote server, substitute localhost with the host name or IP of
the server.

Tip: Note that Liferay requires JDK 5 or greater. Do not at-
tempt to install Liferay 6.x on an application server that runs
under Java 1.4 or lower; it will not work. If you are running an
application server that ships with a JDK and that JDK is 1.4 or
lower, you’ll need to upgrade your application server to run cur-
rent versions of Liferay Portal.

Without further ado, let’s get to the application servers. The first one we’ll
cover is Mule Tcat. If you don’t have an application server preference, and you
want support all the way down to the application server from Liferay, then Mule
Tcat is your solution. After we cover Mule Tcat, we’ll look at all the supported
application servers in alphabetical order.
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14.8 Installing Liferay on Mule Tcat

Liferay Portal Tcat Edition is a combination of Liferay Portal, the leading open
source portal, and Tcat Server, an enterprise grade administration console for
the Apache Tomcat application server.

Tcat Server provides several tools to make Tomcat more administrator friendly,
especially in organizations used to leveraging administration consoles like those
found in other more complex JEE application servers. You may use the console
to:

« Monitor and control all Tomcat instances on multiple servers and across
multiple environments

« Deploy and view applications across instances

« Troubleshoot problems across all instances, including view JMX parame-
ters, viewing remote logs and more

« Provide granular entitlement controls for the above functions and more

This isn’t a complete guide to Mule Tcat; it just covers Liferay installation.
For gull documentation, you’ll find more detailed information at MuleSoft’s web
site.

To obtain Liferay Portal Tcat Edition, you need access to the Liferay Cus-
tomer Portal and the Mulesoft Tcat Server web site. If you are not a current
Liferay customer and would like to try the product, please contact Liferay via
email at sales@liferay.com.

For this section, we’ll limit ourselves to the Windows and Linux 64-bit in-
stallation wizards. For more detailed installation instructions, please consult
the Mulesoft Tcat Server installation documents located at:

http://www.mulesoft.org/documentation/display/TCAT/Home

« Installing Tcat Server on Linux

« Installing Tcat Server on Windows
« Installing Tcat Server on Solaris

« Installing Tcat Server on Mac OS X

+ Adding Tcat Server Capabilities to an Existing Apache Tomcat Install

*http://www.mulesoft.org/documentation/display/TCAT/Home
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First, download the Liferay Tcat bundle from the Liferay customer portal.
You’ll need two files:

« Liferay Portal 6.1 EE Tcat Admin: contains the Tcat administration con-
sole and Liferay Portal EE and all appropriate plugins.

« Liferay Portal 6.1 EE Tcat Agent: contains a vanilla Tomcat application
server and the Tcat management agent.

Next, download the appropriate Tcat platform installation.” You may select
installation wizards for Windows (32 and 64-bit), Mac, Unix, Solaris and Linux
(32 and 64-bit) as well as a manual installation zip.

After obtaining the software bundles, you can proceed with installation and
configuration of the Administration Console.

Installing the Administration Console on Windows

For Windows, Tcat comes with an installer to assist with installation and con-
figuration. After downloading, execute the installer, accepting the appropriate
license agreement.

Upon accepting the license agreement, the system presents you with two
installation choices, a “standard” or “custom” installation.

T

Select Installation Type
Wihich type of installation should be performed?

Select the type of instalation that you want to perform. Click Next when you are ready
to continue.

© & standard installation
Installs Tcat Server and Tcat dient. Standard instalation is recommended.
(X5 JCustom installation

Allows one to select components to install

=

Figure 14.4: Installation selection

*http://www.mulesoft.com/download-tcat
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You should select the “Custom” installation option to provide better control
of where Tcat Server is installed.

B =TT

Select Components
Which components should be installed?

Select the components you want to install; dear the components you do not want to
install. Click Next when you are ready to continue.

[/] f Teat Server
i [#] fl Administration Console
-] f Tomeat Documentation
v [7] P Tomcat Examples
e t Tomecat Manager Application

] o] [

Figure 14.5: Installation component selection

After selecting the custom installation option, the Tcat installer prompts you
to select the desired components.

Tcat Server: a version of Apache Tomcat that includes the appropriate
management agents used by Tcat.

Administration Console: the administration console for monitoring and
managing all available Tcat servers. This console contains tools used for
application deployment, log access, server control and other administra-
tion tools.

Tomcat Documentation: the documentation that comes normally with
an Apache Tomcat distribution. You do not need to select this option.

Tomcat Examples: the examples that comes normally with an Apache
Tomcat distribution. You do not need to select this option.

Tomcat Manager Application: the manager application that comes nor-
mally with an Apache Tomcat distribution. You do not need to select this
option.
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For this step in the installation process, select the Administration Console in
addition to Tcat Server.

e

Select Destination Directory
Where should Teat Server 6 be installed?

Select the folder where you would like Tcat Server 6 to be installed, then dick Mext,

Destination directory

:\TcatServerd, Browse...
Elitsenerg I J

Figure 14.6: Installation location

After selecting Tcat Server and the Administration Console for installation,
the installation wizard prompts you for an installation directory. Please select
the desired installation directory for the Tcat Server.

After selecting the appropriate installation location, the installation wizard
prompts you to specify the appropriate port numbers. If this is the first time
installing Tcat and no other Apache Tomcat installations are present, then you
may retain the above ports. However, if there are other installations, you will
need to select new ports. For the purpose of this installation, we will assume
the above ports are correct.

To ensure the operating system starts the Tcat Server and Administrator
Console, you must configure the Tcat Server process as a Windows service. The
next step in the installation wizard helps with this process.

In the Windows service installation screen, please select “Install Tcat Server
as a Windows service” You may choose an appropriate service name other than
TcatServer.

The final step in the installation wizard is to configure Start Menu shortcuts.
You may choose to customize the shortcut location or accept the default.
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Trr e I

Configure Tcat Ports
Enter port numbers for the Tcat Admin console's web server

HTTP port:

HTTPS redirect port:

Teat Server shutdown port:

AJP connector port:

Secure agent port:

[ <Badk ][ mext> | [ cancel |

Figure 14.7: Port configurations

Install the Tcat Server 6 Windows Service
Tcat Server may run either as a Windows service (the default) or as a
consale shell application. Instaling Tcat as a Windows service requires
Administrator privileges.

Install Tcat Server as a Windows service

Tcat Server Windows service name | TcatServer

[ <Back ][ Met> | [ cancel |

Figure 14.8: Windows service installation
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) Setup chatSewi_ —-"—

Select Start Menu Folder
Where should Setup place the program's shortouts?

Accessories
Administrative Tools
Apache Directory Studio
Apache Directory Suite
AVG 2011

Bitvise Tunnelier

Create shorteuts for all users
Don't create a Start Menu folder

[ sBack |[ Mext> | [ Cancel

Figure 14.9: Start menu shortcuts

After configuring the shortcuts, the Tcat Server Windows installer performs
the installation as previously configured.

Installing the Administraton Console on Linux (Ubuntu)

For Linux, Tcat comes with an installer to assist with installation and configura-
tion. After downloading, execute the installer, accepting the appropriate license
agreement. To execute the installer, make sure:

« you have added execution permissions to the installer file (chmod a+x
[file name])

- you execute it with root privileges (don’t worry: the installed service is
executed by a pre-defined system user with no root privileges)

Upon accepting the license agreement, the system presents you with two
installation choices: a “standard” or “custom” installation.

You should select the “Custom” installation option to provide better control
of where Tcat Server is installed.

After selecting the custom installation option, the Tcat installer prompts you
to select the desired components.



446 CHAPTER 14. INSTALLATION AND SETUP

Setup - Tcak Server 6 R4.4

Select Installatlon Type
W ch zyp= oF rskal.etion should e perfor—ec?

Se.ectthebyoe of istallat or that youwert b perfor. Clizk
Tuext whsnynll are “eady o rontintie.
7 @ standard installation

I istalls 7t endTedl elent. 5.d ierd
inistallati —mended,

m Nexis [Canivel
Figure 14.10: Installation type

Setup - Tcat Server 6 R4.4

Scleck Components ‘N
which comaonznze sioddbe retalled?

Selact the components youwert tonstall c.carthe
COMDDITIIs Yo Cenot want toInsza.., Click Moxt whenyouae
ready to continue,
& Toat Serve~ @

B & adrinisr-aian Cansole @

— & Torcat Cecumnentatlon @

% Tur el Exanples @

— & TarrarManccer Applicet en gl

“aBak e o] [Cancel

Figure 14.11: Installation component selections

« Tcat Server: a version of Apache Tomcat that includes the appropriate
management agents used by Tcat.

+ Administration Console: the administration console for monitoring and
managing all available Tcat servers. This console contains tools used for
application deployment, log access, server control and other administra-
tion tools.

« Tomcat Documentation: the documentation that comes normally with
an Apache Tomcat distribution. You do not need to select this option.
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« Tomcat Examples: the examples that comes normally with an Apache
Tomcat distribution. You do not need to select this option.

« Tomcat Manager Application: the manager application that comes nor-
mally with an Apache Tomcat distribution. You do not need to select this
option.

For this step in the installation process, select the Administration Console in
addition to Tcat Server, which is the default setting.

After selecting Tcat Server and the Administration Console for installation,
the installation wizard prompts you for an installation directory.

3 Setup - Tcat Server 6 R4.4

Select Destination Directory = w
Where should Tcat Server 6 be installed? 7_‘2
B

Select the folder where you would like Tcat Server 6 to be
installed, then click Next.

Destination directory

[tusrilocalTeatServers] |

‘ =< Back | Next > H Cancel

Figure 14.12: Installation location

Please select the desired installation directory for the Tcat Server. The offered
default directory is different if the installation process has been started as root.

After selecting the appropriate installation location, the installation wizard
prompts you to specify the appropriate port numbers. If this is the first time
installing Tcat and no other Apache Tomcat installations are present, then you
may retain the above ports. However, if there are other installations, you will
need to select new ports. For the purpose of this installation, we will assume
the above ports are correct.

For security considerations, Tcat runs as a non-root system user. If the user-
name specified at this step does not exist, it’s created as a system daemon user.
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Confligure Teal Porls
Enter dort nurmnbers For tha Toak Admin consale’s wab

SCrver
HIIF part B
HTTPS ~edirect port: : 8443

Teat S=rver shuzdewr part | 5005
AP connector port: EB]DO

Secute agenr poT | 51342

‘{Pm(k_ll\l(-\xt)l |('.—1 i b‘l]

Figure 14.13: Port configuration

Setup - Tcat Server 6 R4.4

Configure Tcat User
Tcat Server will run as the system user you specify
here. By default, this is the user with the username
"tomcat”. This user will own the files and directories =
in the Tcat Server installation, and the server's Java
virtual machine will run as this user. If there is no
such user, the user you specify will be created as a
system daemon user with a locked password.

Tcat Server JVM user [tomcat

‘ < Back | Next > || Cancel

Figure 14.14: Configure Tcat system user
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Iuslall The Teal Server 6 Service

senlcerequres Acrinist-azo-privile ges.

Teat 5erver service irstance name

Teat S=rver mey runelther as zn OSsenlce or asa
conso.c stellapplicazion, Installicg Teat as en 08

M.ltiple installations of Tcet seves zre susported using urigJle
service names. The file namez of the se~vice niz script For Teat
Server willbe named the narre you sUpply her:
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Figure 14.15: Install service
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To ensure the operating system starts the Tcat Server and Administrator
Console, you must create a service startup script in /etc/init.d. The next
step in the installation wizard helps with this process.

In the service installation screen, you may enter an appropriate service name
or use the default. If you have multiple installations of Tcat, you should select
a more appropriate name than what is supplied by default.

Select Directary for Symiinks

Where snculd Tcet Sewe-t create symlinks zo the
execatables?

sym.Inks, £en click hext
Dest'nation directory

Sclect the Folder whers youwaould d<c Tcat Server 5 to create

&|Lon't create symlinks|

(<Beck [New > [Caxel

Figure 14.16: Symbolic link creation
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The final configuration step before installation is the creation of a symbolic
link so the Tcat executable can be accessed more easily. This step is optional
and you may choose to not create the symbolic link.

Setup - Tcak Server 6 R4.4

Completing the Tcat Server
6 Setup Wizard

"M Setap has Finishedinstalling Toat Server S on
yoJrcompater. The applicazicn maybe

launzhed by exscuting ths irstalled star:
SCripks.

Click Finisnte exit Setup.

MuleSoft®

Figure 14.17:

Now that Tcat is installed, you can add Liferay to it.

Adding Liferay Portal packages

After completing the TcatServer Administration Console installation, you can
configure the Liferay Portal packages for Tcat.

First, extract the previously downloaded Liferay Portal 6.1 EE Tcat Admin
into a temporary directory. Once extracted, locate the file tcat-init.groovy
and the directory tcat\_init.

The tcat-init.groovy file contains instructions for the TcatServer admin-
istration console to:

+ Pre-load the Liferay Portal and Plugins WAR files into the application
repository

« Load the appropriate Liferay application profile that should be applied to
all other Tcat managed servers

+ Load the Liferay specific deployment manager
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. bin File folder
| conf File folder
L jrel 6.0 20 File folder
W lib File folder
| tcat_init File falder
L temp File folder
.. webapps File folder
|| UCENSE File 9KB No
|| NOTICE File 1KB HNo
|| RELEASE-NOTES File 4KB No
= RUNNING TXT File 3KB No
|| tcat-init GROCVY File 3KB No

Figure 14.18: Liferay Portal Tcat packages

The tcat\_init folder contains the managed server profiles, Liferay WAR
files and administration scripts.

Copy the tcat-init.groovy file and tcat\_init folder to the previously
configured installation location.

After successfully completing the installation on Windows, you should see
a TcatServer entry in the Services console, similar to the screen shot below.

By default, the TcatServer service is inactive but is set to start automatically
upon boot. Go ahead and choose to start the service.

If you’re using Linux, you should see an entry for the Tcat service initializa-
tion scriptin /etc/init.d. The script name is the name you choose during the
installation process.

To start the Tcat Server Administration Console, execute the service script
in /etc/init.d.

Tcat Server Managed Server Installation

The steps to install the Tcat Server managed server are quite similar to those for
installing the Tcat Server Administration Console.

First, launch the wizard. During the installation component configuration
step, unselect “Administration Console” from the list of components.

The next step is to specify an installation location. If you have other instal-
lations of Tcat on this machine, you should choose another destination. For
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Name Date modified Type Size

L .installd] 8/15/2011 2:05 PM File folder

1 bin 8/15/2011 2:04 PM  File folder

)i conf 8/15/2011 2:04 PM File folder

L jre 8/15/2011 2:04 PM  File folder

L lib 8/15/2011 2:04 PM File folder

L. tcat_init 8/15/2011 2:55 PM File folder

. temp 8/15/2011 2:40 PM File folder

. webapps 8/15/2011 2:42 PM File folder

1 work 8/15/2011 217 PM File folder

|| derby 8/15/2011 2240 PM  LOG File 1KB
|| LICENSE 3/8/201111:45 AM  File 38 KB
|| NOTICE 3/8/201111:45 AM  File 1KB
|| RELEASE-NOTES 3/8/2011 11:45 AM File 9KB
=] RUNNING 3/8/201111:45 AM  TXT File TKB
|®| teat-init 7/27/2011 9:48 PM  GROOVY File 8 KB
4 uninstall 3/8/201111:46 AM  Application 75 KB

Figure 14.19: The installation directory after copying the tcat\_init
folder and tcat-init.groovy into the TcatServer installation directory.

example, if you have already installed the Tcat Server Administration Con-
sole to C:\\TcatServer6, you should perhaps install the managed server to
C:\\TcatServer6Managed.

During the managed server installation, as with the administration console
installation, you will be prompted to configure the appropriate port numbers.
If you do not have another Tcat Server instance (e.g. administration console or
another managed server), you may choose the default ports. Otherwise, you
should select non-conflicting ports. For instance:

« HTTP port: 8180

« HTTPS redirect port: 81443

« Tcat Server shutdown port: 8105
 AJP connector port: 8109

+ Secure Agent Port: 52443
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File Action View Help
nwow
TeatServer Name Descripion  Status  StatupType  LogOnAs  *
£ Tablet PCTnput Se... Ensbles Tab.. Manual Local Syste...
start the service £} TaskScheduler  Ensblesaus.. Started  Automatic
2% Teat Automatic
Description: L TCP/IP NetBIOS H... Providessu.. Stated  Automatic  Local Service
Teat Server6 - 4% Telephony Provides Tel.. Started  Manual NetworkS...

httpi/fwonwmulesoft.com £k Themes Provides us.. Started  Automatic  Local Syste..

£% ThinkPad HDD AP... Manual Local Syst

2% ThinkPad PM Serv... Started  Automatic Local Syste...

£ Thread Ordering S... Provides or... Manual Local Service
;. TPM Base Services  Enablesacc... Started  Manual Local Service
5UPNP Device Host  Allows UPn... Manual Local Service
€% User Profile Service  This service .. Started  Automatic Local Syste...

£ Virtual Diske Provides m.. Manual Local Syste..

£ Volume Shadow C... Manages an... Manual Local Syste...

£ WebClient Enables Win... Manual Local Service
£k Windows Activati... Performs W... Manual Local Syste.. H
: Windows Audioc  Manages au... Started  Automatic Local Service

£ Windows Audio E.. Managesau.. Started  Automatic Local Syste.

% Windows Backup  Provides Wi... Manual Local Syste...

£ Windows Biometri... The Windo... Manual Local Syste... _
:‘ = - - L = § - ‘ »

Extended { Standard / |

=

Figure 14.20: Windows services console

eray@ubuntu: ~fTcatServers/bin

Figure 14.21: Tcat service startup on Linux
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Select Destination Directory |
Where should Tcat Server & be installed?

Select the folder where you would like Tcat Server & to be installed, then dick Next.

Destination directory

Figure 14.22: Installation location

Configure Tcat Ports
Enter port numbers for the Tcat Admin conscle's web server

e
HTTPS redirect port:

Teat Server shutdown port:

AJP connector port:

Secure agent port:

[ <Back |[ mext> | [ cancel |

Figure 14.23: Managed server port configurations
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To ensure the operating system starts the Tcat Server and Administrator
Console, you must configure the Tcat process as a Windows service or Linux
daemon. The next step in the installation wizard helps with this process.

The final step in the installation wizard is to configure Start Menu shortcuts.
You may choose to customize the shortcut location or simply accept the default.
Since this is for a managed server, you may wish to name it similar to the service
name.

After configuring the shortcuts, the Tcat Server installer performs the instal-
lation as previously configured.

Once you have installed the managed server, there is one more step to per-
form on the managed server. You must modify the catalina.properties file
located in the conf directory of your Tcat Server installation.

You will need to change the text:

common.loader=${catalina.base}/lib,${catalina.base}/1ib/\*.jar, \
${catalina.home}/1ib,${catalina.home}/1ib/\*. jar

To:

common. loader=${catalina.base}/1lib,${catalina.base}/1lib/\*.jar, \
${catalina.home}/1ib,${catalina.home}/1ib/\*.jar, \
${catalina.home}/1ib/ext,${catalina.home}/1lib/ext/\*. jar

By modifying the common . loader property, you instruct Tcat Server to load
everything in the 1ib/ext folder as part of the classpath.

Registering the managed server

After completing the installation process and starting the appropriate TcatServer
processes, open a browser to [SERVER NAME] : [PORT]/console. Using the
previous installation example, you should point your browser to:

http://localhost:8080/console

The browser should render the TcatServer Administration Console shown
below.

The default login is: admin/admin.

Once you have logged into the administration console, you will be presented
with a global dashboard that you may customize once you have dismissed the
“Tcat Server - Quick Start” panel.

First make sure that you have started the previously installed managed server.
Clicking on the Servers tab in the console, you will see a server listed as Unreg-
istered.
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T =lEe=.
9 MuleSoft %
€ > CH O 080/ console/login,sp; 1id=981ACAD7B4BD2F3DC75D2877F320E3D0 FEIICRCRN

[@] A Collection of WM... §3 (@] JRockit Command L. (J Other bookmarks

‘/ﬁ MuleSoft™| Tcat Server™

Copyright ©2008-2011 MuleSoft, inc., AllRights Reserved

Figure 14.24: Tcat Admin Console login

Unregistered servers are servers that have the Tcat management agent in-
stalled but are not added to the administration console. You may add the un-
registered server by selecting either Register or Register & Add To Group.

If you choose to use Register & Add To Group, the server is added to the
desired server group (e.g. Development). For the purpose of this guide, we’ll
register the server to the Development group.

After registering the server, you will have access to view its health status, log
files and more. Feel free to walk through the console to examine its capabilities,
like reviewing log files, current thread status and deployed web applications.

More information is available at MuleSoft’s web site.

Managing and Monitoring Servers

+ Using the Server Dashboard
« Working with Server Groups

+ Monitoring Servers (View Apps, Threads, etc)
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(© MuleSoft | Teat Server x

« C | ® localhost:8180/console/indexjsp PxdE
F————
[3 Do you want Google Chrome to save your password? | Save password | | Never for tis site | %

Welcome, Administrator  Help | Log Out

'® MuleSoft™| Tcat Server™

| pashboard Servers Deployments | Alerts Repository | Administration
[ Add Portst =
Server Health [@%] | Deployment Status @I
Total Servers: 0 ServersUp: 0 Servers Down: 0 Active Sessions: 0 0 Failed: 0 o 0
Name . Uptime | Free emory | Total Hemory Hame « Status. Webapps Last Hodified
Webapp Status Raised Alerts ([@l%)

Total Alerts: 0 Unread: 0 Fatal: 0 Critical: 0

Name Depioyment Status | Sessions
Server Name Date.

Your trial license will expire in 20 days. | Contact Tcat Server Team | Support | About Teat Server | © MuleSoft, inc. Allrights reserved

|>,i

Figure 14.25: Customizable Tcat Admin Console

« Monitoring a JMX Agent

« Scripts to Save JMX Metrics to CSV Files
Managing Tcat Web Applications

» Monitoring Applications

« Deploying Applications

« Using the Repository

« Setting Security on Repository Artifacts
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(® MuleSoft | Tcat Server

« € | localhost:8180/consolefindexjsp#server/local$acf72bd8-add7-435a-a7c3-0ce239e07827/dashboard *T X
vy Welcome, Administiator  Help | Log Out
M MuleSoft™| Tcat Server™
Dashboard Servers Deployments Rlerts Repository Administration I
glcnEiouny Rename = Server Details: Apache Tomcat 6.0.32-192.168.1.32-8080 =
b @Al
4§ Development (1) @ Use these tabs to view and edit details for this server. For more information, diickthe Help link
W Apachs Tomest 0524529601 | [ punnomra | wiebapps, | System | saes [ iogs | mvese | states | commectors | ame | settngs
b @ Production (0)
e R Server
(] overview
b Test(n)
@ Unregistered (0} Server  Windows 7 05 61 Last Aug 18,2011 45343 Uptime: 56 mins 40
os: Version: Restart  PM
VM SunMicrosystems  Tomcat:  Apache server Development
Vendor:  Inc. Tomcat6.0.32 Group:
Deployment Status Server Metrics
Hame o Status Last Nodified Name » Last Data | Trend Changes
05 CPU Usage 0% 1
[T
05 Swap Usage Obytes
05 Memory Usage 168 ——
1V Memory Usage BUE A AmnsnmAn
Request Count 25imin J‘
Avg Response Time 197 ms }(
Error Count omin
‘ i ] 0 -
=
Your trial license will expire in 20 days. | Contact Tcat Server Team | Support | About Teat Server | © WuleSoft, Inc. Allrights reserved
fowcs

Figure 14.26: Monitoring a registered server

Deploying Liferay Portal

As part of the installation process, the current version of Liferay Portal and a
number of Liferay Plugins have been provisioned into the Tcat repository. You
can view them by clicking on the “Repository” tab.

There are two components in the Tcat Repository:

« Profiles: application profiles to be applied to the Tcat managed servers.
Contains configuration, shared libraries and more.

« Applications: deployable WAR files for web applications and Liferay Plu-
gins.
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(@ MuleSoft | Tcat Server X

€

*

€' | @ localhost8180/console/indexjsp#browse

459

w A

3 oo you want Google Chrom

10 save your password? | Save password | | Never for ths site | x

)

b I3 tunneb-web.war
[ vimeo-portiet£.0.12
[ weather-portet5.0
> [ web-form-portet &
b I wiknavigaton-por

MuleSoft™| Tcat Server™
e R e —
o [ socianetworking * | All Items

Welcome, Administrator  Help | Log Out

@ The repository stores applications and other objects as artifacts. Artifacts are organized nto workspaces... [more]

I Ky

New Workspacs | New Artifact | D=leie

Author Type

Name

> [T werp-portet 50,12
[T wysiwyg-portet 6
I youtube-porte-5.0.

Applcations. System Workspace

(3 Profies.

System Workspace
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4 (] Heray-portal£.0.12
aCim
4Cext
- [T sctationjr
o [ coppiar
- [ hsaliar
b [ ms jar
v [T faar
o [ pasiar
> [ it ar
[ maior
- [ mysatjar
- [T persistencejor
b [T portarbundiepi
b [T portakservice i
b [T portetjar
4 [T postoresalr
> [ supportiomeat ~

[P—— v

<

Your triallicense will expire in 16 days. | Contact Teat Server Team | Support | About Tcat Server | ©MWuleSoft, Inc. Allrights reserved

o

fouca)

Figure 14.27: Tcat Repository profiles

To begin Liferay deployment, we must first create a Liferay license profile to
be deployed to the managed server:

—_

. First create a new workspace under Profiles. Select Profiles in the left naviga-
tion and then click the New Workspace button.

. Within the new workspace Liferay Portal Trial License, create another folder
called deploy.

. In the deploy folder, select New Artifact and upload a new license file.

After completing the above, you have successfully uploaded your Liferay
Portal license file into the Tcat repository. The final step is to create a server
profile from the Administration tab.
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"@ MuleSoft"| Tcat Server™
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Your triallicense will expire in 16 days. | Contact Tcat Server Team | Support | AboutTcat Server | ®MukSoft, Inc. All rights reserved
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Figure 14.28: Tcat Repository: Applications

Server Profiles shows the list of available Server Profiles and the option to
create a new profile.

When creating a server profile for the Liferay Portal Trial License, you will
need to select the workspace folder created in the previous step. This ensures
that when you apply the profile, Tcat uses the latest version of the license file.

Once you’ve created the server profile for your Liferay Portal EE license, you
may begin deploying Liferay to the managed server.

The first step is to apply two server profiles, one for the license and the other
for Liferay Portal. Applying the license profile does not require a restart of the
server.

The second profile to be applied is the Liferay server profile. In the example
shown we applied the profile for Liferay Portal EE 6.1.

The Liferay Portal server profile requires a server restart. If you have the
managed server configured as a Windows or Linux service, you may restart the
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180/« 4-432f-9233-823ac2001304

I3 0o you want Google Chrome to save your password? | save password | | Never for this site

Add New Workspace.
’7Name: Liferay Portal Tral License|

[oasa [ cose |

Figure 14.29: Creating a new workspace for Liferay license profile

server directly from the console by selecting the server and clicking “Restart”.

With both profiles applied, we can now deploy the Liferay Portal WAR to
the appropriate server.

The Deployments tab contains tools that assist in creating a deployment and
targeting it to specific servers. Once you create a deployment, you may target
it to any number of servers or deployment groups.

When creating a deployment, you may choose a WAR file already uploaded
into the repository or you may choose to upload a new WAR file. We recom-
mend using a WAR file from the repository for non-development deployments.
This ensures you consistently deploy the correct version to your environments.

Since we are deploying Liferay Portal for the first time, we choose the ROOT.war
file.

After selecting the appropriate web application, you may choose which Servers
to deploy to. In this example, we deploy to the Tomcat instance labeled Liferay
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(® MuleSoft | Tcat Server x
<« €' | @ localhost:8180/console/index jsp#server-profiles v N
——
[ Do you want Google Chrome tosave your password? | Save password | | Never for ths site | x
AR Welcome, Administrator  Help | Log Out
M MuleSoft"| Tcat Server™
Manage Server Profiles
Users (i) Aserver profile is a set offiles and environment variables that you can publish to multiple Tomcat instances simultaneously. Note... [more]
User Groups [ q New [ impor From Fie | import From UAL | Delete
License
Server Profics Name Descripton
vty Ueray 6012 Tisishe Lieray 0,12 Potl sover rof fo e wih TestServer
‘Admin Shel
Scheduler
Activity
o
Your tiallicense will expire in 16 days. | Contact Teat Server Team | Support | AboutToat Server | HukeSoft I, Allrghts reservea
fouc:

Figure 14.30: Viewing server profiles

Portal Instance 1.

After choosing to deploy the application, the Tcat console informs you of
the current deployment status (e.g. “Successful”). Assuming you followed the
previous steps and the deployment successfully completes, you will be able to
access Liferay Portal on the target Tomcat instance.

Deploying Liferay plugins on Mule Tcat

Liferay Portal Tcat Edition works with all the appropriate Liferay EE Plugins,
including:

« Kaleo workflow engine

« Knowledge base



14.8. INSTALLING LIFERAY ON MULE TCAT 463

€ < € |© localhost:8180/console/indexjsp#servers/all RN
=2 =
[ 0o you want Google Chvome to save your password? | save password ] | Never for tissite | x
AN Welcome, Administrator Help | Log Out
) Mutesoft"| Tcat Server=
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— Al Servers
B
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» B Producton
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) BT @ oy roraimomnee | ApacheTomcale 052 ipihacanosts0s0, apocabosts feray 5012

8 Unregistered (1)

Liferay Portal Trial License:

=

Your trial license will expire in 16 days.

s Contact Teat Server Team | Support | About Teat Server | © uleSoft Inc. Allrights reserved
localhost8180/console/indexjsp#

Figure 14.31: Apply Liferay Portal trial license

o Chat

« Private messaging

You may choose to deploy these plugins to the appropriate servers by follow-

ing the same steps as for deploying Liferay Portal, specifying the appropriate
plugin WAR file instead of the ROOT.war.

Other plugins that may be downloaded and added to this repository include:
o Audit

« Report engine and console

« Drools integration.
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Figure 14.32: Apply Liferay profile

You may download these plugins from the Liferay Customer Portal and man-
ually add them to the Tcat repository.

Mule Tcat provides an enterprise grade solution to managing Tomcat servers.
If you need a complete stack, combining Liferay Portal with Mule Tcat gives you

everything you need to run a fully supported and robust portal environment for
your enterprise.

14.9 Installing Liferay on GlassFish 3

Liferay Home is three folders above your GlassFish domain folder.
For example, if your domain location is

/glassfish-3.1-web/glassfish3/glassfish/domains/domaini,

Liferay Home is
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© MuleSoft | Teat Sever

€ - C [® localhost:8180/console/index;sp#deployments/new/details

‘Add Web Application From Repository:
(mm.w | ooz ¥

oc || camcel |

Figure 14.33: Choosing a web application for deployment

/glassfish-3.1-web/glassfish3/.

If you don’t already have an existing GlassFish server, we recommend that
you download a Liferay/GlassFish bundle.* If you have an existing GlassFish
server or would like to install Liferay on GlassFish manually, please follow the
steps below.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies.’ The Liferay .war file should be called

liferay-portal-6.1.x-[date] .war

and the dependencies file should be called

liferay-portal-dependencies-6.1.x-[date] .zip

*http://wwwliferay.com/downloads/liferay-portal/available-releases
*http://www.liferay.com/downloads/liferay-portal/additional-files
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Figure 14.34: Completing Liferay Portal deployment

These instructions assume that you are running the latest supported version
of Glassfish (currently 3.1.2.2), have already configured a domain and server,
and that you have access to the GlassFish administrative console.

Let’s start out by installing the JAR files you will need.

Dependency Jars

Liferay depends on jar files found in the Liferay Dependencies Archive. You
should also have installed your database driver.

1. Navigate to the folder that corresponds to the domain in which you’ll be
installing Liferay. Inside this folder is a sub-folder named 1ib.

Unzip the Liferay dependencies archive so that its . jar files are extracted
into this 1ib folder.
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(© MuleSoft | Teat Server = 3 Issue Navigator - Liferay sz %] s Welcome - iferay.com
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Figure 14.35: Accessing Liferay Portal on Liferay Portal Instance 1

2. Make sure the JDBC driver for your database is accessible to GlassFish as
well. Obtain the JDBC driver for your version of the database server. In the
case of MySQL, use mysql-connector-java-{$version}-bin. jar. You
can download the latest MySQL JDBC driver.® Extract the JAR file and copy
it to 1ib.

Terrific, you have your JAR files just where you’ll need them. Next we’ll
configure your domain.

Domain Configuration There are a couple of modifications you need to make
in your domain to use Liferay Portal.

1. Before starting GlassFish, modify your domain’s configuration to do the fol-
lowing:

®http://www.mysql.com/products/connector/
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Figure 14.36: Uploading new plugins into Tcat

Set the file encoding
Set the user time-zone
Set the preferred protocol stack

Prevent the application server from setting static fields (final or non-final)
tonull

Increase the default amount of memory available.
Modify

/glassfish-3.1-web/glassfish3/glassfish/domains/domainl/config/domain.xml

merging in the following JVM options into the current list of JVM options
within your <java-config> element:

<jvm-options>-Dfile.encoding=UTF8</jvm-options>
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<jvm-options>-Djava.net.preferIPv4Stack=true</jvm-options>
<jvm-options>-Dorg.apache.catalina.loader.WebappClassLoader. \
ENABLE_CLEAR_REFERENCES=false</jvm-options>
<jvm-options>-Duser.timezone=GMT</jvm-options>
<jvm-options>-Xmx1024m</jvm-options>
<jvm-options>-XX:MaxPermSize=512m</jvm-options>

Be sure that any existing options with values such as

-Dfile.encoding

-Djava.net.preferIPv4Stack
-Dorg.apache.catalina.loader.WebappClassLoader.ENABLE_CLEAR_REFERENCES
-Duser.timezone

-XX:MaxPermSize

are replaced with the new values listed above.
For example, replace:
<jvm-options>-Xmx256m</jvm-options>
with this:
<jvm-options>-Xmx1024m</jvm-options>

2. Delete, rename or move the domainl/docroot/index.html file to another
location to allow your Liferay Portal default page to be displayed.

Next, let’s get your database configured.

Database Configuration

If you want to use GlassFish to manage your domain’s data source, follow the
instructions found in this section. If you want to use Liferay Portal to manage
your data source, you can skip this section.

1. Start your domain’s application server if it is not already running.
2. Go to the GlassFish console URL: http://localhost:4848.

3. Under Common Tasks, navigate to Resources — JDBC — JDBC Connection
Pools

4. Click New....
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Home Abo
User: admin  Role: domain1 = Server: I
GlassFish™ Server Open Sou

tal # of available upd:

Tree

Common Tasks |l

@ Domain
[l server (Admin Server)
Clusters I
[E] Standalone Instances
> G Nodes
[=] Applications
i Lifecycle Modules
¥ [ Resources
* [@ JoBC
> JDBC Resources
BRl=
[& DerbyPool
B _TimerPool
> g Connectors
i Resource Adapter Configs
v Configurations —

Figure 14.37: Navigate to JDBC Connection Pools

New JDBC Connection Pool (Step 1 of 2)

Identify the general settings for the connection pool.

[text ] [ Cancel |

* Indicates required fisld
General Settings

Pool Name: * [LiferayPool |
Resource Type:

|javax.sqI.ConnectionPoo\DataSource E'
Must be specified if the datasource class implements more than 1 of the interfface.
Database Driver Vendor: | MySql E'

Select or enter a database driver vendor

Figure 14.38: Glassfish JDBC Connection Pool
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5. Inthe first screen (Step 1 of 2), give your connection pool the name Liferay-
Pool, the resource type of javax.sql.ConnectionPoolDataSource and
select your database driver vendor (e.g. MySQL) as follows:

6. Click Next to advance to the next step in creating your JDBC connection
pool.

7. On the this screen (Step 2 of 2), scroll down to the Additional Properties sec-
tion.

Additional Properties (8)

[E_:J Lg_j | | Add Property | Delete Properties
| | Name 4y ‘ Value 4y | Description: 4y
|porlNumher | ‘ ‘ | ‘
|datahaseName | ‘ ‘ | ‘
|datasourceName | ‘ ‘ | ‘
|m\eName | ‘ ‘ | ‘
|networkProtoco\ | ‘ ‘ | ‘
il [ \
| [ \
il il \

|sswerNams
[user
|passwurd

[[Prevous | [[Finish | [ Cancel |
Figure 14.39: Glassfish JDBC Connection Pool Properties

8. Replace or add the following properties ...
+ URL: the URL of your connection pool.

For example,

jdbc:mysql://localhost/lportal?useUnicode=true&amp;characterEncoding=UTF-8 \
&amp; emulateLocators=true

Note, if you are using the above example, you should specify the name of
your database in place of lportal. Likewise, if your database is not on the
same host as GlassFish, specify your the database server’s host name in place
of localhost. Lastly, specify your database type in place of jdbc:mysql.

« user: the name of your database user.
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+ password: your database user’s password.
10. Click Finish.

You should now see your LiferayPool connection pool listed under Re-
sources — JDBC — JDBC Connection Pools

11. Test your connection by selecting your LiferayPool connection pool and

clicking Ping.

If you get a message stating Ping Succeeded, you’ve succeeded in setting up
a connection pool of your data source!

13. Now, you’ll setup a JDBC resource to refer to the LiferayPool connection
pool you just created.

14. Navigate to Resources — JDBC — JDBC Resources to show the current JDBC
resources listed by their JNDI names.

15. Click New....

16. Set the JNDI name to jdbc/LiferayPool and select LiferayPool as the
pool name.

17. Click OK.

Congratulations! You’ve now configured your domain’s data source on Glass-
Fish!
Mail Configuration

If you want to use GlassFish to manage your mail session, follow GlassFish’s
documentation on configuring a JavaMail session with a JNDI name of

mail/MailSession

If you want to use Liferay Portal to manage your mail session, you can skip this
step.
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Domain Configuration - Continued

Let’s tie up some loose ends with regards to Liferay being able to access your
database and mail session.

2. Shutdown your domain’s application server if it is currently running.

3. Create a portal-ext.properties file in the Liferay Home folder men-
tioned at the beginning of this GlassFish installation section.

4. If you are using Glassfish to manage your data source, add the following to
your portal-ext.properties file in your Liferay Home to refer to your
data source:

jdbc.default.jndi.name=jdbc/LiferayPool

Otherwise, if you are using Liferay Portal to manage your data source, follow
the instructions in the Deploy Liferay section for using the setup wizard.

4. If want to use Liferay Portal to manage your mail session, you can configure
the mail session within Liferay Portal. That is, after starting your portal as
described in the Deploy Liferay section, go to Control Panel — Server Admin-
istration — Mail and enter the settings for your mail session.

If you are using GlassFish to manage your mail session, add the following to
your portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

Liferay can now communicate with your database and mail session. So let’s
go ahead and deploy Liferay.

Deploy Liferay

Here are the steps you’ll need to follow to deploy Liferay Portal to your domain’s
server. Before you deploy Liferay Portal, let’s consider whether you want to also
start the setup wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.
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If this is your first time starting Liferay Portal 6.1, the setup wizard is auto-
matically invoked. If you want to re-run the wizard, specify setup.wizard.en-
abled=true in your properties file (e.g. portal-setup-wizard.properties).

setup.wizard.enabled=true
The setup wizard is then invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if want
to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

Once you run the setup wizard, the portal-setup-wizard.properties
file it creates already has setup.wizard.enabled=false conveniently speci-

fied for you.

Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.

1. Start your domain’s application server.

2. Go to the GlassFish console URL: http://localhost:4848
3. Click Applications in the tree on the left.

4. Click Deploy.

5. Under Packaged File to Be Uploaded to the Server, click Choose File and browse
to the location of the Liferay Portal .war file. Enter Context Root: /

6. Enter Application Name: liferay-portal
7. Click OK.
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Deploy Applications or Modules Lok |

Specify the location of the application or module to deploy. An application can be in a packaged file or specified
as a directory

* Indicates required field
Location: @ Packaged File to Be Uploaded to the Server
ID:\g it-stuffiliferay-portal\dist\liferay-portal-6.1.0.war | Browse...

(@) Local Packaged File or Directory That Is Accessible from GlassFish Server

‘ | Browse Files_ Browse Folders. ..

Type: * [web Application :

Context Root: [1 |
Path relative to server's base URL.
Application Name:; * [liferay-portal |

Virtual Servers: I -
server

Associates an Internet domain name with a physical server

Status: Enabled
Allows users to access the application.
Precompile JSPs:

Precompiles JSP pages during deployment

Figure 14.40: Deploying Liferay in GlassFish 3.1.x

« If you disabled the setup wizard, your site’s home page opens in your
browser at http://localhost:8080.

« Otherwise, the setup wizard opens in your browser.

See the section on the setup wizard above for how to use the setup wizard.
Your installation of Liferay Portal on GlassFish is complete!

14.10 Installing Liferay on Jetty 7

Liferay Home is one folder above Jetty’s install location.
For this section, we’ll refer to Jetty server’s installation location as

$JETTY_HOME
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If you do not already have an existing Jetty server, we recommend you download
a Liferay/Jetty bundle from Liferay’s web site.” If you have an existing Jetty
server or would like to install Liferay on Jetty manually, please follow the steps
below:.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies.® The Liferay .war file should be called
liferay-portal-6.1.x-<date>.war and the dependencies file should be called
liferay-portal-dependencies-6.1.x-<date>.zip.

Now that you have all of your installation files, you’re ready to start in-
stalling and configuring Liferay on Jetty.

Dependency Jars

Let’s work with the Liferay depenency jar files first.

1. Create folder $JETTY_HOME/lib/ext/liferay.

2. Unzip the jar files found in the Liferay Portal Dependencies zip file to your
$JETTY_HOME/lib/ext/liferay folder. Take care to extract the zip file’s
. jar files directly into this folder.

3. Next, you need several . jar files which are included as part of the Liferay
source distribution. Many application servers ship with these already on
the class path but Jetty does not. The best way to get the appropriate ver-
sions of these files is to download the Liferay source code and get them
from there. Once you have downloaded the Liferay source, unzip the source
into a temporary folder. We’'ll refer to the location of the Liferay source as
$LIFERAY_SOURCE.

Copy the following jars from $LIFERAY_SOURCE/1ib/development to your
$JETTY_HOME/lib/ext/liferay folder:

« activation. jar
« jta.jar
» mail. jar

» persistence. jar

"http://www liferay.com/downloads/liferay-portal/available-releases
8http://www.liferay.com/downloads/liferay-portal/additional-files
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4. Make sure the JDBC driver for your database is accessible to Jetty. Obtain the
JDBC driver for your version of the database server. In the case of MySQL,
use mysql-connector-java-{$version}-bin. jar’. Extract the JAR file
and copy it to $JETTY_HOME/lib/ext/liferay.

Now that your . jar files are in place, let’s configure your domain.

Jetty Configuration

To get Jetty ready for running Liferay Portal, you must make a number of mod-
ifications that involve configuration files, initialization files and run scripts.

1. Createastart.configfile to modify the behavior of Jetty’s start . jar. It’s
best to base your start.config file on the default one found in start. jar.

2. Extract the default start config file org/eclipse/jetty/start/start.con-
fig from the start. jar into $JETTY_HOME/etc. The file $JETTY_HOME/-
etc/start.config should be in the $JETTY_HOME/etc folder.

3. Add the following property assignment to $JETTY_HOME/etc/start.config
to specify where Jetty should write its logs:

jetty.logs=$(jetty.home)/logs

4. Add the following directive to $JETTY_HOME/etc/start.config to load
all of the . jar and .zip files found in your $JETTY_HOME/lib/liferay
folder into your class path:

$(jetty.home)/lib/liferay/*

Now that your class loading is specified, let’s create initialization files and
run scripts that invoke these configuration directives during Jetty’s startup pro-
cess.

2. Create initialization file: $JETTY_HOME/bin/start.ini

START=../etc/start.config
OPTIONS=Server, jsp,resources

../etc/jetty.xml
../etc/jetty-deploy.xml
../etc/jetty-webapps.xml
../etc/jetty-contexts.xml
../etc/jetty-testrealm.xml

*http://www.mysql.com/products/connector/
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This initialization file does the following:

+ Sets $JETTY_HOME/etc/start.config as your starting configuration
file.

» Sets your server options.

« Specifies a sequence of deployment descriptor files to be processed.
3.Create a run script appropriate to your operating system:

« On Windows, create: $JETTY_HOME/bin/run.bat

Q@echo off

if "" == "} JAVA_HOMEJ" goto errorJavaHome

set "JAVA_OPTS=-Djetty.version=7.5.4 -Djetty.version.date=20111024 \
-Dfile.encoding=UTF8 -Djava.io.tmpdir=../temp \
-Djava.net.preferIPv4Stack=true -Duser.timezone=GMT \
-Xmx1024m -XX:MaxPermSize=256m"

"%JAVA_HOME),/bin/java" %JAVA_OPTS) -jar ../start.jar

goto end

:errorJavaHome
echo JAVA_HOME not defined.

goto end

send

o On Unix/Linux, create: $JETTY_HOME/bin/run.sh

#!/bin/sh

if [ ! $JAVA_HOME ]

then
echo JAVA_HOME not defined.
exit

fi

export JAVA_OPTS="-Djetty.version=7.5.4 -Djetty.version.date=20111024 \
-Dfile.encoding=UTF8 -Djava.io.tmpdir=../temp \
-Djava.net.preferIPv4Stack=true -Duser.timezone=GMT \
-Xmx1024m -XX:MaxPermSize=256m"

$JAVA_HOME/bin/java $JAVA_OPTS -jar ../start.jar



14.10. INSTALLING LIFERAY ON JETTY 7 479

3. Create a context file $JETTY_HOME/contexts/root.xml to specify the con-
text, classpath and resource base of your web application:

<?xml version="1.0"7>
<!DOCTYPE Configure PUBLIC "-//Mort Bay Consulting//DTD Configure//EN"
"http://jetty.mortbay.org/configure.dtd">
<Configure class="org.eclipse.jetty.webapp.WebAppContext">
<Set name="contextPath">/</Set>
<Set name="extraClasspath">
<SystemProperty name="jetty.home" />/1ib/jetty-server—

<SystemProperty .version" />.v
<SystemProperty name="j .version.date" />.jar,
<SystemProperty name="jetty.home" />/1lib/jetty-util-
<SystemProperty .version" />.v
<SystemProperty name="j .version.date" />.jar,

<SystemProperty name="jetty.home" />/1ib/jetty-webapp-
<SystemProperty name="j .version" />.v
<SystemProperty name="jetty.version.date" />.jar</Set>
<Set name="resourceBase">
<SystemProperty name="jetty.home" />/webapps/root</Set>
</Configure>

4. Lastly, create the following folders:

« $JETTY_HOME/logs - for log files

« $JETTY_HOME/temp - for temporary files. Note, this folder is specified to
our JVM as a temporary folder in the run script you created previously.

Now that your general Jetty startup files are set in place, let’s consider how
you will manage your data source.

Database Configuration

If you want to manage your data source within Jetty, continue following the
instructions in this section. If you want to use the built-in Liferay data source,
you can skip this section.

1. Management of databases in Jetty is done via the file $JETTY_HOME/etc/jet-
ty.xml. Edit jetty.xml and insert the following text within the root ele-
ment <Configure> to specify the data pool for your data source. Be sure to
pass in value jdbc/LiferayPool as the second argument.

<New id="LiferayPool" class="org.eclipse.jetty.plus.jndi.Resource">
<Arg></Arg>
<Arg>jdbc/LiferayPool</Arg>
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<Arg>
<New class="com.mysql.jdbc.jdbc2.optional.MysqlConnectionPoolDataSource">
<Set name="Url">jdbc:mysql://localhost/lportal?
useUnicode=true&amp; characterEncoding=UTF-8</Set>
<Set name="User'">root</Set>
<Set name="Password">root</Set>
</New>
</Arg>
</New>

Be sure to replace the URL database value (i.e. lportal), user value and
password value with values specific to your database.

2. Your data pool needs Jetty’s JNDI and Jetty Plus libraries loaded to access
those classes at runtime. Your $JETTY_HOME/etc/start.config file should
have sections that load these libraries as long as jndi and plus options are
specified at startup.

To set these options, edit your $JETTY_HOME/bin/start.ini file and add
jndi and plus as values for the OPTIONS variable:

OPTIONS=Server, jsp,resources, jndi,plus

Super! Now you have your database specified and ready for use with Liferay
on Jetty. Let’s consider your mail session next.

Mail Configuration

If you want to manage your mail session within Jetty, use the following in-
structions. If you want to use the built-in Liferay mail session, you can skip this
section.

Management of mail sessions in Jetty is done via the configuration file $JET-
TY_HOME/etc/jetty.xml. Edit jetty.xml and insert the following text within
the root element <Configure> to specify your mail session. Be sure to pass in
value mail/MailSession as the first argument and to replace the mail session
values with your own.

<New id="MailSession" class="org.eclipse.jetty.plus.jndi.Resource">
<Arg>mail/MailSession</Arg>
<Arg>
<New class="org.eclipse.jetty.jndi.factories.MailSessionReference">
<Set name="user"></Set>
<Set name="password"></Set>
<Set name="properties">
<New class="java.util.Properties">
<Put name="mail.pop3.host">pop.gmail.com</Put>
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<Put
<Put
<Put
<Put
<Put
<Put
<Put
<Put

name="mail

name="mail

name=

.pop3.port">110</Put>
name="mail.
.smtp.password">password</Put>
name="mail.
name="mail.
name="mail.
mail.
name="mail.

smtp.host">smtp.gmail.com</Put>

smtp.user">user</Put>
smtp.port">465</Put>
transport.protocol">smtp</Put>
smtp.auth">true</Put>
smtp.starttls.enable">true</Put>

<Put name="mail.smtp.socketFactory.class">javax.net.ssl.SSLSocketFactory</Put>

<Put

name="mail.

imap.host">imap.gmail.com</Put>

<Put name="mail.imap.port">993</Put>
<Put name="mail.store.protocol">imap</Put>

</New>
</Set>
</New>
</Arg>
</New>

Great! Now you’ll be able to use this mail session with Liferay.

Configuring data sources and mail sessions

Let’s revisit your configuration to make sure we’ll be able to access your data
source and mail session from Liferay Portal.

1. First, navigate to the Liferay Home folder, which is one folder above Jetty’s
install location. Create a file named portal-ext.properties.

2. If you are using Jetty to manage your data source, add the following to your
portal-ext.properties file in your Liferay Home to refer to your data

source:

jdbc.default. jndi.name=jdbc/LiferayPool

Otherwise, if you are using Liferay Portal to manage your data source, follow
the instructions in the Deploy Liferay section for using the setup wizard.

3. If want to use Liferay Portal to manage your mail session, you can configure
the mail session within Liferay Portal. That is, after starting your portal as
described in the Deploy Liferay section, go to Control Panel — Server Admin-
istration — Mail and enter the settings for your mail session.

Otherwise, if you are using Jetty to manage your mail session, add the fol-
lowing to your portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

Let’s start your server and deploy Liferay Portal!
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Deploy Liferay

Liferay can be deployed as an exploded web archive within $JETTY_HOME/web-
apps.

1.

If you already have an application folder $JETTY_HOME/webapps/root, delete
it or move it to a location outside of $JETTY_HOME/webapps.

. Then extract the contents of the Liferay portal . war file into $JETTY_HOME/web-

apps/root.

. Before you start Liferay Portal, let’s consider whether you want to also start

the setup wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, setup your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is invoked

on server startup. If you want to re-run the wizard, specify setup.wizard.en-
abled=true in your properties file (e.g. portal-setup-wizard.properties).

setup.wizard.enabled=true

The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if want
to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-

ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates has

setup.wizard.enabled=false conveniently specified for you.

Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.




14.11. INSTALLING LIFERAY ON jBOSS 5.1 483

Now its time to launch Liferay Portal!

4. StartLiferay Portal by executing run.bat (Windows) or run. sh (Unix/Linux)
script from $JETTY_HOME/bin.

« If the setup wizard was disabled, your site’s home page opens in your
browser at http://localhost:8080.

« Otherwise, the setup wizard opens in your browser.

See the section on the setup wizard above for more information about the
setup wizard.
You’ve just installed and deployed Liferay Portal on Jetty - way to go!

14.11 Installing Liferay on JBoss 5.1

Liferay Home is one folder above JBoss’s install location.

1. Download and install JBoss EAP 5.1.x into your preferred directory. This
directory is referred to as $JBOSS_HOME throughout this section.

2. Download the latest version of the Liferay Portal .war file.

3. Download Liferay’s Portal Dependencies.

Now that you have all of your installation files, you are ready to start in-
stalling and configuring Liferay on JBoss.

Configuring Dependencies

First we’ll take care of dependencies and potential conflicts.

1. Unzip Liferay’s dependencies to $JB0SS_HOME/server/default/lib.

2. Download your database driver . jar file and put it into the folder as well.
For demonstration purposes, we’ll download the MySQL Connector/J driver
from http://dev.mysql.com/downloads/connector/j/ and put its . jar file into
the $JBOSS_HOME/server/default/1ib folder.

3. Next we’ll delete JBoss’s Hibernate Validator and HSQL JARs to prevent con-
flicts with Liferay’s JARs. Remove the following files from $JB0SS_HOME/ com—
mon/1ib:
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hibernate-validator. jar
hsqldb. jar
hsqldb-plugin. jar

Next we need to clean up the entries for the JAR files that we deleted.

1. Open $JBOSS_HOME/server/default/conf/login-config.xml in atext
editor.

2. Comment out the blocks with the name Hsq1DBRealm and JmsXARealm around
lines 41-64.

We'll also delete some other files that can cause conflicts with Liferay when
it’s deployed.

1. Remove the following files from $JBOSS_HOME/ . . /server/default/deploy:

/messaging
ejb2-container-jboss-beans.xml
ejb2-timer-service.xml
ejb3-connections-jboss-beans.xml
ejb3-container-jboss-beans.xml
ejb3-interceptors-aop.xml
ejb3-timerservice-jboss-beans.xml
hsqldb-ds.xml

jms-ra.rar

mail-ra.rar

mail-service.xml
profile-service-secured. jar
uuid-key-generator.sar

2. Delete the following in $JBOSS_HOME/ . . /server/default/deployers:

jboss-ejb3-endpoint-deployer. jar
messaging-definitions-jboss-beans.xml

Deploying Liferay

Now that we’ve added all of the necessary dependencies and removed unnec-
essary files, it’s time to deploy Liferay.

1. Navigate to $JBOSS_HOME/ . . /server/default/deploy/RO0T.war and delete
all the content of the folder.
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2. Extract the contents of the Liferay WAR file into this folder.
3. Create a file named jboss-classloading.xml in

$JBOSS_HOME/ . . /server/default/RO0T.war/WEB-INF

and add the following contents to it:

<classloading xmlns="urn:jboss:classloading:1.0"
parent-first="false"

domain="LiferayDomain"

export-all="NON_EMPTY"

import-all="true">

</classloading>

This configuration file defines a domain that does not allow parent classes to
load first. Instead, Liferay Portal’s classes are exported. Since JBoss comes
with its own Hibernate JARs, the above configuration is needed to tell Liferay
to ignore these JARs and to use its own JARs instead. If you omit this con-
figuration, you may encounter a Hibernate exception. It’s also necessary to
add a jboss-classloading.xml file to the WEB-INF folder of each Liferay
plugin; see the Deploying Plugins section below.

4. Create a portal.ext.properties file in $LIFERAY_HOME (one level above
$JBOSS_HOME) and add the following properties:

hibernate.validator.apply_to_ddl=false
hibernate.validator.autoregister_listeners=false

5. Delete the following files from the $JB0OSS_HOME/ROOT . war/WEB-INF/1ib:

jaxrpc.jar
stax.jar
xercesImpl.jar
xml-apis. jar

6. Add the following lines to your portal.ext.properties file:

NOTE: The autodeploy folder must be set with the full name of the folder;
you can’t use any variables to define the location.

auto.deploy. jboss.dest.dir=${jboss.home.dir}/server/default/deploy
auto.deploy.deploy.dir=C:/JBoss-<version>/deploy

7. Start the JBoss Application Server.

Liferay is now successfully installed on JBoss 5.1.
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Deploying plugins

Add a jboss-classloading.xml to the WEB-INF folder of each plugin, with
the following content:

<classloading xmlns="urn: jboss:classloading:1.0"
domain="PLUGINNAME-portlet"
parent-domain="LiferayDomain"
parent-first="false"
top-level-classloader="false"
export-all="NON_EMPTY"

import-all="false">

</classloading>

The LiferayDomain referenced in the above configuration is the domain we
defined above during step 3 of the Deploying Liferay section. Configuring plu-
gins to use the Liferay domain ensures that if JBoss and Liferay have different
versions of a JAR file, the plugin uses Liferay’s version. Without this configu-
ration, Liferay plugins might end up using the wrong versions of JAR files. You
can configure this before or after the plugin WAR is deployed, as long as JBoss
is not running. Of course, it’s best to make this configuration before deploy-
ment. Otherwise, if there’s a JAR conflict, you’ll have to shut down your server,
configure the plugin to use the Liferay domain, and restart the server.

To set up a hot deploy folder and have plugins automatically copied to the
right place, add the following lines to your portal-ext.properties file:

\index{plugin}
\index{hot deploy}

auto.deploy. jboss.dest.dir=${jboss.home.dir}/server/default/deploy
auto.deploy.deploy.dir=/opt/jboss-eap-5.1/deploy

The first line is the value for the default server; if you’ve installed Liferay in
something other than the default, change it accordingly. The path in the second
line should point to the deploy folder configured for JBoss.

Liferay also runs on JBoss 7. Let’s see how we’d get it installed on that
version of JBoss.

14.12 Installing Liferay on JBoss 7

Liferay Home is one folder above JBoss’s install location.

1. Download and install JBoss AS 7.0.x into your preferred directory. This di-
rectory is referred to as $JBOSS_HOME throughout this section.
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2. Download the latest version of the Liferay Portal .war file.

3. Download Liferay’s Portal Dependencies.

Now that you have all of your installation files, you are ready to start in-
stalling and configuring Liferay on JBoss.

Dependency Jars

Let’s work with the dependency jar files first.

1. Create folder $JB0SS_HOME/modules/com/liferay/portal/mainand un-
zip the jar files found in the Liferay Portal Dependencies zip file to this folder.
Make sure there are no subdirectories; the files should be in this folder di-
rectly.

2. Download your database driver . jar file and put it into the same folder as
above. For demonstration purposes, we’ll download the MySQL Connector/J
driver from http://dev.mysql.com/downloads/connector/j/ and put its . jar
file into the $JB0SS_HOME/modules/com/liferay/portal/main folder.

3. Create the filemodule.xml in the $JB0SS_HOME/modules/com/liferay/por-
tal/main folder and insert the following contents.

<?xml version="1.0"7>

<module xmlns="urn:jboss:module:1.0" name="com.liferay.portal">
<resources>
<resource-root path="mysql-connector-java-5.1.18-bin.jar" />
<resource-root path="portal-service.jar" />
<resource-root path="portlet.jar" />
</resources>
<dependencies>
<module name="javax.api" />
<module name="javax.mail.api" />
<module name="javax.servlet.api" />
<module name="javax.servlet.jsp.api" />
<module name="javax.transaction.api" />
</dependencies>
</module>

If you’re using a different database driver, replace the path of the MySQL
resource root entry with that of your database driver.
Great! You have your . jar files ready for your domain.
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Configuring JBoss

Let’s make some adjustments in your configuration to support using Liferay.

You can specify the JBoss server instance’s configuration in the XML file
$JBOSS_HOME/standalone/configuration/standalone.xml. We'll refer
to this file simply as standalone.xml. You must also make some modifica-
tions to your configuration and startup scripts found in the $JB0SS_HOME/bin/
folder. But let’s start with the changes to standalone.xml.

1. Make the following modifications to standalone.xml.

2. Disable the welcome root of the web subsystem’s virtual server default host
by specifying enable-welcome-root="false".

<subsystem xmlns="urn:jboss:domain:web:1.0" default-virtual-server="default-host">
<connector name="http" scheme="http" protocol="HTTP/1.1" socket-binding="http"/>
<virtual-server name="default-host" enable-welcome-root="false'">
<alias name="localhost" />
<alias name="example.com" />
</virtual-server>
</subsystem>

3. Insert the following <configuration> element within the web subsystem
element:

<subsystem xmlns="urn:jboss:domain:web:1.0" default-virtual-server="default-host">

<configuration>
<jsp-configuration development="true" />
</configuration>

4. Add atimeout for the deployment scanner by setting deployment-timeout="120"
as seen in the excerpt below.

<subsystem xmlns="urn:jboss:domain:deployment-scanner:1.0">

<deployment-scanner name="default" path="deployments" scan-enabled="true"
scan-interval="5000" relative-to="jboss.server.base.dir" deployment-timeout="120"/>
</subsystem>

5. Add the following JAAS security domain to the security subsystem <security-domains>
defined in element <subsystem xmlns="urn: jboss:domain:security:1.0">.

<security-domain name="PortalRealm">
<authentication>
<login-module code="com.liferay.portal.security.jaas.PortalLoginModule" flag="required"/>
</authentication>

</security-domain>
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Now it’s time for some changes to your configuration and startup scripts.

2. Make the following modifications to your standalone domain’s configuration
script file standalone. conf (standalone.conf.bat on Windows) found
in your $JB0SS_HOME/bin/ folder.

These modifications change the following options:

« Set the file encoding
« Set the user time-zone
« Set the preferred protocol stack

« Increase the default amount of memory available.
Make the following edits as applicable to your operating system:

+ On Windows, comment out the initial JAVA_OPTS assignment as demon-
strated in the following line:

rem set "JAVA_OPTS=-Xms64M -Xmx512M -XX:MaxPermSize=256M

Then add the following JAVA_OPTS assignment one line above the : JAVA_OPTS_SET
line found at end of the file:

set "JAVA_OPTS=/,JAVA_OPTS) -Dfile.encoding=UTF-8 -Djava.net.preferIPv4Stack=true \
-Duser.timezone=GMT -Xmx1024m -XX:MaxPermSize=256m"

« On Unix, merge the following values into your settings for JAVA_OPTS
replacing any matching attributes with the ones found in the assignment
below:

JAVA_OPTS="$JAVA_OPTS -Dfile.encoding=UTF-8 -Djava.net.preferIPv4Stack=true \
-Duser.timezone=GMT -Xmx1024m -XX:MaxPermSize=256m

The prescribed script modifications are now complete for your Liferay in-
stallation on JBoss. Next we’ll consider the database and mail configuration.
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Database Configuration

If you want JBoss to manage your data source, follow the instructions in this
section. If you want to use the built-in Liferay data source, you can skip this
section.

Modify standalone.xml adding your data source and driver within the
<datasources> element of your data sources subsystem.

1. First, add your data source within the <datasources> element.

<datasource jndi-name="java:/jdbc/LiferayPool"
pool-name="LiferayPool"

enabled="true"

jta="true"

use-java-context="true"

use-ccm="true">

<connection-url>
jdbc:mysql://localhost/lportal
</connection-url>
<driver>
mysql
</driver>
<security>
<user-name>
root
</user-name>
<password>
root
</password>
</security>
</datasource>

Be sure to replace the URL database value (i.e. lportal), user value and
password value with values specific to your database.

2. Then add your driver to the <drivers> element also found within the <datasources>
element.

<drivers>
<driver name="mysql" module="com.liferay.portal"/>
</drivers>

Your final data sources subsystem should look something like this:

<subsystem xmlns="urn:jboss:domain:datasources:1.0">
<datasources>
<datasource jndi-name="java:/jdbc/LiferayPool"
pool-name="LiferayPool"
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enabled="true"
jta="true"
use-java-context="true"
use-ccm="true">

<connection-url>
jdbc:mysql://localhost/lportal
</connection-url>
<driver>
mysql
</driver>
<security>
<user-name>
root
</user-name>
<password>
root
</password>
</security>
</datasource>
<drivers>
<driver name="mysql" module="com.liferay.portal"/>
</drivers>
</datasources>
</subsystem>

Now that you’ve configured your data source, let’s go over how to configure
your mail session within JBoss.

Mail Configuration

At the time this document was written, JavaMail was not yet supported in
JBoss AS 7.0.1 - however, it was implemented in the JBoss AS 7.1 alpha (see
https://issues.jboss.org/browse/AS7-1177. If you want JBoss to manage your
mail session, use the following instructions which are based on the implemen-
tation found in JBoss AS 7.1 alpha. If you want to use the built-in Liferay mail
session, you can skip this section.

Specify your mail subsystem in standalone.xml as in the following exam-
ple:

<subsystem xmlns="urn:jboss:domain:mail:1.0">
<mail-session jndi-name="java:/mail/MailSession" >
<smtp-server address="smtp.gmail.com" port="465">
<login name="username" password="password"/>
</smtp-server>
<pop3-server address="pop.gmail.com" port="110"/>
<imap-server address="imap.gmail.com" port="993">
<login name="username" password="password"/>
</imap-server>
</mail-session>
</subsystem>
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You’ve got mail! Next, we’ll make sure Liferay is configured to properly
connect with your new mail session and database.

Configuring data sources and mail sessions

Now that your data source and mail session are set up, you need to ensure Lif-
eray Portal can access them.

1. First, navigate to the Liferay Home folder, which is one folder above JBoss’s
install location (i.e. $JB0SS/. .).

2. If you’re using JBoss to manage your data source, add the following to your
portal-ext.properties file in your Liferay Home to refer to your data
source:

jdbc.default. jndi.name=java:jdbc/LiferayPool

If you’re using Liferay Portal to manage your data source, follow the instruc-
tions in the Deploy Liferay section for using the setup wizard.

3. If you’re using Liferay Portal to manage your mail session, this configuration
is done within Liferay Portal. That is, after starting your portal as described
in the Deploy Liferay section, go to Control Panel — Server Administration
— Mail and enter the settings for your mail session.

If you’re using JBoss to manage your mail session, add the following to your
portal-ext.properties file to reference that mail session:

mail.session. jndi.name=java:mail/MailSession

You’ve completed the steps necessary for your deployment of Liferay so Lif-
eray Portal can now communicate with your data source and mail session—way
to go! Now you’re ready to deploy Liferay Portal.

Deploy Liferay

1. If the folder $JBOSS_HOME/standalone/deployments/RO0T.war already
exists in your JBoss installation, delete all of its subfolders and files. Other-
wise, create a new folder $JB0OSS_HOME/standalone/deployments/RO0T.war.

2. Unzip the Liferay .war file into the ROOT . war folder.
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3. To trigger deployment of ROOT . war, create an empty file named ROOT . war . do-
deploy inyour $JBOSS_HOME/standalone/deployments/ folder. On startup,
JBoss detects the presence of this file and deploys it as a web application.

4. Remove eclipselink. jar from $JB0OSS_HOME/standalone/deployments-
/ROOT . war/WEB-INF/1ib to assure the Hibernate persistence provider is
used instead of the one provided in the eclipselink. jar. Note, JBoss 7.0.2
has a known issue http://community.jboss.org/thread/169944 in determining
which persistence provider to use.

5. Before you start Liferay Portal, let’s consider whether you want to also start
the setup wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is invoked
on server startup. If you want to re-run the wizard, specify setup.wizard.en-
abled=true in your properties file (e.g. portal-setup-wizard.properties).

setup.wizard.enabled=true
The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if want
to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates has
setup.wizard.enabled=false conveniently specified for you.

Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.
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Now it’s time to start Liferay Portal on JBoss!
6. Start the JBoss application server.

« If the setup wizard was disabled, your site’s home page opens automati-
cally in your browser at http://localhost:8080.

« Otherwise, the setup wizard opens in your browser.

See the section on the setup wizard above for how to use Liferay’s setup
wizard.

Now you are truly the boss when it comes to deploying Liferay Portal on
JBoss!

14.13 Installing Liferay on JOnAS 5.2

JOnAS is somewhat unique among the open-source application servers for two
reasons: it is built entirely on an OSGi core, allowing for dynamic deployment
of simultaneous webapps and containers and allows the clean separation of the
configuration directory from the server itself. In fact, the separation of the con-
figuration is recommended by the developers of JOnAS as a way to cleanly de-
ploy so you can revert to default settings later.

If you don’t have an existing JOnAS installation, it is recommeded to use the
available Liferay-JOnAS bundle."

Given the unique nature of the server, there are a few steps to consider in
the configuration stage. Otherwise, installing on JOnAS follows much the same
pattern as other servers: configure, copy dependencies and deploy.

Configuring JOnAS for Liferay

A pristine JOnAS installation comes with a number of samples, tutorials and
template configuration files. A lot of this is unnecessary and irrelevant for in-
stalling Liferay. In addition, the server already contains an application deployed
to the root context, which you must remove prior to installing the Liferay .war
package (and which you’d want to remove anyway for a production configura-
tion). JOnAS allows you to decide where to place all the server configuration
and deployment settings, also called $JONAS_BASE. The folder created by un-
zipping the JOnAS application (likely called jonas-full-5.2.2 or similar) is

http://www.liferay.com/ja/downloads/liferay-portal/available-releases
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referred to as $JONAS_ROOT. This allows a unique, clean separation between
application and configuration.
The structure of $JONAS_BASE is:

/conf - configuration files

/deploy - main deployment directory (Liferay is deployed here)

/1ib - used for extending the main server classloaders

+----/ext - extensions for unbundled applications

/logs - logs for the running instance

/work - the working directory, used by containers such as Tomcat

/repositories - contains 0SGi bundles for deployment; not used for Liferay installation

By default, the $JONAS_BASE directory is the same as $JONAS_ROOT. Creat-
ing a new $JONAS_BASE is a simple process, outlined in the JOnAS Configura-
tion Guide."

To remove sample files and unneeded configuration:

1. Navigate to the directory you unpackaged JOnAS into, $JONAS_BASE.

2. Find the following sample directories and remove them:

« /examples

« /tutorial
3. Navigate to $JONAS_BASE/conf and remove the following files:

« db2.properties

FirebirdSQL.properties
« HSQL1.properties

o jetty\*.xml

InstantDB1.properties

.

InterBasel.properties
« MailMimePartDS1.properties
« MailSessionl.properties

» McKoil.properties

"http://jonas.ow2.0rg/JONAS_5_2_2/doc/doc-en/html/configuration_guide.html



496 CHAPTER 14. INSTALLATION AND SETUP

+ MySQL.properties

+ Oraclel.properties

+ PostgreSQL1.properties
« spy.properties

+ Sybasel.properties

This disables the default settings for the databases available in JOnAS, as well
as removing configuration for Jetty as a container to use for the webapp.

4. To remove the default application installed on the root context:
a. Go to the $JONAS_BASE/deploy directory and remove:

« ctxroot.xml
« doc.xml
« jdbc-ds.xml

« jonasAdmin.xml

b. Go to the $JONAS_ROOT/repositories directory to remove the application
by removing:

+ org/mortbay/

« org/ow2/jonas/documentation/
« org/ow2/jonas/jonas-admin/

» org/ow2/jonas/jonas-ctxroot/

This will fully remove the Maven deployment plan and artifact for the JOnAS
default application, as well as the administration console from loading on the
root context.

Now that JOnAS is prepared for configuring Liferay to run on the server as
its root application, you can begin tuning the settings for Liferay. By default,
JOnAS has its own deployment of Hypersonic it uses internally. This internal
use of HSQL must be disabled, along with other JOnAS services, so they won’t
conflict with Liferay’s.

To turn of HSQL and other JOnAS-level services:
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1. Open the file jonas.properties in the directory $JONAS_BASE/conf.

2. Find the configuration section for the JOnAS database manager, starting
around line 340:

#
HHEHEHEEHEHEHEEE# . J0nAS DBM Database service configuration

jonas.service.dbm.datasources hsql

3. Change the datasources definition around line 353 to read:

jonas.service.dbm.datasources

Thereby preventing the HSQL database from being used internally.
4. Find the services configuration around line 82:

jonas.services jtm,db,security,resource,ejb3, jaxws,web,ear,depmonitor

5. Modify the services being loaded to read:

jonas.services jtm,resource,ejb3, jaxws,web,ear,validation,depmonitor

This prevents the internal db and security services from interfering with
Liferay.

6. To put JOnAS into production mode for proper deployment of Liferay, find
the property around line 71:

jonas.development true

And change it to false:

jonas.development false

This allows JOnAS to startup appropriately with Liferay installed.
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Configuring Containers in JOnAS

Now that the application server has all extraneous services and applications
disabled, you can now tweak the configuration of the containers within JOnAS:
Tomcat and OSGi. By default, the Tomcat container is set to listen on a different
HTTP port and HTTPS port than Liferay uses by default.

To change the Tomcat ports for Liferay’s use:

1. Open the file tomcat6-server.xml inside of $JONAS_BASE/conf.

2. Find the Connector definition around line 69:

<Connector port="9000" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="9043" />

Change it to reflect the default ports:

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

3. If you are using any other settings in Tomcat’s server settings, you can adjust
the ports if needed (such as changing the AJP port from 9009 to 8009.

To modify the OSGI defaults to ensure required java packages are boot-
srapped by the loader:

1. Open the file defaults.properties inside of $JONAS_BASE/conf/osgi.

2. Find the declaration for javase-packages around line 93:

javase-packages \${javase-\$\{javase.version\}\}

And add the following packages to make it read:

javase-packages \${javase-\$\{javase.version\}\},
com.sun. jmx.mbeanserver, com.sun.crypto.provider,
org.apache.felix.framework

To ensure the required packages are loaded.
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Starting JOnAS

Once you have the required configuration in place, all that is left is to copy
the portal dependencies and the Liferay .war file and start the server. JOnAS
maintains libraries inside $JONAS_BASE/1lib/ext and the application inside
$JONAS_BASE/deploy.

To install 1iferay-portal-dependencies-6.1.x-<date>.zip:

1. Unzip the archive liferay-portal-dependencies-6.1.x-<date>.zip
on your local filesystem.

2. Navigate to $JONAS_BASE/lib/ext.

3. Copy the . jarfilesfromliferay-portal-dependencies-6.1.x-<date>/
to $JONAS_BASE/lib/ext.

4. Install any additional libraries needed, such as database connectors.
To deploy the 1iferay-portal-6.1.x-<date>.war file:

1. Copy the liferay-portal-6.1.x-<date>.war file from its current direc-
tory.

2. Navigate to $JONAS_BASE/deploy.

3. Paste the liferay-portal-6.1.x-<date>.war file into the deploy direc-
tory.

Once the necessary files have been installed, all that is needed is to start
JOnAS:

1. Navigate to $JONAS_BASE/bin.

2. Run the command jonas.bat start on Windows and ./jonas start on
UNIX-lixe systems.

JOnAS starts and Liferay opens a browser to http://localhost:8080.
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14.14 Installing Liferay on Resin 4

Liferay Home is one folder above Resin’s install location.

For this section, we will refer to your Resin server’s installation location
as $RESIN_HOME. If you do not already have an existing Resin server, we rec-
ommend you download a Liferay/Resin bundle.' If you have an existing Resin
server or would like to install Liferay on Resin manually, please follow the steps
below.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies."”” The Liferay .war file should be called
liferay-portal-6.1.x-<date>.war and the dependencies file should be called
liferay-portal-dependencies-6.1.x-<date>.zip.

Now that you have all of your installation files, you are ready to start in-
stalling and configuring Liferay on Resin.

Dependency Jars

Let’s work with the dependency jar files first.

1. Unzip the jar files found in the Liferay Portal Dependencies zip file to your
$RESIN_HOME/ext-1ib folder. Take care to extract the zip file’s . jar files
directly into this folder.

2. Next, you need several . jar files which are included as part of the Liferay
source distribution. Many application servers ship with these already on
the class path but Resin does not. The best way to get the appropriate ver-
sions of these files is to download the Liferay source code and get them
from there. Once you have downloaded the Liferay source, unzip the source
into a temporary folder. We’ll refer to the location of the Liferay source as
$LIFERAY_SOURCE.

3. Go to $LIFERAY_SOURCE/1lib/development and copy saxpath. jar into
$RESIN_HOME/lib.

4. Copy the following files from $LIFERAY_SOURCE/1lib/portal to $RESIN_-
HOME/1ib.

Phttp://www.liferay.com/downloads/liferay-portal/available-releases
Bhttp://www.liferay.com/downloads/liferay-portal/additional-files
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logdj.jar
slf4j-api.jar
s1lf4j-logdjl12. jar

If folder $RESIN_HOME/extlib doesn’t exist, create it.

5. Make sure the JDBC driver for your database is accessible by Resin. Obtain
the JDBC driver for the database you want to use. In the case of MySQL, use
mysql-connector-java-{$version}-bin. jar. You can download the
latest MySQL JDBC driver from http://www.mysql.com/products/connector/.
Extract the JAR file and copy it to $RESIN_HOME/extlib.

Great! now you have your . jar files in place. Next, let’s configure Resin for
Liferay.

Configuring Resin

The primary file used in configuring your domain is $RESIN_HOME/conf/res-
in.xml. You need to make common modifications necessary to support Liferay
Portal. You’ll also create a run script and add a folder to hold Resin’s logs. But
let’s start with the changes to resin.xml.

1. Make the following modifications to your resin.xml. These modifications
to your application cluster make the following configuration changes:

« Set the file encoding.
« Set the preferred protocol stack.
« Set the user time-zone.

« Increase the default amount of memory available.

To accomplish this, insert the following <jvm-arg> elements as server de-
faults for your main application cluster. Please see the following example:

<cluster id="app-tier">
<server-default>

<jvm-arg>-Dfile.encoding=UTF-8</jvm-arg>
<jvm-arg>-Djava.net.preferIPv4Stack=true</jvm-arg>
<jvm-arg>-Duser.timezone=GMT</jvm-arg>
<jvm-arg>-Xmx1024m</jvm-arg>
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<jvm-arg>-XX:MaxPermSize=256m</jvm-arg>

</server-default>
</cluster>

2. Create an appropriate script in $RESIN_HOME/bin to help you start Resin.

« If you’re on Windows, create a batch script RESIN_HOME/bin/run.bat
and insert the following text in the script:

..\resin.exe console

« If you’re on Unix/Linux, create shell script $RESIN_HOME/bin/run.sh
and insert the following text in the script:

#!/bin/sh

./resin.sh $

3. Create the folder $RESIN_HOME/log if it doesn’t already exist. As you run
Resin, the server generates these log files here:

access
jvm-default
watchdog-manager

Now that you’ve completed some important common configuration tasks to
support Liferay, let’s consider database configuration.

Database Configuration

If you want to manage your data source within Resin, continue following the
instructions in this section. If you want to use the built-in Liferay data source,
you can skip this section.

Management of databases in Resin is done via the configuration file RESIN_-
HOME/conf/resin.xml. Editresin.xml and insert a <database> element for
your database. Be sure to give it the JNDI name jdbc/LiferayPool and add it
within the application tier cluster element as in the example below:
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<cluster id="app-tier">

<database>
<jndi-name>jdbc/LiferayPool</jndi-name>
<driver type="com.mysql.jdbc.Driver">
<url>jdbc:mysql://localhost/lportal?useUnicode=true&amp;characterEncoding=UTF-8</url>
<user>root</user>
<password>root</password>
</driver>
<prepared-statement-cache-size>8</prepared-statement-cache-size>
<max-connections>20</max-connections>
<max-idle-time>30s</max-idle-time>
</database>

</cluster>

Be sure to replace the URL database value (i.e. lportal), user value and
password value with values specific to your database.

Resin is now managing your database connection. Let’s consider next how
to configure mail.

Mail Configuration

If you want to manage your mail session within Resin, use the following in-
structions. If you want to use the built-in Liferay mail session, you can skip this
section.

Management of mail sessions in Resin is done via the configuration file $RES-
IN_HOME/conf/resin.xml. Edit resin.xml and insert a <mail> element that
specifies your mail session. Be sure to give it the JNDI namemail/MailSession.
Add your mail element within the application tier cluster element. Use the ex-
ample below, replacing its values with the values of your mail session.

<cluster id="app-tier">

<mail jndi-name="mail/MailSession">
<properties>

mail.pop3.host=pop.gmail.com
mail.pop3.port=110
mail.pop3.user=
mail.pop3.password=
mail.smtp.host=smtp.gmail.com
mail.smtp.password=password
mail.smtp.user=user
mail.smtp.port=465
mail.transport.protocol=smtp
mail.smtp.auth=true
mail.smtp.starttls.enable=true
mail.smtp.socketFactory.class=javax.net.ssl.SSLSocketFactory
mail.imap.host=imap.gmail.com
mail.imap.port=993
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mail.store.protocol=imap
</properties>
</mail>

</cluster>

You can specify additional properties for your mail session as needed.
Now that your mail session is squared away, we’ll make sure Liferay can
access it.

Configuring data source and mail session

Let’s make sure Liferay’s connected to your data source and mail session.

1. First, navigate to the Liferay Home folder, which is one folder above Resin’s
install location (i.e. $RESIN_HOME/. .).

2. If you’re using Resin to manage your data source, add the following to your
portal-ext.properties file in your Liferay Home to refer to your data
source:

jdbc.default.jndi.name=jdbc/LiferayPool

If you're using Liferay Portal to manage your data source, follow the instruc-
tions in the Deploy Liferay section for using the setup wizard.

3. If want to use Liferay Portal to manage your mail session, configure the mail
session within Liferay Portal. That is, after starting your portal as described
in the Deploy Liferay section, go to Control Panel — Server Administration
— Mail and enter the settings for your mail session.

If you’re using Resin to manage your mail session, add the following to your
portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

Great! Now Liferay can access your database and your mail session. Now,
let’s deploy Liferay.
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Deploy Liferay

Liferay can be deployed as an exploded web archive within $RESIN_HOME/webapps.

1.

If you already have an application folder $RESIN_HOME/webapps/R0O0T, delete
it or move it to a location outside of $RESIN_HOME/webapps.

. Extract the contents of the Liferay portal .war file into RESIN_HOME/web-

apps/R0O0T. The following files should now exist in your RESIN_HOME/web-
apps/R0OOT folder:

dtd (folder)
errors (folder)

html (folder)

.

layouttpl (folder)

META-INF (folder)

wap (folder)
WEB-INF (folder)

.

index.jsp

3. Before you start Liferay Portal, consider whether you want to also start the

setup wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is in-

voked on server start up. If you want to re-run the wizard, specify setup.wiz-
ard.enabled=true in your properties file (e.g. portal-setup-wizard.pro-
perties).

setup.wizard.enabled=true

The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if want
to preserve your current portal settings.
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To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates has
setup.wizard.enabled=false conveniently specified for you.

Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.

4. Start Liferay Portal by executing your run.bat (Windows) or run. sh (Unix/Linux)
script from $RESIN_HOME/bin.

« If the setup wizard was disabled, your site’s home page opens in your
browser at http://localhost:8080.

« Otherwise, the setup wizard opens in your browser.

Please see the section above describing how to use the setup wizard.
Congratulations! You’ve installed Liferay Portal on Resin and have it up and
running.

14.15 Installing Liferay on Tomcat 7

Liferay Home is one folder above Tomcat’s install location.

For this section, we will refer to your Tomcat server’s installation location
as $TOMCAT_HOME. If you do not already have an existing Tomcat server, we
recommend you download a Liferay/Tomcat bundle."* If you have an existing
Tomcat server or would like to install Liferay on Tomcat manually, please follow
the steps below.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies.'” The Liferay .war file should be called

“http://www.liferay.com/downloads/liferay-portal/available-releases
Bhttp://www.liferay.com/downloads/liferay-portal/additional-files
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liferay-portal-6.1.x-<date>.war and the dependencies file should be called
liferay-portal-dependencies-6.1.x-<date>.zip.

Next, let’s get started by addressing Liferay’s library dependencies.
Dependency Jars

Liferay Portal needs to have the Liferay Portal Dependency JARs, an appropriate
JDBC driver and a few other JARs installed.

1. Create folder $TOMCAT_HOME/1lib/ext.

2. Extract the Liferay dependencies file to $TOMCAT_HOME/1ib/ext. If the files
do not extract to this directory, you can copy the dependencies archive to this
directory, extract them and then delete the archive.

3. Next, you need several . jar files which are included as part of the Liferay
source distribution. Many application servers ship with these already on
the class path but Tomcat does not. The best way to get the appropriate
versions of these files is to download the Liferay source code and get them
from there. Once you have downloaded the Liferay source, unzip the source
into a temporary folder. We’ll refer to the location of the Liferay source as
$LIFERAY_SOURCE.

4. Copy the following jars from $LIFERAY_SOURCE/1ib/development to your
$TOMCAT_HOME/1lib/ext folder:

e activation.jar
e jms.jar

e jta.jar

« jutf7.jar

e mail. jar

e persistence. jar

2. Copy the following jar from $LIFERAY_SOURCE/1lib/portal to your $TOMCAT_HOME/lib/ext
folder:

e ccpp.jar
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Note: Tomcat 6 users should not copy the ccpp. jar file into their $TOM-
CAT_HOME/lib/ext folder and should delete it from this folder if it already
exists.

3. Copy the following jars from $LIFERAY_SOURCE/1ib/development to your
$TOMCAT_HOME/temp/liferay/com/liferay/portal/deploy/dependen—
cies folder:

» resin.jar
» script-10. jar

4. Make sure the JDBC driver for your database is accessible by Tomcat. Obtain
the JDBC driver for your version of the database server. In the case of MySQL,
use mysql-connector-java-{$version}-bin. jar.' Extract the JAR file
and copy it to $TOMCAT_HOME/1lib/ext.

5. Liferay requires an additional .jar on Tomcat installations to manage transac-
tions. This is included in the bundle but you need to add it if you’re installing
Liferay manually."” Place this file in Tomcat’s lib/ext folder.

Now that you have the necessary libraries in place, we’ll move on to config-
uring your domain.

Tomcat Configuration
The steps in this section focus on:

« Setting environment variables

« Creating a context for your web application

« Modifying the list of classes/JARs to be loaded
« Specifying URI encoding

Let’s get started with our configuration tasks.

%You can download the latest MySQL JDBC driver from
http://www.mysgl.com/products/connector/
"You may find this jar here: http://www.oracle.com/technetwork/java/javaee/jta/index.html
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1. Create a setenv.bat (Windows) or setenv.sh file (Unix, Linux, Mac OS)
in the $TOMCAT_HOME/bin directory. When you start Tomcat, Catalina calls
setenv.bat or setenv.sh. Edit the file and populate it with following con-
tents:
setenv.bat:
if exist "JCATALINA_HOME}/jre@java.version@/win" (
if not "%JAVA_HOME)" == ""
set JAVA_HOME=

)
set "JRE_HOME=Y,CATALINA_HOME’/jre@java.version@/win"

)

set "JAVA_OPTS=},JAVA_OPTS), -Dfile.encoding=UTF8 -Djava.net.preferIPv4Stack=true \
-Dorg.apache.catalina.loader.WebappClassLoader .ENABLE_CLEAR_REFERENCES=false \
-Duser.timezone=GMT -Xmx1024m -XX:MaxPermSize=256m"

setenv.sh:

JAVA_OPTS="$JAVA_OPTS -Dfile.encoding=UTF8 \
-Dorg.apache.catalina.loader.WebappClassLoader.ENABLE_CLEAR_REFERENCES=false \
-Duser.timezone=GMT -Xmx1024m -XX:MaxPermSize=256m"

This sets the character encoding to UTF-8, sets the time zone to Greenwich

Mean Time and allocates memory to the Java virtual machine.

2.

Create the directory $TOMCAT_HOME/conf/Catalina/localhost and cre-
ate a ROOT.xml file in it. Edit this file and populate it with the following
contents to set up a portal web application:

<!--<Realm
className="org.apache.catalina.realm.JAASRealm"
appName="PortalRealm"
userClassNames="com.liferay.portal.kernel.security. jaas.PortalPrincipal"
roleClassNames="com.liferay.portal.kernel.security.jaas.PortalRole"
/>==>

<t--
Uncomment the following to disable persistent sessions across reboots.
-—>

<!--<Manager pathname="" />-->

<t--

Uncomment the following to not use sessions. See the property
"session.disabled" in portal.properties.

-—>

\index{portal.properties}

<!--<Manager className="com.liferay.support.tomcat.session.SessionLessManagerBase" />-->
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Setting crossContext="true" allows multiple web apps to use the same

class loader. In the content above you will also find commented instructions and
tags for configuring a JAAS realm, disabling persistent sessions and disabling
sessions in general.

3.

Open $TOMCAT_HOME/conf/catalina.properties and replace the line:

common. loader=${catalina.base}/1lib,${catalina.base}/1lib/*. jar,${catalina.home}/1lib, \
${catalina.home}/1ib/*.jar

with:

common.loader=${catalina.base}/lib,${catalina.base}/1ib/*.jar,${catalina.home}/1ib, \
${catalina.home}/1ib/*.jar,${catalina.home}/1lib/ext,${catalina.home}/lib/ext/*.jar

This allows Catalina to access the dependency jars you extracted to
"$TOMCAT_HOME/lib/ext”.

4.

To ensure consistent use of UTF-8 URI Encoding, edit server.xml in the
$TOMCAT_HOME/ conf directory and add the attribute URIEncoding="UTF-8"
to your connector on port 8080. Below is an example of specifying this en-
coding on the connector:

<Connector port="8080"
protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443"
URIEncoding="UTF-8" />

. Make sure there is no support-catalina. jar file in $TOMCAT _HOME/webapps.

If you find one, remove it.

Excellent work! Now let’s consider configuration of your database.

Database Configuration

If you want Tomcat to manage your data source, use the following procedure.
If you want to use Liferay’s built-in data source, you can skip this section.

1.

Make sure your database server is installed and working. If it’s installed on
a different machine, make sure it’s accessible from your Liferay machine.

Add your data source as a resource in the context of your web application
specified in $TOMCAT_HOME/conf/Catalina/localhost/ROOT.xml.
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Note the above resource definition assumes your database name is Iportal
and your MySQL username and password are both root. You’ll have to update
these values with your own database name and credentials.

Your Tomcat managed data source is now configured. Let’s move on to your
mail session.

Mail Configuration

If you want to manage your mail session within Tomcat, use the following in-
structions. If you want to use the built-in Liferay mail session, you can skip this
section.

Create a mail session bound to mail/MailSession. Edit ROOT.xml in the
$TOMCAT_ HOME/conf/Catalina/localhost directory and configure a mail
session. Be sure to replace the mail session values with your own.

<Context...>
<Resource
name="mail/MailSession"
auth="Container"
type="javax.mail.Session"
mail.pop3.host="pop.gmail.com"
mail.pop3.port="110"
mail.smtp.host="smtp.gmail.com"
mail.smtp.port="465"
mail.smtp.user="user"
mail.smtp.password="password"
mail.smtp.auth="true"
mail.smtp.starttls.enable="true"
mail.smtp.socketFactory.class="javax.net.ssl.SSLSocketFactory"
mail.imap.host="imap.gmail.com"
mail.imap.port="993"
mail.transport.protocol="smtp"
mail.store.protocol="imap"
/>
</Context>

Super! Your mail session is configured. Next, we’ll make sure Liferay will be
able to access your mail session and database.

Configuring your database and mail session

In this section we’ll specify appropriate properties for Liferay to use in connect-
ing to your database and mail session.

1. If you are using Tomcat to manage your data source, add the following to
your portal-ext.properties file in your Liferay Home to refer to your
data source:
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jdbc.default. jndi.name=jdbc/LiferayPool

Otherwise, if you are using Liferay Portal to manage your data source, follow
the instructions in the Deploy Liferay section for using the setup wizard.

2. If want to use Liferay Portal to manage your mail session, you can configure
the mail session within Liferay Portal. That is, after starting your portal as
described in the Deploy Liferay section, go to Control Panel — Server Admin-
istration — Mail and enter the settings for your mail session.

Otherwise, if you are using Tomcat to manage your mail session, add the
following to your portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

It’s just that easy! Now it’s time to deploy Liferay Portal on your Tomcat
server.

Deploy Liferay

We’ll deploy Liferay as an exploded web archive within your $TOMCAT_HOME/web-
apps folder.

1. If you are manually installing Liferay on a clean Tomcat server, delete the
contents of the $TOMCAT_HOME/webapps/ROOT directory. This undeploys
the default Tomcat home page. Then extract the Liferay .war file to

\$TOMCAT\ _HOME/webapps/RO0T

2. Before you start Liferay Portal, consider whether you want to use the setup
wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is in-
voked on server startup. If you want to re-run the wizard, specify setup.wiz-
ard.enabled=true in your properties file (e.g. portal-setup-wizard.pro-
perties).
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setup.wizard.enabled=true
The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if you
want to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates should
have setup.wizard.enabled=false conveniently specified for you.

Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.

I bet you can’t wait to start Liferay Portal—let’s do it!

3. Start Tomcat by executing

$TOMCAT_HOME/bin/startup.bat

or
$TOMCAT_HOME/bin/startup.sh

« If the setup wizard was disabled, your site’s home page opens in your
browser at http://localhost:8080.

« Otherwise, the setup wizard opens in your browser.

To use the setup wizard, please see the section above.
Congratulations on successfully installing and deploying Liferay on Tomcat!
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14.16 Installing Liferay on WebLogic 10

Liferay Home is one folder above the domain to which you will be installing
Liferay. For example, if your domain location is

/0Oracle/Middleware/user_projects/domains/base_domain

then your Liferay Home is

/Oracle/Middleware/user_projects/domains.

For this section, we will refer to your WebLogic server’s installation location
as $WEBLOGIC_HOME.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies.'® The Liferay .war file should be called
liferay-portal-6.1.x-<date>.war and the dependencies file should be called
liferay-portal-dependencies-6.1.x-<date>.zip.

These instructions assume you have already configured a domain and server
and that you have access to the WebLogic console.

WebLogic 10.0 supports JDK 1.5 but does not support JDK 1.6.

Now that you have all of your installation files, you are ready to start in-
stalling and configuring Liferay on WebLogic.

Dependency Jars

Liferay requires several . jar files including the Liferay Dependency JARs and
a JAR file for your database driver. The following steps describe how to install
these . jar files properly.

1. Navigate to the folder which corresponds to the domain to which you will
be installing Liferay. Inside this folder is a 1ib folder. Unzip the Liferay de-
pendencies archive to this folder so the dependency . jar files are extracted
into the 1ib folder.

Bhttp://www.liferay.com/downloads/liferay-portal/additional-files
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2. If WebLogic does not already have access to the JDBC driver for your database,
copy the driver to your domain’s 1ib folder as well.

3. You will also need the xercesImpl. jar copied to your domain’s 1ib folder
or you will get SAX parsing errors after you deploy Liferay. You may down-
load this from http://xerces.apache.org.

4. Create a folder $WEBLOGIC-HOME/ jrockit_150_15/jre/lib/endorsed.
Then copy commons-lang. jar, liferay-rhino.jar, serializer.jar
and xalan. jar to the endorsed folder you just created.

Now that you have your WebLogic installation is loaded up with JAR files
for Liferay to use, let’s consider how to configure your database.

Database Configuration

If you want WebLogic to manage your data source, use the following procedure.
If you want to use Liferay’s built-in data source, you can skip this section.

Domain Structure

base domain -
Environment
i.Deployments
E-Services

i m-Messaging

i &JDB
- €Data Sources>
--Multi Data Sources

Data Source Factories
Persistent Stores
Path Services
Foreign JNDI Providers
~Work Contexts
- XML Registries

VMI Entine Machas

Figure 14.41: WebLogic Data Sources

m
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1. Browse to your WebLogic Console. Click the Lock & Edit button above the
Domain Structure tree on the left side of the page.

2. From the Domain Structure tree on the left, select Data Sources. Then click
the New button on the right side of the screen.
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Give the Data Source a name, such as LiferayDataSource.

Define the JNDI name as jdbc/LiferayPool.

Select your Database Type, the Driver class and then click the Next button.
Accept the defaults on the next screen by clicking Next.

On the next screen, put in your Database Name, Host Name, Database User
Name and Password. If you have been following the defaults we have been
using so far, you would use Iportal, localhost, root, and no password as the
values. Click Next.

The next screen allows you to test your database configuration. Click the Test
Configuration button. If the test succeeds, you have configured your database
correctly. Select the check box of the server to which you want to deploy this
Data Source (AdminServer is the default). Click Finish.

Click the Activate Changes button on the left, above the Domain Structure
tree.

Great work! Your data source can now be managed from within WebLogic.

Next, let’s consider the mail session for your domain.

Mail Configuration

If you want WebLogic to manage your mail sessions, use the following pro-
cedure. If you want to use Liferay’s built-in mail sessions, you can skip this
section.

1.

In the Domain Structure tree, select Mail Sessions. Then click the Lock & Edit
button again to enable modifying these settings.

Click the New button which is now enabled on the right side of the screen.
Give the Mail Session a name, such as LiferayMail.
Select your new LiferayMail session from the list by clicking on it.

On the screen that appears, define the JNDI name as mail/MailSession
and set your JavaMail properties. Click the Save button.

Click the Targets tab. Select the check box of the server to which you want
deploy this Data Source to (AdminServer is the default).
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Domain Structure
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Figure 14.42: WebLogic: Mail Sessions
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7. Click the Activate Changes button on the left side of the screen, above the
Domain Structure tree.

Now you have your mail session specified and ready for Liferay to use.

Domain Configuration - Continued

Let’s revisit domain configuration to make sure we’ll be able to access your data
source and mail session from Liferay Portal.

1. First, navigate to the Liferay Home folder.

2. Then, if you are using WebLogic to manage your data source, add the follow-
ing to your portal-ext.properties file in your Liferay Home to refer to
your data source:

jdbc.default.jndi.name=jdbc/LiferayPool

Otherwise, if you are using Liferay Portal to manage your data source, follow
the instructions in the Deploy Liferay section for using the setup wizard.

3. If want to use Liferay Portal to manage your mail session, you can configure
the mail session within Liferay Portal. That is, after starting your portal as
described in the Deploy Liferay section, go to Control Panel — Server Admin-
istration — Mail and enter the settings for your mail session.
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Otherwise, if you are using WebLogic to manage your mail session, add the
following to your portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

Liferay can now communicate with your data source and mail session. It’s
now time to deploy Liferay!

Deploy Liferay

Follow the instructions in this section to deploy Liferay Portal to your domain.
Before you deploy Liferay Portal, consider whether you want to use the setup
wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is in-
voked on server startup. If you want to re-run the wizard, specify setup.wiz-
ard.enabled=true in your properties file (e.g. portal-setup-wizard.pro-
perties).

setup.wizard.enabled=true
The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if you
want to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates has
setup.wizard.enabled=false conveniently specified for you.
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Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.

Now that you have enabled or disabled the setup wizard, let’s move on to

deployment of Liferay Portal.

—_

Domain Structure

base_domain
Enyirgnment

--Security Realms
Interoperability
Diagnostics

Figure 14.43: WebLogic Deployments

. In the Domain Structure tree, select Deployments. Then click the Lock & Edit

button above the Domain Structure tree.

. Click the Install button on the right side of the screen.
. Click the Upload your file(s) link.

. Browse to where you have stored the Liferay .war file, select it and then

click Next.

. Select the Liferay .war file from the list and click Next.
. Leave Install this deployment as an application selected and click Next.

. Give the application a name (the default name is fine). Leave the other de-

faults selected and then click Finish.

. WebLogic deploys Liferay. When it finishes, a summary screen is displayed.

Click the Activate Changes link on the left above the Domain Structure tree.

. In the Deployments screen, select the Liferay application and click the Start

button. Select Servicing All Requests in the pop up.
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10. Click Yes to continue on the next screen to launch Liferay Portal.

« If the setup wizard was disabled, your site’s home page opens in your
browser at http://localhost:7001.

« Otherwise, the setup wizard opens in your browser.

For more information on how to use the setup wizard, please see the section
above.
Congratulations on your deployment of Liferay Portal on WebLogic 10!

14.17 Installing Liferay on Oracle WebLogic 10.3

Liferay Home is one folder above the domain to which you will be installing
Liferay.
For example, if your domain location is

/Oracle/Middleware/user_projects/domains/base_domain

then your Liferay Home is

/0Oracle/Middleware/user_projects/domains

For this section, we will use $WEBLOGIC_HOME to refer to your WebLogic
server’s installation /Oracle/Middleware.

Before you begin, make sure you have downloaded the latest Liferay .war
file and Liferay Portal dependencies.'” The Liferay .war file should be called
liferay-portal-6.1.x-<date>.war and the dependencies file should be called
liferay-portal-dependencies-6.1.x-<date>.zip.

These instructions assume you have already configured a domain and server
and that you have access to the WebLogic console.

If you still have the mainWebApp module installed, remove it first.

There is a known issue With the Sun and JRockit JVMs bun-
dled with WebLogic 10.3.2.%2° To resolve, use Sun JVM 1.6.0_u24
or JRockit JVM 1.6.0_24.

Let’s get started by installing the JAR files Liferay needs.

Yhttp://www.liferay.com/downloads/liferay-portal/additional-files
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Dependency Jars

Liferay needs the JAR files contained in the Liferay Dependencies Archive and
the driver JAR file applicable for your database.

1. Navigate to the folder that corresponds to the domain to which you will be
installing Liferay. Inside this folder is a 1ib folder. Unzip the Liferay De-
pendencies Archive to this folder so the dependency . jar files reside in the
1ib folder.

2. If WebLogic does not already have access to the JDBC driver for your database,
copy the driver to your domain’s 1ib folder as well.

So far so good. Your JAR files are in place and ready for Liferay.
Start Oracle WebLogic if you want to configure your database and/or mail
session within Oracle WebLogic.

Database Configuration

If you want WebLogic to manage your data source, use the following procedure.
If you want to use Liferay’s built-in data source, you can skip this section.

Domain Structure

base_domain -~
E-Environment
""" Deployments
E-Services

g

""" FEr s lores

11

""" Foreign JNDI Providers
""" Work Contexts

""" XML Registries =
""" ¥ML Entity Caches

""" JCOM

""" Mail Sessions

----- File T3

Figure 14.44: WebLogic Data Sources

-

1. Select Services — Data Sources. Click New — Generic Data Source.



522 CHAPTER 14. INSTALLATION AND SETUP

2. Give your data source a name, such as Liferay Data Source. The JNDI name
should be jdbc/LiferayPool.

3. Choose the type of database and click Next. From the screenshot, you can see
we have chosen MySQL. The database driver class is selected automatically.

Create a New JDBC Data Source

JDBC Data Source Properties
The following properties will be used to identify your new JDBC data source.

* Indicates required fields

What would you like to name your new JDBC data source?

&5 *Name: Liferay Data Source

What JNDI name would you like to assign to your new JDBC Data Source?

£ INDIName:
jdbc/LiferayPool

What database type would you like to select?

Database Tpe:

What database driver would you like to use to create database connections?

Database Driver: |MySQL's Driver (Type 4) Versions:using com.mysq|.jdbe. Driver j

Figure 14.45: Creating a data source in WebLogic 10.3

4. Click Next three times. You should be on the Connection Properties screen.
Enter the database name, the host name, the port, the database user name and
the password. WebLogic uses this information to construct the appropriate
JDBC URL to connect to your database. Click Next.
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5. WebLogic next confirms the information you provided. For MySQL, some
additional parameters must be added to the URL. Modify the JDBC URL so
it has the proper parameters. Provide your database name, host name, user
name and password as the values. Click Next.

6. Click Test Configuration to make sure WebLogic can connect to your database
successfully. When it does, click Finish.

7. You will be back to the list of data sources. Notice your new data source has
no value in the Target column. Click on your data source to edit it.

8. Click the Targets tab and check off the server instance(s) to which you wish
to deploy your data source. Then click Save.

Next, let’s configure a mail session in WebLogic.

Mail Configuration

If you want WebLogic to manage your mail sessions, use the following pro-
cedure. If you want to use Liferay’s built-in mail sessions, you can skip this
section.

Domain Structure

base_domain -
E-Environment

""" Deployments

E-Services

H-Messaging

""" Data Sources

""" Persistent Stores

""" Foreign JNDI Providers
""" Work Contexts

""" ¥ML Registries —
""" XML Entity Caches

11

Figure 14.46: WebLogic Mail Sessions
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1. Select Mail Sessions and create a new mail session which points to your mail
server.

2. Give it the name Liferay Mail and give it the JNDI name of mail/MailSession
and click Next.

3. Choose your server and then click Finish.

Now let’s make sure Liferay can access this mail session.

Domain Configuration - Continued

Let’s revisit domain configuration to make sure we’ll be able to access your data
source and mail session from Liferay Portal.

1. Create a portal-ext.properties file in the Liferay Home folder, which is
one folder up from your domain’s home folder.

If you are using WebLogic to manage your data source, add the following
to your portal-ext.properties file in Liferay Home to refer to your data
source:

jdbc.default. jndi.name=jdbc/LiferayPool

If you are using Liferay Portal to manage your data source, follow the in-
structions in the Deploy Liferay section for using the setup wizard.

If want to use Liferay Portal to manage your mail session, you can configure
the mail session in the Control Panel. After starting your portal as described in
the Deploy Liferay section, go to Control Panel — Server Administration — Mail
and enter the settings for your mail session.

If you are using WebLogic to manage your mail session, add the following to
your portal-ext.properties file to reference that mail session:

mail.session.jndi.name=mail/MailSession

2. Lastly, you must provide WebLogic a reference to Java Server Faces (JSF)
to use that library. Insert the following deployment descriptor within the
<weblogic-web-app> element of WEB-INF/weblogic.xml found in your
Liferay Portal .war :
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<library-ref>
<library-name>jsf</library-name>
<specification-version>1.2</specification-version>
<implementation-version>1.2</implementation-version>
<exact-match>false</exact-match>

</library-ref>

Now its the moment you’ve been waiting for: Liferay deployment!

Deploy Liferay

Follow the instructions in this section to deploy Liferay Portal to your domain.
Before you deploy Liferay Portal, consider whether you want to use the setup
wizard.

« Start the setup wizard along with Liferay Portal - Do this if you want
to configure your portal, set up your site’s administrative account and/or
manage your database within Liferay.

If this is your first time starting Liferay Portal 6.1, the setup wizard is in-
voked on server startup. If you want to re-run the wizard, specify setup.wiz-
ard.enabled=true in your properties file (e.g. portal-setup-wizard.pro-
perties).

setup.wizard.enabled=true
The setup wizard is invoked during server startup.

« Start Liferay Portal without invoking the setup wizard - Do this if you
want to preserve your current portal settings.

To start the server without triggering the setup wizard, specify setup.wiz-
ard.enabled=false in your properties (e.g. portal-setup-wizard.pro-
perties or portal-ext.properties file).

setup.wizard.enabled=false

The portal-setup-wizard.properties file the setup wizard creates has
setup.wizard.enabled=false conveniently specified for you.
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Property values in portal-setup-wizard.properties
override property values in portal-ext.properties.

Now, let’s deploy Liferay Portal.

1. Start WebLogic.

2. Select Deployments and click the Install button. Upload jsf-1.2.war from
WebLogic’s common files directory and select Install this deployment as a
library.

Domain Structure

base_domain -
nvirogment
E-Services
B-Messaging

""" Data Sources

""" Persistent Stores

""" Foreign JNDI Providers
""" Work Contexts

""" XML Registries b
""" ¥ML Entity Caches

----- JCOM

""" Mail Sessions

----- File T3

111

-~

Figure 14.47: WebLogic Deployments

3. After installing the JSF libraries, go back to deployments and select the Lif-
eray .war file from the file system or click the Upload Your File(s) link to
upload it and then click Next.

4. Select Install this deployment as an application and click Next.

5. If the default name is appropriate for your installation, keep it. Otherwise,
give it a name of your choosing and click Next.
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6. Click Finish. After the deployment finishes, click Save.

Liferay launches in one of the following manners:

« If the setup wizard was disabled, your site’s home page opens in your
browser at http://localhost:7001.

+ Otherwise, the setup wizard opens in your browser.

Please see the section above for how to use the setup wizard.

f

Note: After Liferay is installed, you may see an error initiaD
izing the Web Proxy portlet. Because the XSL parser config-
ured by default within WebLogic cannot compile a style sheet
in this portlet, Liferay disables it by default. To re-enable
this portlet, extract xalan. jar and serializer. jar from the
Liferay .war archive and copy them to your JDK’s endorsed
folder for libraries. If you are using JRockit, this folder may be
[$WEBLOGIC_HOME]/jrockit_160_05/jre/lib/ext; if you are using Sun

| JDK, this folder may be [$WEBLOGIC_HOME]/jdk160_24/jre/1ib/ext. )

Congratulations! You are now running Liferay on Oracle WebLogic.

14.18 Installing Liferay on WebSphere 8.0

Tip: Throughout this installation and configuration process,
WebSphere prompts you to Click Save to apply changes to Mas-
ter Configuration. Do so intermittently to save your changes.

Liferay Home is in a folder called 1iferay in the home folder of the user ID
that is running WebSphere.
Preparing WebSphere for Liferay

When the application server binaries have been installed, start the Profile Man-
agement Tool to create a profile appropriate for Liferay.
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1. Click on Create.... Choose Application Server. Click Next.

2. Click the Advanced profile creation option and then click Next. Why Ad-
vanced? You can specify your own values for settings such as the location
of the profile and names of the profile, node and host. You can assign your
own ports. You can optionally choose whether to deploy the administrative
console and sample application and also add web-server definitions if you
wish. Web server definitions are used with IBM HTTP Server. For more
information about these options, please see the WebSphere documentation.

£33 Profile Management I

Profile Creation Options =

Choose the profile creation process that meets your needs. Pick the Typical option to allow the Profile Management Tool to assign a set of default
configuration values to the profile. Pick the Advanced option to specify your own configuration values for the profile.

(© Typical profile creation

Create an application server profile that uses default configuration settings. The Profile Management Tool assigns unique names to the profile,
node, and host. The tool also assigns unique port values. The administrative console and the default application will be installed. You can
optionally select whether to enable administrative security. The tool might create a system service to run the application server depending on
the operating system of your machine and the privileges assigned to your user account.

Note: Default personal certificates expire in one year. Select Advanced profile creation to create a personal certificate with a different
expiration.

) Advanced profie creation

Create application server using default configuration settings or specify your own values for settings such as the location of the profile and
names of the profile, node, and host. You can assign your own port values. You can optionally chaose whether to deploy the administrative
console and Sample applications, and create a Web server definition. You might have the option to run the application server as a system
service depending on the operating system of your machine and the privileges assigned to your user account.

[ <Back J[ Netz ][ Finish |[  Concad |

Figure 14.48: Choose the Advanced profile option to specify your own
settings.
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3. Check the box Deploy administrative console. This gives you a web-based
Ul for working with your application server. Skip the default applications.
You’d only install these on a development machine. Click Next.

4. Set profile name and location. Ensure you specify a performance tuning set-

ting other than Development, since you're installing a server for production
use. Click Next.

&3 Profile Management Te

Profile Name and Location

5

Specify a profile name and directory path to contain the files for the run-time environment, such as commands, configuration files, and log files. Click
Browse to select a different directory.

Profile name:

Liferay
Profile directory:
CAIBM\WebSphere\AppServeriprofilesiLiferay

Select the performance tuning settings that most closely match the type of environment in which the application server will run. Additional tuning
might be necessary o optimize the performance of the server for your applications.

m

Server runtime performance tuning setting: Description
—_— The development settings are aptimized for enviranments with less
iR RS T]  powerful hardware and where updates to applications are frequent.

Important: Deleting the directory a profile is in does not completely delete the profile. Use the manageprofiles command to completely delete a
profile.

The following naming rules must be used:

- Names must start and end with alphabetic characters (A-Z, a-z), numbers (0-9), and underscores () only.

- Names may contain alphabetic characters (A-Z, a-z), numbers (0-9), periods (), dashes (-) and underscores () only.
- Names must not contain spaces or these characters: /A%, ;= + 7| <> %' "[1#§ *{}()

[ <Bok | met> ][ Ensn | [ conca ]

Figure 14.49: Use a performance tuning setting other than Development.
We've selected Standard here. Please see the WebSphere documentation
for further information about performance tuning settings.

5. Choose node and host names for your server. These will be specific to your
environment. Click Next.
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Node and Host Names @

Specify a node name, a server name, and a host name for this profile.

Mode name:

JiferayMode02

Server name:

serverl

Host name:

liferay

Node name: A node name is for administration and must be unique.
Server name: A server name is a logical name for the application server.

Hostname: A host name is the domain name system (DNS) name (short or long) or the IP address of this computer and cannot contain an underscore {

The following naming rules must be used:

- Names must start and end with alphabetic characters (A-Z, 2-z), numbers (0-), and underscores () only.

- Names may contain alphabetic characters (A-Z, a-z), numbers (0-9), periods (), dashes (-} and underscores () only.
+7<> % [1#S A1)

- Names must not contain spaces or these characters: /1, i

See the information center for profile naming and migration considerations.

View the online information center

[ <Back || Nea> || Enish |[  Concal |

Figure 14.50: Choose node and host names appropriate to your
environment.

6. Administrative security in WebSphere is a way to restrict who has access to
the administrative tools. For simplicity, we’ve disabled it but you may want
to have it enabled in your environment. Please see WebSphere’s documen-
tation for further information. Click Next.

7. Each profile needs a security certificate, which comes next in the wizard. If
you don’t have certificates already, choose the option to generate a personal
certificate and a signing certficate and click Next.

8. Once the certificates are generated, set a password for your keystore. Click
Next.
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© o Management Tool SN i

Administrative Security

5

Choose whether to enable administrative security. To enable security, supply a user name and password for logging into administrative taols. This
administrative user is created in a repository within the application server. After profile creation finishes, you can add mere users, groups, of external
repositories.

[FIiEnabie adminisirative security
User name:

Password:

Canfirm password;
\ \

See the information center for more information about administrative security.

View the online information center

[ <Back || Net> || mnish [ Cancel |

Figure 14.51: We've disabled administrative security but you may want to
enableit.

9. Next, you can customize the ports this server profile uses. Be sure to choose
ports that are open on your machine. When choosing ports, installation de-
tects existing WebSphere installations and if it finds activity, it increments
ports by one.

10. If you want WebSphere to start automatically when the machine is booted,
you configure it next. This differs by operating system. When you’re finished
configuring this the way you want, click Next.

11. WebSphere ships with IBM HTTP Server, which is a rebranded version of
Apache. If you want to front your WebSphere server with IBM HTTP Server,
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Security Certificate (Part 2) @

Modify the certificate information to create new certificates during profile creation. If you are importing existing certificates from keystores, usethe  ».
information to verify whether the selected certificates contain the appropriate information. If the selected certificates do not, click Back to import
different certificates.

Restore Defaults

Default personal certificate (a personal certificate for this profile, public and private key):
Issued to distinguished name:
|en=liferay, ou=liferayNode02Cell,ou=liferayNoded2,0=IBM,c=US |
Issued by distinguished name:

m

|en=liferay, ou=Root Certificate, ou= liferayNodeD2Cell,ou=liferayNode02,0=1BM,c=USs. |

Expiration period in years:

Root signing certificate (personal certificate for signing other certificates, public and private key):

Expiration period in years:

Default keystore password:

Confirm the default keystore password:

[ <Back || MNea> || Enish |[  Concal

Figure 14.52: Set a password for your keystore.

you’d configure this next. Please see WebSphere’s documentation for details
on this. When finished, click Next.

12. WebSphere then creates your profile and finishes with a message telling you
the profile was created successfully. You’re now ready to install Liferay!

Copying portal dependencies

Liferay ships with dependency .jars it needs to have on the global classpath.
These should be copied to WebSphere’s global folder provided for this purpose:

[Install Location]/WebSphere/AppServer/lib/ext
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Port Yalues Assignment

i, Activity was detected on these ports: 9060, 9043, 9080, 9443, 2809, 5060, 5061, 8880, 9401, 9403, 9402, 9100, 9353, 7276, 7286, 5558, 5578 @

The values in the following fields define the ports for the application server and do not conflict with other profiles in this installation. Another installation
of WebSphere Application Server or other programs might use the same ports. To avoid run-time port conflicts, verify that each port value is unique.

Default Port Values| | Recommended Port Values

Administrative console port (Defautt 9060):

] »

Administrative console secure port (Default 3043

HTTP transport port (Default 9080):

HITPS transport port (Default 3443):

Bootstrap port (Default 2809):

SIP port (Defautt 5060):

SIP secure port (Default 5061):

SOAP connector port (Default 8880):

Administrative interprocess communication port (Default 9633)(0:
SAS SSL ServerAuth port (Default 9401):

CSIV2 ServerAutth listener port (Default 9403):

CSIV2 MultiAuth listener port (Default 9402):
ORE listener port (Default 9100):
High availability manager communication port (DCS)(Default 9353): 9353

Service integration port (Default 7276):

ﬂdﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ
[T G (T (G () (I e (e (G (G (e (o () e (B

<Back [ Net> || Ensn  |[ cance ]

Figure 14.53: WebSphere gives you a nice user interface for customizing
the ports your server uses.

Once you’ve copied the .jars here, start the server profile you’re planning to
use for Liferay. Once it starts, you’re ready to configure your database.

Database Configuration

If you want WebSphere to manage the database connections, follow the instruc-
tions below. Note this is not necessary if you're planning on using Liferay’s
standard database configuration; in that case, skip this section. You’ll set your
database information in Liferay’s setup wizard after the install.

1. Start WebSphere.
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[ 5

Welcome

Guided Activities

lication Server

Figure 14.54: WebSphere JDBC providers

2. Open the Administrative Console and log in.

. Click Resources — JDBC Providers.

. Click New.

5. For name, enter the name of JDBC provider (e.g. MySQL JDBC Provider).

s W

6. For Implementation class name, enter:

com.mysqgl.jdbc.jdbc2.optional. MysglConnectionPoolDataSource
7. Click Next.

8. Clear any text in classpath. You already copied the necessary . jars to a
location on the server’s class path.

9. Click Next.
10. Click Finish.
11. Click Data Sources under Additional Properties.
12. Click New.

13. Enter a name: liferaydatabasesource.



1

14.
15.
16.

17.

18.

19.
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Enter JNDI: jdbc/LiferayPool.

Everything else should stay at the default values. Save the data source.
When finished, go back into the data source and click Custom Properties and
then click the Show Filter Function button. This is the second from last of the
small icons under the New and Delete buttons.
Type user into the search terms and click Go.

Data sources ?

Data sources > liferaydatabase > Custom properties

Use this page to specify custom properties that your enterprise information system (EIS) requires for the resource providers
and resource factaries that you configure. For example, most database vendors require additional custom properties for data
sources that access the database.

Preferences

== e

Select Name & Value & Description & Required &

Filter: user

You can the:

O ‘ user | root | |fa|se

Total 1 Filtered total: 1

Figure 14.55: Modifying data source properties in WebSphere

Select the user property and give it the value of the user name to your database.
Click OK and save to master configuration.

Do another filter search for the url property. Give it a value that points to
your database. For example, the MySQL URL would be:

jdbc:mysql://localhost/lportal?useUnicode=true&characterEncoding=UTF-8 \
4useFastDateParsing=false

Click OK and save to master configuration.
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20.

21.

Do another filter search for the password property. Enter the password for
the user ID you added earlier as the value for this property. Click OK and
save to master configuration.

Go back to the data source page by clicking it in the breadcrumb trail. Click
the Test Connection button. It should connect successfully.

Once you’ve set up your database, you can set up your mail session.

Mail Configuration

If you want WebSphere to manage your mail sessions, use the following pro-
cedure. If you want to use Liferay’s built-in mail sessions, you can skip this
section.

1.

2.

Click Resources — Mail — Mail Providers.
Click the Built-In Mail Provider for your node and server.
Click Mail Sessions and then click the New button.

Give it a name of liferaymail and a JNDI name of mail/MailSession. Click
OK and save to master configuration.

Click Security — Global Security and deselect Use Java 2 security to restrict
application access to local resources if it is selected. Click Apply.

Great! Now you’re ready to deploy Liferay.

Deploy Liferay

1.

2.

3.

Click Applications — New Application — New Enterprise Application.
Browse to the Liferay .war file and click Next.

Leave Fast Path selected and click Next, then click Next again.

Make sure your server is selected and click Next.

Keep the context root set to / and click Next.

Click Finish. When Liferay has installed, click Save to Master Configuration.
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Start Liferay

1. If you plan to use Liferay’s setup wizard, skip to the next step. If you wish
to use WebSphere’s data source and mail session, create a file called por-

tal-ext.properties in your Liferay Home folder. Place the following text
in the file:

jdbc.default. jndi.name=jdbc/LiferayPool
mail.session.jndi.name=mail/MailSession
setup.wizard.enabled=false

2. Select the Liferay application and click Start.

[stars || simp ]| snstat || unintall ]| vpsate || mellout update || nemove P || export || export 0oL ]| ssport e

B )

‘ Application Status (3

You can administer the following resources:

[ |waee >
] |lifersy-portal6 1 0 war 3
0 |auer >
[ |tunnelweb war FY

Figure 14.56: Starting Liferay on WebSphere.

3. In the setup wizard, select and configure your database type. Click Finish
when you’re done.

Liferay then creates the tables it needs in the database.
Congratulations! You’ve installed Liferay on WebSphere!

14.19 Making Liferay Coexist with Other Java EE Applica-
tions

Liferay Portal by default is configured to sit at the root (i.e., /) of your application
server. Dedicating your application server to running only Liferay Portal is a
good practice, allowing for separation between your portal environment and
your web application environment. This is generally a best practice for portals,
which by definition are application development platforms in and of themselves.
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For that reason, your instance of Liferay is likely to be hosting many applications
and even integrating several of them together on a single page. For this reason,
you should design your system so your portal environment has all the resources
it needs to do this. Configuring it so it is the sole consumer of any other .war
files that get deployed to the application server helps to make sure your system
performs optimally.

If, however, you want Liferay to share space on an application server with
other applications, you can. In this instance, you may not want to make Liferay
the default application in the root context of the server.

There are two steps to modifying this behavior:

1. Deploy Liferay in a context other than root (for example /portal).

2. Modify the portal-ext.properties file to tell Liferay the context to which
it has been deployed.

To change the file, open it in a text editor. Place the portal.ctx property
at the top of the file:

portal.ctx=/

This default setting defines Liferay Portal as the application that sits at the
root context. If you change it to something else, say /portal, for example, you
can then deploy Liferay in that context and it will live there instead of at the
root context.

A full discussion of the portal-ext.properties file appears in Chapter
20.

Note for WebLogic Users: WebLogic also requires that you modify the web-
logic.xml file which is included with Liferay. In this file are tags for the con-
text root:

<context-root>/</context-root>

Change this so it matches the path you set in your portal-ext.properties
file. You will have to modify the weblogic. xml file inside the Liferay .war be-
fore you deploy it. Extract the file from the .war file, modify it and then put it
back in the .war file. Then deploy the modified Liferay .war file to the server
in the proper context.
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14.20 Summary

This chapter is a guide to everything about installing Liferay. Whether you
choose a Liferay bundle or an existing application server, Liferay Portal inte-
grates seamlessly with your enterprise Java environment. It is supported on
more application servers than any other portal platform, allowing you to pre-
serve your investment in your application server of choice or giving you the
freedom to move to a different application server platform. Liferay is com-
mitted to providing you this freedom: we have 500 test servers certifying our
builds with roughly 10,000 tests per version of Liferay Portal. Each of those tests
are run on all of our different supported combinations of application servers,
databases and operating systems. Because of this, you can be sure we are com-
mitted to supporting you on your environment of choice. You can feel safe
knowing you have the freedom to use the software platform that is best for
your organization and that Liferay Portal runs and performs well on it.
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MANAGEMENT

You know how all these retailers advertise themselves as a “one stop shop” for
anything you want? The idea is they have so much stuff that chances are what-
ever you're looking for is there. Liferay’s control panel is something like this. If
you want to create users, sites, organizations, configure permissions and plug-
ins and pretty much anything else, you’ll do it with the control panel. The nice
thing about the control panel is it makes all this very easy to do. This chapter
takes all the concepts you learned about Liferay in chapter 1 (sites, organiza-
tions, and more) and makes them concrete. Here, you’ll learn how to create and
manage every aspect of Liferay’s configuration.

This chapter explains how to use the Control Panel to manage the following
items:

« Users

+ Organizations
» User Groups
+ Roles

« Password Policies

540
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« Authentication Policies
« Global User Settings

Let’s begin our examination of Liferay’s control panel by looking at how to
manage and organize users in Liferay Portal.

15.1 Managing Users

The Portal section of the control panel is used for most administrative tasks.
You’ll find there an interface for the creation and maintenance of

« Users, User Groups and Organizations
« Sites and Teams

« Site Templates

» Page Templates

« Roles
Additionally, you can configure many server settings, including:

» Password Policies
« Portal Settings

« Custom Fields

» Monitoring

« Plugins Configuration

15.2 The Portal Section of the Control Panel

The Portal section of the Control Panel is used for most administrative tasks.
You'll find there an interface for the creation and maintenance of the following
portal entities: users, organizations, user groups, sites, teams, site templates,
page templates, and roles. Additionally, you can configure many settings, in-
cluding the following ones: password policies, portal settings, custom fields,
monitoring, and plugins configuration
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Since we explained how to manage sites, teams, site templates, and page
templates in chapters 2 and 3, we won’t discuss them in detail here. In this
chapter, we’ll focus on using the Control Panel for user management. We’'ll
finish our coverage of the Control Panel in the next chapter, discussing portal
and server administration.

As a portal administrator, you’ll use the Portal section of the Control Panel
to create your portal structure, implement security, and administer your users.
Configurable portal settings include mail host names, email notifications, and
authentication options, including single sign-on and LDAP integration. Note
that only users with the administrator role, which is a portal scoped role, have
permission to view this section of the control panel. You can, of course, grant
permissions to one or more sections to custom roles.

15.3 Addingusers

Let’s add a user account for yourself and configure this account so it has the
same administrative access as the default administrator account. Go up to the
Dockbar, mouse over Go to and click Control Panel. Then open the Users and
Organizations page under the Portal category. Click the Add button and select
User. Fill out the Add User form using your name and email address. When you
are finished, click Save.
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Figure 15.1: The Add User Screen

After you submit the form, the page reloads with a message saying the save
was successful. An expanded form appears that allows you to fill out a lot more
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information about the user. You don’t have to fill anything else out right now.
Just note that when the user ID was created, a password was automatically gen-
erated and, if Liferay was correctly installed (see chapter 14), an email message
with the password in it was sent to the user. This, of course, requires that Liferay
can properly communicate with your SMTP mail server.
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Figure 15.2: Liferay’s User Account Editor

If you haven’t yet set up your mail server, you’ll need to use this page to
change the default password for the user ID to something you can remember.
You can do this by clicking on the Password link in the box on the right, entering
the new password in the two fields and clicking Save. Next, you should give
your user account the same administrative rights as the default administrator’s
account. This allows you to perform administrative tasks with your own ID
instead of having to use the default ID. It also helps to make your portal more
secure by deleting or disabling the default ID.

Click the Roles link. The control panel’s Roles page shows the roles to which
your ID is currently assigned. You should have one role: Power User. By de-
fault, all users are assigned the Power User role. You can give this role certain
permissions if you wish or disable it altogether. You can also define the default
roles a new user receives. We’ll see how to do this later.

To make yourself an Administrator, click the Select link. A dialog box pops
up with a list of all the roles in the system. Select the Administrator role from the
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list. The dialog box disappears and the role is added to the list of roles associated
with your account. Next, click the Save button, which is at the bottom of the
blue bar of links on the right. You are now an administrator of the portal. Log
out of the portal and then log back in with your own user ID.

We'll next look at some aspects of user management.

15.4 User management

If you click the Users link on the left menu of the control panel, there are now
two users in the list of users. If you want to change something about a particular
user, you can click the Actions button next to that user.

Edit User: takes you back to the Edit User page where you can modify any-
thing about the user.

Permissions: allows you to define which roles have permissions to edit the
user.

Manage Pages: allows you to edit the personal pages of a user.

Impersonate User: opens another browser window which allows you to
browse the site as if you were the user.

Deactivate: deactivates the user’s account.

Note most users can’t perform most of the above actions. In fact, most users
won’t even have access to this section of the control panel. You can perform all
of the above functions because you have administrative access.

Let’s look next at how to manage organizations.

Organizations

Organizations are used to represent hierarchical structures of users such as
those of companies, businesses, non-profit organizations, churches, schools,
and clubs. They are designed to allow distributed user administration. Orga-
nizations can be used, for example, to represent a sports league. The league
itself could be modeled as a top-level organization and the various sports (soc-
cer, baseball, basketball, etc.) could be modeled as suborganizations. The teams
belonging to the various sports could be modeled as sub-organizations of the
sports organizations. So, for example, you could have an organization hierar-
chy that looks like this:

« Atlantic Sports League

— Atlantic Soccer Association
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* Midway Soccer Club
* Fairview Soccer Club
* Qak Grove Soccer Club

— Atlantic Baseball Association

* Five Points Baseball Club
* Riverside Baseball Club
* Pleasant Hill Baseball Club

— Atlantic Basketball Association

* Bethel Basketball Club
* Centerville Basketball Club
* New Hope Basketball Club

Whenever you have a collection of users that fit into a hierarchical struc-
ture, you can use organizations to model those users. In Liferay, organization
administrators can manage all the users in their organization and in any sub-
organization. Referring to the hierarchy above, for example, an organization
administrator of the Atlantic Sports League could manage any users belonging
to the league itself, to any of the associations, or to any of the associations’
clubs. An organization administrator of the Atlantic Soccer Association could
manage any users belonging to the Atlantic Soccer Association itself, or to the
Midway Soccer Club, Fairview Soccer Club, or Oak Grove Soccer Club. How-
ever, an administrator of the Atlantic Soccer Club would not be able to manage
users belonging to the Atlantic Baseball Association or to the Bethel Basketball
Club.

Organizations and suborganization hierarchies can be created to unlimited
levels. Users can be members of one or many organizations. The rights of an
organization administrator apply both to his/her organization and to any child
organizations. By default, members of child organizations are implicit members
of their parent organizations. This means, for example, that members of child
organizations can access the private pages of their parent organizations. This
behavior can be customized in your portal’s ‘portal-ext.properties‘ configura-
tion file.

Since organizations are designed for distributed user administration, orga-
nization administrators have an entirely different set of privileges than site ad-
ministrators. Site administrators are responsible for the pages, portlets, and
content of their site. They are also responsible for managing the membership of
their site. To this end, they can set the membership type to Open, Restricted, or
Private. They can also add users to or remove users from their site but cannot
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manage the users themselves. Organization administrators, on the other hand,
can edit users belonging to their organization or any suborganization. They
cannot add existing users to their organization but they can create new users
within their organization. Only portal administrators can add existing users to
an organization.

Many simple portal designs don’t use organizations at all; they only use sites
(see chapters 2 and 3 for more information on sites). Remember that the main
purpose of organizations is to allow for distributed user management. They
allow portal administrators to delegate some of their user management respon-
sibilities to organization administrators. If you don’t anticipate needing to del-
egate user management responsibilities, your portal design need not include
organizations. In order to decide whether or not your portal design should in-
clude organization, think about your portal’s function. A simple photo-sharing
web site, for example, could be powered by sites only. On the other hand, or-
ganizations are useful for corporations or educational institutions since their
users can easily be placed into a hierarchical structure. In fact, organizations in
Liferay are designed to model any group hierarchy, from those of government
agencies all the way down to those of small clubs. Of course, users can belong
both to organizations and to independent sites. For example, a corporation or
educational institution could create a social networking site open to all portal
users, even ones from separate organizations.

Additionally, organization administrators can assign organization-scoped roles
to members of their organization. For example, consider an IT Security group
in a corporate setting. You could have a suborganizaton of your IT organiza-
tion that handles security for all of the applications company-wide. If you grant
the IT Security organization the portal administrator role, all the members of
the organization would have administrative access to the entire portal. Suppose
further that a user in this organization was later hired by the Human Resources
department. The simple act of removing the user from the IT Security organiza-
tion also removes the user’s administrative privileges, since the privilege came
from the IT Security organization’s role. By adding the user to the HR organi-
zation, any roles the HR organization has (such as access to a benefits system in
the portal) are transferred to the user. In this manner, you can design your por-
tal to correspond with your existing organization chart and users’ permissions
are granted according to their positions in the chart.

Of course, this is only one way to design it. If you have more complex
requirements for permissions within an organization, you can create custom
organization-scoped roles to assemble the permissions you wish to grant to par-
ticular users. Alternatively, you could consider attaching a site to your orga-
nization and using site teams to assemble the sets of permissions (see below).
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We’ll discuss roles and permissions in more detail later in this chapter.

Does your organization need to have its own site? Many organizations don’t,
but since some do, Liferay allows sites to be attached to organizations. If an or-
ganization has an attached site, the organization’s administrators are treated as
the site administrators of the attached site. This means that they can manage
the pages, portlets, and content of the site as well as the users of the organiza-
tion. Members of an organization with an attached site are treated as members
of the organization’s site. This means that they can access the private pages of
the organization’s site, along with any portlets or content there. The capability
of attaching sites to organizations allows portal administrators to use organi-
zations to facilitate distributed portal administration, not just distributed user
administration. Next, let’s learn how to create and manage organizations.

To add an organization, click the Users and Organizations link on the left side
of the control panel. Then click the Add button and choose Regular Organiza-
tion.

To attach a site when you create an organization, click the Organization Site
tab at the right and check the Create Site box. If you don’t know right now if
your organization needs a web site, that’s fine. You can always add one later if
the need arises.
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Figure 15.3: Adding an organization
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Name: Enter a name for the organization.

Type: Choose whether this is a regular organization or a location. A location
cannot have any suborganizations.

Parent Organization: Select an organization in the system to be the direct
parent of the organization you are creating. Click the Remove button to remove
the currently configured parent.

Tip: Note that you’re already a member of any organizations
you create. By creating an organization, you become both a
member and receive the Organization Owner role, which gives
you full rights to the organization. You can, of course, add other
users to this role to make them Organization Owners.

Fill out the information for your organization and click Save. As before with
users, the form reappears and you can enter more information about the organi-
zation. Organizations can have multiple email addresses, postal addresses, web
sites and phone numbers associated with them. The Services link can be used
to indicate the operating hours of the organization, if any.

For now, click the Back button. This takes you back to the list of organiza-
tions.

Click the Actions button next to the new organization you created. This
shows the actions you can take to manipulate this organization.

Edit: lets you specify details about the organization, including addresses,
phone numbers, email addresses and websites.

Manage Site: lets you create and manage public and private pages for the
organization’s site.

Assign Organization Roles: lets you assign organization-scoped roles to
users. By default, Organizations are created with three roles: Organization Ad-
ministrator, Organization User and Organization Owner. You can assign one
or more of these roles to users in the organization. All members of the organi-
zation automatically get the Organization User role so this role is hidden when
you click Assign Organization Roles.

Assign Users: lets you search and select users in the portal to be assigned to
this organization as members.

Add User: adds a new user in the portal and assigns the user as a member
of this organization.

Add Regular Organization: lets you add a child organization to this orga-
nization. This is how you create hierarchies of organizations with parent-child
relationships.
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Add Location: lets you add a child Location, which is a special type of orga-
nization that cannot have any children added to it.

Delete: removes this organization from the portal. Make sure the organiza-
tion has no users in it first.

If you click the View button at the top of the Users and Organizations page
and select View Hierarchy you can view both a list of users who are members of
this organization and a list of all the suborganizations of this organization.

Users can join or be assigned to sites when they share a common interest.
Users can be assigned to organizations when they fit into a hierarchical struc-
ture. Users groups provide a more ad hoc way to group users than sites and
organizations. Let’s look at them next.

15.5 User Groups

User Groups are designed to allow portal administrators to create groups of
users that traverse the organizations hierarchy. They can be used to create
arbitrary groupings of users who don’t necessarily share an obvious hierar-
chical attribute. Users can be assigned to multiple user groups. For example,
consider a software company with many offices and departments within each
office. The company’s office/department structure could be modeled through
organizations. In this situation, it might make sense to create user groups for
developers, office managers, accountant, etc. User Groups are most often used
to achieve one of the following goals:

« To simplify the assignment of several roles to a group of users. For ex-
ample, in a University portal, a user group could be created to group all
teachers independently of their organizations to make it easier to assign
one or several roles at once to all the teachers.

« To simplify membership to one or more sites by specifying a group of
users. Using the previous example, all teachers could be members of the
sites University Employees and Students and Teachers Collaboration Site by
adding the Teachers user group as a member.

« To provide predefined public or private pages to the users who belong to
the user group. For example, the Teachers user group could be created to
ensure the home page on all teachers’ personal sites has the same layout
and applications.
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Creating a user group is easy. Navigate to the control panel, click the Users
Groups link and then click the Add button. There are only two fields to fill out:
Name and Description. Click Save and you will be redirected back to the User
Groups page of the control panel.
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Figure 15.4: Creating a New User Group

Note in the figure above how each user group may have a site, with public
and private pages. This is a special type of site that determines the base pages on
all user group members’ personal sites. The user group site works in a similar
way to Site Templates, except in this case the User Group Site pages are not
copied for each user but are rather shown dynamically along with any custom
pages the user may have on his/her personal site. For this reason, users are not
allowed to make any modifications to the pages that are inherited from the user
group. Alternatively the administrators of the user group can define certain
areas as customizable, just like they can for regular sites. This allows users to
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decide which applications they want to place in certain areas of each page, as
well as change their configuration.
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Figure 15.5: User Group Actions

As with the other resources in the portal, you can click the Actions button
next to a user group to perform various operations on that group.

Edit: allows you to modify the name or description of the user group.

Permissions: lets you define which roles have permissions to view, edit,
delete, assign members to the user group, etc.

Site Permissions: lets you define which roles have permissions to manage
the user group site, to specify who can administer its pages, export and import
pages and portlet content, manage archived setups and configure its applica-
tions.

Manage Site Pages: allows you to add pages to the user group site, import
or export pages, organize the page hierarchy, modify the look and feel of the
pages, add a logo or access other options from the Manage Site interface.

Assign Members: lets you search for and select users in the portal to be
assigned to this user group as well as view the users currently belonging to the
user group .

Delete: removes the user group.

If your user group has a site, two options named Go to the Site’s Public Pages
and Go to the Site’s Private Pages also appear as links in your user group’s
Actions menu. Clicking one of these links opens the user group’s site in a new
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browser window. Any changes you make to the site are saved automatically.
You can safely close the browser window when you’re done.

Creating and editing a User Group

A user group’s site can be administered from the control panel. Select User
Groups from the control panel to see a list of existing user groups. To edit a
user group, click on its name or description. You can also click on the Actions
button to see the full list of actions that can be performed on a user group. When
editing a user group, you can view its site, if it exists, by clicking the Open Pages
link under Public Pages or Private Pages (read below for details on user group
sites).

As an example of how user group sites can be used, let’s create a user group
called Bloggers along with a simple template. We’ll call the site template Bloggers
too. It should contain a single Blog page with the Blogs and Recents Bloggers
portlets on it. First, navigate to the User Groups page of the control panel. Then
click Add and enter the name Bloggers for your user group, and optionally, a
description. Click Save to create your user group.

Our next step is to assign an existing user to the Bloggers group.

Assigning Members to a User Group

Navigate to Users and Organizations and create a new user called Joe Bloggs.
Then navigate to the User Groups page of the control panel and click Actions
— Assign Members next to the Bloggers group. Click the Available tab to see a
list of users that can be assigned to the group.

From that list, one or more users can be assigned as members of the user
group.

For example, by default, newly created users are given Welcome pages on
the public pages portion of their personal sites. This Welcome page contains
the Language, Search and Blogs portlets. You can see the effect of the Bloggers
site template on the public pages of Joe Bloggs’s personal site in the figure above.
When Joe Bloggs was added to the Bloggers group, he received a Blogs page with
the Blogs and Recent Bloggers portlets.

After the user group has been created and several users have been added to
it, you can add all those users at once as members of a site in one step from the
Site Memberships Ul of the site. You can also use the user group when assigning
a role to users from the roles management UL

The next section describes a more advanced usage of user groups: User
Group Sites.
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Figure 15.6: Assigning Members to a User Group

User Group Sites

Liferay allows users to each have a personal site consisting of public and private
pages. Permissions can be granted to allow users to customize their personal
sites at will. Originally, the default configuration of those pages could only be
determined by the portal administrator through the portal-ext.properties
file and, optionally, by providing the configuration in a LAR file. You can still
configure it like this but it isn’t very flexible or easy to use.

By using User Group Sites, portal administrators can add pages to the per-
sonal sites of all the users who belong to the site in an easy and centralized
way. All the user group site’s public pages are shown as part of the user’s pub-
lic personal site. All the user group site’s private pages are shown as part of the
user’s private site. If a user belongs to several user groups, all of its pages are
made part of his public and private site. In an educational institution’s portal,
for example, teachers, staff and students could get different default pages and
applications on their personal sites.

The pages a user’s personal site inherits from a User Group still belong to the
User Group and thus cannot be changed in any way by the user. What the user
group administrators can do is define certain areas of the pages as customizable
to allow the users to choose which applications and what configuration should
be shown in those areas. If a user has permission to add custom pages to his/her
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personal site, besides those inherited from a user group, the custom pages are
always shown last.

Since the inheritance of pages is done dynamically, this new system intro-
duced in Liferay 6.1 can scale to hundreds of thousands of users or even mil-
lions of them without an exponential impact in performance. Previous versions
of Liferay used a different technique that required user group pages be copied
to each user’s personal site. For portals upgrading from previous versions of
Liferay, you can keep the old behavior but it has been left disabled by default.
You can enable it by adding the following line to your portal-ext.properties file:

user.groups.copy.layouts.to.user.personal.site=true

When this property is set to true, once the template pages have been copied
to a user’s personal site, the copies may be modified by the user. Changes done
to the originals in the User Group will only affect new users added to the user
group. Users with administrative privileges over their personal sites can modify
the pages and their content if the Allow Site Administrators to Modify the Pages
Associated with This Site Template box has been checked for the template. When
a user is removed from a user group, the associated pages are removed from
the user’s personal site. Moreover, if a user is removed from a group and is
subsequently added back, the group’s template pages are copied to the user’s
site a second time. Note that if a user group’s site is based on a site template and
an administrator modifies the user group’s site template after users have already
been added to the group, those changes only take effect if the Enable propagation
of changes from the site template box for the user group was checked.

Tip: Previous to Liferay 6.1, pages from different user groups
could be combined on users’ personal sites by using a nam-
ing convention. Liferay 6.1 simplifies the way user groups’
sites work by disallowing page combination. Set the property
user.groups.copy.layouts.to.user.personal.site to true if you depend
on that functionality.

You can create a user group’s site manually or base it on a site template. To
create a user group’s site manually, use the Actions menu mentioned above and
choose Manage Site Pages. You can add a new public or private page by selecting
the appropriate tab and then clicking the Add Page button. Once the user group
has at least one public or private page in place, you can go back to the Actions
menu and click on the Go to the Site’s Public Pages or Go to the Site’s Private
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Pages link to open the user group’s site in a new browser window. In the new
window, you can add more pages and portlets and configure site settings.

You can also base a user group’s site on a template. When editing a user
group, use the Public Pages and Private Pages drop down lists to select a site
template. Leave the Enable propagation of changes from the site template box
checked to automatically update users’ personal sites if the associated site tem-
plate changes. If you uncheck this box but recheck it later, the template pages
are copied to the users’ sites, overwriting any changes they may have made.
You can allow users to make changes to the pages they receive from the user
group by enabling the customization options on each page.

This flexibility lets you achieve almost any desired configuration for a user’s
personal site without having to modify it directly. When a user is assigned to a
user group, the configured site pages are copied directly to the user’s personal
site.

Following with the example above, we will create a site for our sample user
group. Edit the Bloggers group. Choose an existing Site Template from the
drop down menu for the user group’s public pages and click Save. After the
page reloads you can click to see the pages and make any changes desired, add
additional pages, etc.

Also, try visiting the public site of one of the users who belongs to the user
group. You will see how all of the pages in the user group appear as part of the
user site, including the ones copied from the site template and the ones added
afterwards.

15.6 Roles and Permissions

Roles are used to collect permissions that define a particular function within the
portal, according to a particular scope. Roles can be granted permissions to var-
ious functions within portlet applications. A roles is basically just a collection
of permissions that defines a function, such as Message Board Administrator. A
role with that name is likely to have permissions relevant to the specific Mes-
sage Board portlets delegated to it. Users who are placed in this role will inherit
these permissions.

The roles page of the control panel serves as a single interface which lets you
create roles, assign permissions to them and assign users to the roles. Roles can
be scoped by portal, site or organization. To create a role, click the Roles link
and then click the Add button. You can choose a Regular, Site or Organization
role. A regular role is a portal-scoped role. Make a selection and then type a
name for your role, a title and a description. The name field is required but the
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Figure 15.7: Selecting a Template for the User Group Site

title and description are optional. If you enter a name and a title, the title will
be displayed in the list of roles on the Roles page of the control panel. If you
do not enter a title, the name will be displayed. When you have finished, click
Save.

In addition to regular roles, site roles, and organization roles, there are also
teams. Teams can be created by site administrators within a specific site. The
permissions granted to a team are defined and applied only within the team’s
site. The permissions defined by regular, site, and organization roles, by con-
trast, are defined at the portal level, although they are applied to different scopes.
The differences between the four types of roles can be described as follows:

Regular role: Permissions are defined at the *portal® level and are applied at
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the *portal* level.

Site role: Permissions are defined at the *portal® level and are applied to one

*specific site™.

Organization role: Permissions are defined at the *portal* level and are ap-

plied to one *specific organization®.

Team: Permissions are defined within a *specific site* and are assigned within

that *specific site*.
For more information about teams, please refer to chapter 3.
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Figure 15.8: Roles Page and Role Actions Menu

you can perform on your new role, click the Actions button.

Edit: lets you change the name, title or description of the role.
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Permissions: allows you to define which users, user groups or roles have
permissions to edit the role.

Define Permissions: defines what permissions this role grants. This is out-
lined in the next section.

Assign Members: lets you search and select users in the portal to be assigned
to this role. These users will inherit any permissions that have been assigned to
this role.

View Users: allows you to view the users who have been assigned to this
role.

Delete: permanently removes a role from the portal.

Next, let’s examine how to configure the permissions granted by different
roles.

Defining Permissions on a Role

Roles serve as repositories of permissions to be assigned to users who belong
to them. So, to use a role, you need to assign members to it and define the
permissions you want to grant to members of the role.

When you click the Actions button on portal-scoped role and select Define
Permissions, you will be shown a list of all the permissions defined for that role.
Click the Add Permissions drop-down menu to see a list of the permissions that
can be defined. As of Liferay version 6.1, these permissions fall into seven cate-
gories: Portal, Site Content, Site Application, Control Panel: Personal, Control
Panel: Site, Control Panel: Portal and Control Panel: Server. For non-portal
scoped roles, you need to click on the Options link on individual portlets, then
Configuration, then Permissions to assign permissions within the site or organi-
zation that owns the portlet.

Portal permissions cover portal-wide activities that comprise several cate-
gories, such as site, organization, location, password policy, etc. This allows
you to create a role that, for example, can create new sites within the portal.
This would allow you to grant users that particular permission without making
them overall portal administrators.

Site Content permissions cover the content the installed portlets create. If
you pick one of the portlets from this list, you’ll get options for defining per-
missions on its content. For example, if you pick Message Boards, you’ll see
permissions for creating categories and threads or deleting and moving topics.

Site Application permissions affect the application as a whole. So, using our
Message Boards example, an application permission might define who can add
the Message Boards portlet to a page.
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Figure 15.9: Defining Permissions on a Role

The control panel permissions affect how the portlet appears to the user in
the control panel. Some control panel portlets have a Configuration button, so
you can define who gets to see that, as well as who gets to see an application in
the control panel.

Each possible action to which permissions can be granted is listed. To grant
a permission, check the box next to it. If you want to limit the scope of the
permission to a particular site, click the Limit Scope link and then choose the
site. Once you have chosen the permissions granted to this role, click Save. For
a portal-scoped Message Boards Administrator role, you might grant content
permissions for every action listed. After you click Save, you will see a list of
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Figure 15.10: Message Board Content Permissions
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all permissions currently granted to this role. From here, you can add more
permissions or go back by clicking a link in the breadcrumb list or the Return to
Full Page link.

The list of permissions that you can define for a role may seem overwhelm-
ing. However, these permissions ensure that you can customize exactly which
areas of your portal you’d like different collections of users to be able to access.
Sometimes you might find that a certain permission grants more or less access
than what you expected—-always test the permissions yourself!

For example, suppose that you created a role called User Group Manager.
You’d like to define the permissions for the User Group Manager role so that
users assigned to this role can add users to or remove users from any user group.
To do this, you might click on Go To — Control Panel and then Roles — Add —
Regular Role. After naming your role, you’d click Actions — Define Permissions.
Then you’d click on the Add Permissions dropdown menu and select Users and
Organizations under the Portal heading. Since you’d like user group managers
to be able to view user groups and assign members to them, you’d check the
Assign Members and View permissions under the User Group heading. Then
you’d go back to the Add Permissions dropdown menu and select User Groups
under the Control Panel: Portal heading and check the Access in Control Panel
and View permissions so that user group managers can manage user groups
from the Control Panel.

You might expect that these permissions would be enough to allow users
assigned to the User Group Manager role to add or remove any users to or from
any user group. After all, we’ve granted user group managers permissions to
view user groups and assign members and we’ve granted them access to User
Groups in the Control Panel. However, we're forgetting an important permis-
sion. Can you guess what it is? That’s right: we haven’t granted the User Group
Manager role permission to view users! Although user group managers can as-
sign members to user groups, they don’t have permission to view users at the
portal level. This means that if they click Assign Members for a user group and
click on the Available tab, they’ll see an empty list.

To fix this, click Go To — Control Panel. Click on Roles and then Actions
— Define Permissions. Then click on the Add Permissions dropdown list and
select Users and Organizations under the Portal heading. On this page, check
the View permission under the User heading. Once you’ve saved, users who’ve
been assigned to the User Group Manager role will be able to browse the portal’s
entire list of users when assigning users to a user group.

Roles are very powerful and allow portal administrators to define various
permissions in whatever combinations they like. This gives you as much flexi-
bility as possible to build the site you have designed.
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Special Note about the Power Users Role

Prior to Liferay 6.0, the default configurations of many Liferay portlets allowed
power users, but not regular users, to access them. Liferay 6.0 and subsequent
versions grant the same default permissions to both power users and regular
users. This way, portal administrators are not forced to use the power users
role. However, Liferay encourages those who do to create their own custom
permissions for the role.

/

Note: Prior to Liferay version 6.0, Power Users and Users did\
not have the same default permissions. So if are using Liferay 5.2
or a previous version, it’s dangerous to remove the Power Users
role from the default user associations: this could remove cer-
tain permissions you expect to apply to all users. If you decide
to remove the Power Users role from the default user associa-
tions anyway, you will probably want to modify the permissions

on certain portlets to make them accessible to all users. To do this, see the
\sectlon on Plugins Configuration below. )

Now that we’ve seen how to use organizations and user groups to manage
users and how to use roles to define permissions, let’s examine the general portal
settings you can configure.

15.7 Managing Portal Settings

After you have created users, user groups, organizations, roles, sites and teams
your portal will be ready to host content and applications. You can configure Lif-
eray’s portal settings to fit your environment and your particular portal project.
Many configurations can be performed through Liferay’s portlet-driven user in-
terface. This section covers how to configure portal settings such as password
policies, authentication settings, mail host names, email notifications, display
settings and monitoring.

Now that you have been navigating in the control panel, you should be pretty
familiar with how it works. All the options appear in the left navigation, their in-
terfaces appear in the middle and any sub-options appear on the right. We have
focused so far on the maintenance of users and portal security. The remaining
links in the Portal category focus on various portal settings which cover how
the portal operates and integrates with other systems you may have. Let’s be-
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gin our discussion of Liferay’s portal settings by examining how to configure
password policies.

Password Policies

Password policies can enhance the security of your portal. You can set require-
ments on password strength, frequency of password expiration and more. Ad-
ditionally, you can apply different password policies to different sets of portal
users.

If you are viewing a page other than the control panel, select Control Panel
from the Go to menu of the Dockbar. Next, click on the Password Policies link on
the left side of the screen under the Portal heading. You will see there is already
a default password policy in the system. You can edit this in the same manner
as you edit other resources in the portal: click Actions and then click Edit.

The Password Policy settings form contains the following fields. Enabling
specific settings via the check boxes prompts setting-specific options to appear.

Name: requires you to enter a name for the password policy.

Description: lets you describe the password policy so other administrators
will know what it’s for.

Changeable: determines whether or not a user can change his or her pass-
word.

Change Required: determines whether or not a user must change his or her
password after logging into the portal for the first time.

Minimum Age: lets you choose how long a password must remain in effect
before it can be changed.

Reset Ticket Max Age: determines how long a password reset link remains
valid.

Password Syntax Checking: allows you to set a minimum password length
and to choose whether or not dictionary words can be in passwords. You can
also specify detailed requirements such as minimum numbers of alpha numeric
characters, lower case letters, upper case letters, numbers or symbols.

Password History: lets you keep a history (with a defined length) of pass-
words and prevents users from changing their passwords to one that was pre-
viously used.

Password Expiration: lets you choose how long passwords can remain ac-
tive before they expire. You can select the age, the warning time and a grace
limit.

Lockout: allows you to set a number of failed log-in attempts that triggers
a user’s account to lock. You can choose whether an administrator needs to
unlock the account or if it becomes unlocked after a specific duration.
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From the list of password policies, you can perform several other actions.

Edit: brings you to the form above and allows you to modify the password
policy.

Permissions: allows you to define which users, user groups or roles have
permission to edit the password policy.

Assign Members: takes you to a screen where you can search and select
users in the portal to be assigned to this password policy. The password policy
will be enforced for any users who are added here.

Delete: shows up for any password policies you add beyond the default pol-
icy. You cannot delete the default policy.

Next, let’s examine Liferay’s Portal Settings.

Portal Settings

Most global portal settings can be configured from the Portal Settings section of
the control panel. The Configuration heading contains the following links:

General: lets you configure global settings, such as the company name, do-
main, the virtual host, a global portal logo and more.

Authentication: allows you to configure log in IDs, connection to LDAP and
Single Sign-On.

Users: has three tabs, labeled Fields, Reserved Credentials and Default User
Associations. The Fields tab enables or disables some user fields, such as birth-
day or terms of use. The Reserved Credentials tab lets you reserve screen names
and email addresses so users cannot register using them. You might use this
to prevent users from registering on the portal with user names that contain
profanity or that sound official, such as admin or president. The Default User
Associations tab lets you configure default membership to roles, user groups,
sites for new users and provides a check box which allows you to retroactively
apply these to existing users.

Mail Host Names: lets you add a list of other mail host names to be as-
sociated with your organization. For example, your main domain might be
mycompany . com but you might use mycompany-marketing. com for your email
newsletters. Any domain names associated with your organization can go here.

Email Notifications: allows you to configure Liferay to send email notifica-
tions for certain events, such as user registrations, password changes, etc. You
can customize those messages here.

Let’s discuss these settings next.
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Figure 15.13: Portal Settings Pages

General

The General link takes you to a page with three headings: Main Configuration,
Navigation and Additional Information. Under the Main Configuration heading,
you can set the name of the company, organization or site which is running the
portal. This name also defines the name of your portal’s default site. Its default
name is 1iferay.com so you will definitely want to set this to reflect your own
company. You can also set the mail domain, virtual host and content delivery
network address here. Under the Navigation heading, you can set a home page
for your portal here as well as default landing and logout pages. Under the
Additional Information heading, you can specify a Legal name, ID, company
type, SIC code, ticker symbol, industry and industry type.

Authentication

The Authentication page has several tabs: General, LDAP, CAS, Facebook, NTLM,
OpenlD, Open SSO and SiteMinder. You can use any of these authentication
methods to configure how users will authenticate to Liferay. Since Liferay sup-
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ports quite a few authentication methods, there are different settings for each.

The settings on the General tab of the Authentication page affect only Lif-
eray functionality and don’t have anything to do with the integration options
on the other tabs. The General tab allows you to customize Liferay’s standard
authentication behavior. Specifically, the General tab allows you to select from
several global authentication settings:

Authenticate via email address (default), screen name or user ID (a nu-
merical ID auto-generated in the database not recommended).

Enable/Disable automatic log in. If enabled, Liferay allows a user to check
a box which will cause the site to “remember” the user’s log in by placing
a cookie on his or her browser. If disabled, users will always have to log
in manually.

Enable/Disable forgotten password functionality.
Enable/Disable request password reset links.

Enable/Disable account creation by strangers. If you are running an In-
ternet site, you will probably want to leave this on so visitors can create
accounts on your site.

Enable/Disable account creation by those using an email address in the
domain of the company running the site (which you just set on the Gen-
eral page of Portal Settings). This is handy if you are using Liferay to host
both internal and external web sites. You can make sure all internal IDs
have to be created by administrators but external users can register for
IDs themselves.

Enable / Disable email address verification. If you enable this, Liferay will
send users a verification email with a link back to the portal to verify the
email address they entered is a valid one they can access.

By default, all settings except for the last are enabled. User authentication
by email address is an important default for the following reasons:

1. An email address is, by definition, unique to the user who owns it.

2. People can generally remember their email addresses. If you have users who
haven’t logged into the portal for a while, it is possible they will forget their
screen names, especially if they weren’t allowed to use their screen names
of choice (because they were already taken).
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3. If a user changes his or her email address, it is more likely the user will forget
to update his or her email address in his or her profile, if the email address
is not used to authenticate. If the user’s email address is not updated, all
notifications sent by the portal will fail to reach the user. So it is important
to keep the email address at the forefront of a user’s mind when he or she
logs in to help the user keep it up to date.

We’ll examine how to set up LDAP authentication next.

15.8 Integrating Liferay users into your enterprise

LDAP

You can use the LDAP tab of the Authentication page to connect Liferay to an
LDAP directory. There are two places for you to configure the LDAP settings:
here in the control panel or in the portal-ext.properties file (which is cov-
ered in chapter 20). We recommend you use the control panel since your config-
uration settings will be stored in the database. Note that if you use both, the set-
tings in the database will be merged with the settings in portal-ext.properties.
If there’s a conflict or overlapping data, the LDAP servers set in the control panel
take precedence over the servers set in portal-ext.properties. Configuring
the LDAP settings from the control panel is easier and does not require a restart
of Liferay. The only compelling reason to use the portal-ext.properties
file is if you have many Liferay nodes which will be configured to run against
the same LDAP directory. In that case, for your initial deployment, it may be
easier to copy the portal-ext.properties file to all of the nodes so the first
time they start up, the settings are correct. Regardless of which method you
use, the available settings are the same.

You configure the global values from the LDAP tab of the Authentication
page.

Enabled: Check this box to enable LDAP Authentication.

Required: Check this box if LDAP authentication is required. Liferay will
then not allow a user to log in unless he or she can successfully bind to the
LDAP directory first. Uncheck this box if you want to allow users with Liferay
accounts but no LDA accounts to log in to the portal.

LDAP Servers: Liferay supports connections to multiple LDAP servers. You
can you the Add button beneath this heading to add LDAP servers. We explain
how to configure new LDAP servers below.

Import/Export: You can import and export user data from LDAP directories
using the following options:
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« Import Enabled: Check this box to cause Liferay to do a mass import
from your LDAP directories. If you want Liferay to only synchronize
users when they log in, leave this box unchecked. Definitely leave this
unchecked if you are working in a clustered environment. Otherwise, all
of your nodes would try to do a mass import when each of them starts

up.

« Import on Startup Enabled: Check this box to have Liferay run the import
when it starts up. Note: This box only appears if you check the Import
Enabled box above.

Export Enabled: Check this box to enable Liferay to export user accounts
from the database to LDAP. Liferay uses a listener to track any changes
made to the User object and will push these changes out to the LDAP
server whenever the User object is updated. Note that by default on ev-
ery login, fields such as LastLoginDate are updated. When export is
enabled, this has the effect of causing a user export every time the user
logs in. You can disable this by setting the following property in your
portal-ext.properties file:

users.update.last.login=false

Use LDAP Password Policy: Liferay uses its own password policy by default.
This can be configured on the Password Policies page of the control panel. Check
the Use LDAP Password Policy box if you want to use the password policies de-
fined by your LDAP directory. Once this is enabled, the Password Policies tab
will display a message stating you are not using a local password policy. You
will now have to use your LDAP directory’s mechanism for setting password
policies. Liferay does this by parsing the messages in the LDAP controls re-
turned by your LDAP server. By default, the messages in the LDAP controls
that Liferay is looking for are the messages returned by the Fedora Directory
Server. If you are using a different LDAP server, you will need to customize the
messages in Liferay’s portal-ext.properties file, as there is not yet a GUI
for setting this. See below for instructions describing how to do this.

Once you’ve finished configuring LDAP, click the Save button. Next, let’s
look at how to add LDAP servers.

Adding LDAP Servers

The Add button beneath the LDAP servers heading allows you to add LDAP
servers. If you have more than one, you can arrange the servers by order of
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preference using the up/down arrows. When you add an LDAP Server, you will
need to provide several pieces of data so Liferay can bind to that LDAP server
and search it for user records. Regardless of how many LDAP servers you add,
each server has the same configuration options.

Server Name: Enter a name for your LDAP server.

Default Values: Several leading directory servers are listed here. If you are
using one of these, select it and click the Reset Values button. The rest of the
form will be populated with the proper default values for that directory.

Connection: These settings cover the basic connection to LDAP.

« Base Provider URL: This tells the portal where the LDAP server is located.
Make sure the machine on which Liferay is installed can communicate
with the LDAP server. If there is a firewall between the two systems,
check to make sure the appropriate ports are opened.

Base DN: This is the Base Distinguished Name for your LDAP directory.
It is usually modeled after your organization. For a commercial organi-
zation, it may look similar to this: dc=companynamehere,dc=com.

Principal: By default, the administrator ID is populated here. If you have
removed the default LDAP administrator, you will need to use the fully
qualified name of the administrative credential you use instead. You need
an administrative credential because Liferay will be using this ID to syn-
chronize user accounts to and from LDAP .

« Credentials: This is the password for the administrative user.

This is all you need to make a regular connection to an LDAP directory. The
rest of the configuration is optional. Generally, the default attribute mappings
provide enough data to synchronize back to the Liferay database when a user
attempts to log in. To test the connection to your LDAP server, click the Test
LDAP Connection button.

If you are running your LDAP directory in SSL mode to prevent credential
information from passing through the network unencrypted, you will have to
perform extra steps to share the encryption key and certificate between the two
systems.

For example, assuming your LDAP directory happens to be Microsoft Active
Directory on Windows Server 2003, you would take the following steps to share
the certificate:

Click Start — Administrative Tools — Certificate Authority. Highlight the
machine that is the certificate authority, right click on it, and click Properties.
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From the General menu, click View Certificate. Select the Details view, and click
Copy To File. Use the resulting wizard to save the certificate as a file. As with
the CAS install (see the below section entitled Single Sign-On), you will need
to import the certificate into the cacerts keystore. The import is handled by a
command like the following:

keytool -import -trustcacerts -keystore /some/path/jdki.5.0_11/jre/ \
lib/security/cacerts -storepass changeit -noprompt -alias MyRootCA \
-file /some/path/MyRootCA.cer

The keytool utility ships as part of the Java SDK.

Once this is done, go back to the LDAP page in the control panel. Modify the
LDAP URL in the Base DN field to the secure version by changing the protocol
to https and the port to 636 like the following:

ldaps://myLdapServerHostname:636

Save the changes. Your Liferay Portal will now use LDAP in secure mode for
authentication.

Users: This section contains settings for finding users in your LDAP direc-
tory.

« Authentication Search Filter: The search filter box can be used to deter-
mine the search criteria for user logins. By default, Liferay uses users’
email addresses for their login names. If you have changed this setting,
you will need to modify the search filter here, which has been configured
to use the email address attribute from LDAP as a search criterion. For
example, if you changed Liferay’s authentication method to use screen
names instead of the email addresses, you would modify the search filter
so it can match the entered log in name:

(cn=@screen\_name@)

« Import Search Filter: Depending on the LDAP server, there are different
ways to identify the user. Generally, the default setting’ is fine but if you
want to search for only a subset of users or users that have different object
classes, you can change this.

1obj ectClass=inetOrgPerson
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« User Mapping: The next series of fields allows you to define mappings
from LDAP attributes to Liferay fields. Though your LDAP user attributes
may be different from LDAP server to LDAP server, there are five fields
Liferay requires to be mapped for the user to be recognized. You must de-
fine a mapping to the corresponding attributes in LDAP for the following
Liferay fields:

— Screen Name

— Password

— Email Address
— Full Name

— First Name

— Middle Name
— Last Name

— Job Title

- Group

The control panel provides default mappings for commonly used LDAP at-
tributes. You can also add your own mappings if you wish.

« Test LDAP Users: Once you have your attribute mappings set up (see
above), click the Test LDAP Users button and Liferay will attempt to pull
LDAP users and match them with their mappings as a preview.

Groups: This section contains settings for mapping LDAP groups to Liferay.

« Import Search Filter: This is the filter for finding LDAP groups you want
to map to Liferay. Enter the LDAP group attributes you want retrieved
for this mapping. The following attributes can be mapped:

— Group Name
— Description
— User

« Test LDAP Groups: Click the Test LDAP Groups to display a list of the
groups returned by your search filter.

Export: This section contains settings for exporting user data from LDAP.
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Figure 15.14: Testing LDAP Users

Users DN: Enter the location in your LDAP tree where the users will be
stored. When Liferay does an export, it will export the users to this loca-
tion.

User Default Object Classes: When a user is exported, the user is created
with the listed default object classes. To find out what your default object
classes are, use an LDAP browser tool such as JXplorer to locate a user
and view the Object Class attributes stored in LDAP for that user.

Groups DN: Enter the location in your LDAP tree where the groups will
be stored. When Liferay does an export, it will export the groups to this
location.

Group Default Object Classes: When a group is exported, the group is cre-
ated with the listed default object classes. To find out what your default
object classes are, use an LDAP browser tool such as Jxplorer to locate a
group and view the Object Class attributes stored in LDAP for that group.

Once you’ve set all your options and tested your connection, click Save.
From here, you can add another LDAP server or set just a few more options
that apply to all of your LDAP server connections.
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LDAP Options Not Available in the GUI

Although most of the LDAP configuration can be done from the control panel,
there are several configuration parameters that are only available by editing
portal-ext.properties. These options will be available in the GUI in future
versions of Liferay Portal but for now they can only be configured by editing
the properties file.

If you need to change any of these options, copy the LDAP section from the
portal.properties file into your portal-ext.properties file. Note that
since you have already configured LDAP from the GUI, any settings from the
properties file that match settings already configured in the GUI will be ignored.
The GUI which stores the settings in the database, always takes precedence over
the properties file.

ldap.auth.method=bind
#ldap.auth.method=password-compare

Set either bind or password-compare for the LDAP authentication method.
Bind is preferred by most vendors so you don’t have to worry about encryp-
tion strategies. Password compare does exactly what it sounds like: it reads
the user’s password out of LDAP, decrypts it and compares it with the user’s
password in Liferay, syncing the two.

ldap.auth.password.encryption.algorithm=
ldap.auth.password.encryption.algorithm.types=MD5,SHA
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Set the password encryption to used to compare passwords if the property
ldap.auth.method is set to password-compare.

ldap.import.method=[user,group]

If you set this to user, Liferay will import all users from the specified portion
of the LDAP tree. If you set this to group, Liferay will search all the groups and
import the users in each group. If you have users who do not belong to any
groups, they will not be imported.

ldap.error.password.history=history
ldap.error.password.not.changeable=not allowed to change
ldap.error.password.syntax=syntax ldap.error.password.trivial=trivial
ldap.error.user.lockout=retry limit

ldap.error.password.age=age ldap.error.password.expired=expired

These properties are a list of phrases from error messages which can possibly
be returned by the LDAP server. When a user binds to LDAP, the server can
return controls with its response of success or failure. These controls contain a
message describing the error or the information that is coming back with the
response. Though the controls are the same across LDAP servers, the messages
can be different. The properties described here contain snippets of words from
those messages and will work with Red Hat’s Fedora Directory Server. If you are
not using that server, the word snippets may not work with your LDAP server.
If they don’t, you can replace the values of these properties with phrases from
your server’s error messages. This will enable Liferay to recognize them. Next,
let’s look at the Single Sign-On solutions Liferay supports.

SSO

Single Sign-On solutions allow you to provide a single login credential for mul-
tiple systems. This allows you to have people authenticate to the Single Sign-On
product and they will be automatically logged in to Liferay and to other products
as well.

Liferay supports several single sign-on solutions. Of course, if your product
is not yet supported, you may choose to implement support for it yourself by
use of the extension environment. Alternatively, your organization can choose
to sponsor support for it. Please contact sales@liferay.com for more infor-
mation about this.
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Authentication: Central Authentication Service (CAS)

CAS is an authentication system originally created at Yale University. It is a
widely-used open source single sign-on solution and was the first SSO product
to be supported by Liferay.

Please follow the documentation for CAS to install it on your application
server of choice.

Your first step will be to copy the CAS client .jar file to Liferay’s library
folder. On Tomcat, this is in [Tomcat Home]/webapps/RO0T/WEB-INF/1lib.
Once you’ve done this, the CAS client will be available to Liferay the next time
you start it.

The CAS Server application requires a properly configured Secure Socket
Layer certificate on your server to work. If you wish to generate one yourself,
you will need to use the keytool utility that comes with the JDK. Your first step
is to generate the key. Next, you export the key into a file. Finally, you import
the key into your local Java key store. For public, Internet-based production
environments, you will need to either purchase a signed key from a recognized
certificate authority (such as Thawte or Verisign) or have your key signed by a
recognized certificate authority. For Intranets, you should have your IT depart-
ment pre-configure users’ browsers to accept the certificate so they don’t get
warning messages about the certificate.

To generate a key, use the following command:

keytool -genkey -alias tomcat -keypass changeit -keyalg RSA

Instead of the password in the example (changeit), use a password you will
remember. If you are not using Tomcat, you may want to use a different alias
as well. For First and Last names, enter localhost or the host name of your
server. It cannot be an IP address.

To export the key to a file, use the following command:

keytool -export -alias tomcat -keypass changeit -file server.cert

Finally, to import the key into your Java key store, use the following com-
mand:

keytool -import -alias tomcat -file %FILE_NAME), -keypass changeit -keystore \
\$JAVA\_HOME/jre/lib/security/cacerts

If you are on a Windows system, replace $JAVA_HOME above with %JAVA_HOMEY.
Of course, all of this needs to be done on the system on which CAS will be run-
ning.
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Once your CAS server is up and running, you can configure Liferay to use it.
This is a simple matter of navigating to the Settings — Authentication — CAS
tab in the control panel. Enable CAS authentication and then modify the URL
properties to point to your CAS server.

Enabled: Check this box to enable CAS single sign-on.

Import from LDAP: A user may be authenticated from CAS and not yet exist
in the portal. Select this to automatically import users from LDAP if they do not
exist in the portal.

The rest of the settings are various URLs, with defaults included. Change lo-
calhost in the default values to point to your CAS server. When you are finished,
click Save. After this, when users click the Sign In link, they will be directed to
the CAS server to sign in to Liferay.

Authentication: Facebook

Liferay Portal also enables users to log in using their Facebook accounts. To
enable this feature, you simply need to select the Enable box and enter the Ap-
plication ID and Application Secret which should have been provided to you by
Facebook. Facebook SSO works by taking the primary Facebook email address
and searching for the same email address in Liferay’s User_ table. If a match is
found, the user is automatically signed on (provided the user clicked allow from
the Facebook dialog). If there isn’t a match, the user is prompted in Liferay to
add a user from Facebook. Once selected, a new user is created by retrieving
four fields from Facebook (first name, last name, email address and gender).

Authentication: NTLM

NTLM is a Microsoft protocol that can be used for authentication through Mi-
crosoft Internet Explorer. Though Microsoft has adopted Kerberos in modern
versions of Windows server, NTLM is still used when authenticating to a work-
group. Liferay Portal now supports NTLM v2 authentication. NTLM v2 is more
secure and has a stronger authentication process than NTLMv1.

Enabled: Check this box to enable NTLM authentication.

Domain Controller: Enter the IP address of your domain controller. This is
the server that contains the user accounts you want to use with Liferay.

Domain: Enter the domain / workgroup name.

Service Account: You need to create a service account for NTLM. This ac-
count will be a computer account, not a user account.

Service Password: Enter the password for the service account.
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Authentication: OpenlID

OpenlD is a new single sign-on standard which is implemented by multiple
vendors. The idea is multiple vendors can implement the standard and then
users can register for an ID with the vendor they trust. The credential issued
by that vendor can be used by all the web sites that support OpenID. Some high
profile OpenID vendors are

+ AOL http://openid.aol.com/screenname
« LiveDoor http://profile.livedoor.com/username
« LiveJournal http://username livejournal.com

Please see the OpenlD site http://www.openid.net for a more complete list.

A main benefit of OpenID for the user is he or she no longer has to register
for a new account on every site in which he or she wants to participate. Users
can register on one site (the OpenID provider’s site) and then use those cre-
dentials to authenticate to many web sites which support OpenID. Many web
site owners often struggle to build communities because end users are reluc-
tant to register for so many different accounts. Supporting OpenID makes it
easier for site owners to build their communities because the barriers to partic-
ipating (i.e., the effort it takes to register for and keep track of many accounts)
are removed. All of the account information is kept with the OpenID provider,
making it much easier to manage this information and keep it up to date.

Liferay Portal can act as an OpenID consumer, allowing users to automati-
cally register and sign in with their OpenID accounts. Internally, the product
uses OpenID4]Java http://code.google.com/p/openid4java/ to implement the fea-
ture.

OpenlD is enabled by default in Liferay but can be disabled here.

Atlassian Crowd

Atlassian Crowd is a web-based Single Sign-On product similar to CAS. Crowd
can be used to manage authentication to many different web applications and
directory servers.

Because Atlassian Crowd implements an OpenID producer, Liferay works
and has been tested with it. Simply use the OpenID authentication feature in
Liferay to log in using Crowd.
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Authentication: OpenSSO

OpenSSO is an open source single sign-on solution that comes from the code
base of Sun’s System Access Manager product. Liferay integrates with OpenSSO,
allowing you to use OpenSSO to integrate Liferay into an infrastructure that
contains a multitude of different authentication schemes against different repos-
itories of identities.

You can set up OpenSSO on the same server as Liferay or a different box.
Follow the instructions at the OpenSSO site http://opensso.dev.java.net to install
OpenSSO. Once you have it installed, create the Liferay administrative user in
it. Users are mapped back and forth by screen names. By default, the Liferay
administrative user has a screen name of test, so in OpenSSO, you would register
the user with the ID of test and an email address of test@liferay.com. Once you
have the user set up, log in to Open SSO using this user.

In the same browser window, go to the URL for your server running Liferay
and log in as the same user, using the email address test@liferay.com. Go to
the control panel and click Settings — Authentication — OpenSSO. Modify the
three URL fields (Login URL, Logout URL and Service URL) so they point to
your OpenSSO server (i.e., only modify the host name portion of the URLs),
click the Enabled check box and then click Save. Liferay will then redirect users
to OpenSSO when they click the Sign In link.

Authentication: SiteMinder

SiteMinder is a single sign-on implementation from Computer Associates. Lif-
eray 5.2 introduced built-in integration with SiteMinder. SiteMinder uses a cus-
tom HTTP header to implement its single sign-on solution.

To enable SiteMinder authentication in Liferay, check the Enabled box on
the SiteMinder tab. If you are also using LDAP with Liferay, you can check
the Import from LDAP box. If this box is checked, users authenticated from
SiteMinder who do not exist in the portal will be imported from LDAP.

The last field defines the header SiteMinder is using to keep track of the user.
The default value is already populated. If you have customized the field for your
installation, enter the custom value here.

When you are finished, click Save. Next, let’s examine how to configure
portal-wide user settings.
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Users

The Users page of Portal Settings has three tabs: Fields, Reserved Credentials
and Default User Associations.
The Fields tab allows you to enable/disable the following fields:

+ Enable/disable requiring the Terms of Use

« Enable/disable user screen names autogeneration
« Enable/disable requiring the last names

« Enable/disable the birthday field

+ Enable/disable the gender field

The next tab is Reserved Credentials. You can enter screen names and email
addresses here that you don’t want others to use. Liferay will then prevent users
from registering with these screen names and email addresses. You might use
this feature to prevent users from creating IDs that look like administrative IDs
or that have reserved words in their names.

The Default User Associations tab has three fields allowing you to list (one
per line) sites, roles and user groups you want new users to become members
of automatically. By default, Liferay assigns new users to both the Users role
and the Power Users role.

If you have defined other user groups, sites or roles you want newly created
users to be members of by default, enter them here. For example, you may have
defined site templates in certain user groups to pre-populate end users’ private
pages. If there is a particular configuration you want everyone to have, you may
want to enter those user groups here.

15.9 Summary

In this chapter, we began to examine Liferay’s control panel. Site memberships
and teams aren’t the only way for portal administrators to group and manage
users: organizations can be used to arrange users into hierarchical structures
and user groups are a flexible way to collect groups of users that transcend
organizational hierarchies. You can create roles to define permissions and scope
them for the entire portal or for a particular site or organization. User groups
can be assigned to roles; in this case, each member of the user group is assigned
to the role.
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We also looked at how to configure password policies for users. Next, we
looked at the different authentication options provided by Liferay. You can con-
figure Liferay so that users can authenticate via LDAP, CAS, Facebook, NTLM,
OpenlID, OpenSSO, or SiteMinder. Finally, we examined some general config-
uration options for the portal users. We’ll continue our coverage of Liferay’s
Control Panel in the next chapter.
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UsING THE CONTROL PANEL

In this chapter, we continue our coverage of Liferay’s control panel that we
began in chapter 15. We’ll cover the following topics:

Portal settings including mail host names, email notifications, identifica-
tion, and display settings

Custom fields

Monitoring

« Plugins configuration

« Server administration, including resources, log levels, properties, captcha
data migration, file uploads, mail, external services, scripts, and shutdown

settings

« Portal instances

Let’s begin with mail host names.
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Mail Host Names

Mail Host Names appears after Authentication and Users on the Portal Settings
page of the control panel. You can enter other mail host names (one per line)
besides the one you configured on the General tab. This lets the portal know
which mail host names are owned by your organization.

Email Notifications

There are five tabs under the Email Notifications page of Portal Settings. The
Sender tab allows you to set the portal’s administrative name and email address.
By default, these are Joe Bloggs and test@liferay.com. You can change
them to whatever you want. This name and email address will appear in the
From field in all email messages sent by the portal.

Portal Settings ©

Email Notifications

EELLEIE  Account Creaf Mo on Email Verification Notification Password Changed Reset

& Enabled

Subject
‘hno IM$PORTAL_URLS]: Your New Account

Body with Password &)

SizelS)| B A~ B I U & = RN

2@ @ (e B source | & B e
Dear [FTO_NAMES), A

Welcomel You recently created an account at htip:#[§PORTAL_URLS]. Your password is [(SUSER_PASSWORDS]. Enjoy!

Sincerely,
[SFROM_NAMES]
[SFROM_ADDRESSS]
htip H{SPORTAL_URLS]

Figure 16.1: Automated Emails: Account Created Notification

The other four tabs are Account Created Notification, Email Verification
Notification, Password Changed Notification and Password Reset Notification.
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These tabs allow you to customize the email messages that are sent to users each
time any of those four events occur.

Definition of Terms

[$FROM_ADDRESS $] test@liferay.com
[$FROM_NAME$] Joe Bloggs

[$PORTAL _URL §] localhost

[$TO_ADDRESS$] The address of the email recipient
[$TO_NAME$] The name of the email recipient
[$USER_ID$] The user D
[$USER_PASSWORD$] The user password
[$USER_SCREENNAMES] The user screen name

Figure 16.2: Definition of Terms for Automated Emails

A list of tokens, entitled “Definition of Terms,” is provided so you can insert
certain values (such as the portal URL or the user ID) when you are setting up
the custom email messages.

Identification

The identification section has several links for addresses, phone numbers and
other information you can configure in your portal. This allows you to set up
contact information for the organization that owns the portal. Developers can
query for this information in their applications.

Miscellaneous: Display Settings

This section allows you to set the default portal language and the time zone.
You can also set up a portal-wide logo which appears in the top left corners of
portal pages.

Liferay’s default theme is configured to display the portal logo. For custom
themes, you can choose whether or not to display the logo. Be careful to choose
an image file that fits the space. If you pick something too big, it might overlap
with the navigation. Next, let’s look at how to customize different types of
portal assets using custom fields.

16.1 Custom Fields

Custom fields appear beneath Portal Settings in the Portal section of the control
panel. Custom fields are a way to add attributes to many types of assets in the
portal. For example, if you're using Liferay Portal to create a site for rating
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Portal Settings ¢

Language and Time Zone

Default Language
| English (Unitsd States) 7] |

Available L
|ar_SA.£u_ES by_BG,ca_AD ca_ES:zh_CNZh_TW,hr_HR c5_CZ

Time Zone

‘ (UTC ) Coordinated Universal Time j|

Logo

[& Allow site administrators to use their own logo?

Look and Feel

Default Regular Theme
| Classic 3|

Default Mobile Theme

‘ Mobilz j|

Default Control Panel Theme
‘ Control Panelj|

Figure 16.3: Server Configuration Miscellaneous Display Settings
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books, you might assign the User object a custom field called Favorite Books. If
you’re using the wiki for book reviews, you might add fields for Book Title and
Book Author.

To add a custom field, click on the Custom Fields link in the control panel.
Then choose a resource, click on the Edit link next to it and select Add Custom
Field.

Custom Fields

Resource
& Blogs Entry

iar Bookmarks Entry
= Bookmarks Folder
f Calendar Event

& Document Library Document
=) Document Library Folder
5 Messaqge Boards Category
50 Message Boards Message
&2 Organization

=| Page
A user

2 Web Content

[} wiki Page

Figure 16.4: Custom Fields Resource List

From here you will need to add the custom field key. The key appears as
the label for the field on the form. For some portal assets (like the User), custom
fields are a separate section of the form. For others, as can be seen above, custom
fields are integrated with the default fields on the form. Additionally, develop-
ers can access custom fields programatically through the <liferay-ui:cus-
tom-attribute /> tag.

You can create fields of many different types: text fields (indexed or secret),
integers, selection of multiple values and more. Once you’ve created a field, you
cannot change its type.



16.2. MONITORING 587

: Other

<<TableOfContents>>
{{{ preformatted }}}

ore » (Opens hew Win

Book Author

Book Title

Categories

O select |
Tags

Figure 16.5: Custom Fields Integrated with the Rest of the Fields on the
Wiki Form

16.2 Monitoring

The next link on the left side of the control panel is for monitoring. You can use
the Monitoring page to view all of the live sessions in the portal. For perfor-
mance reasons, this setting is usually turned off in production.

16.3 Plugins Configuration

The Plugins Configuration page contains tabs for three types of plugins: portlets,
themes and layouts. You can use these tabs to view which roles can add plugins
to pages or you can make the plugins active or inactive.

Note that this is for basic configuration: if you want to view the existing
permission configuration for a given portlet and/or modify that configuration
for existing roles, this is where you can do that. If you need to add permissions
to new roles for a given portlet, use the Roles section of the control panel and
the Actions — Define Permissions button. Next, let’s look at how to apply server
configurations.



588 CHAPTER 16. USING THE CONTROL PANEL

16.4 Server Administration

The Server Administration page of the control panel lets you perform various
tasks related to the portal server itself, as opposed to the resources in the portal.
Clicking the link makes this clear: you're immediately presented with a graph
showing the resources available in the JVM.

Resources

The first tab is called Resources . This tab contains the aforementioned graph
plus several server wide actions that an administrator can execute. These are:

Garbage collection: You can send in a request to the JVM to begin the
garbage collection task.

Clearing VM caches: You can send in a request to the JVM to clear a single
VM cache.

Clearing caches across the cluster: You can send in a request to the JVM to
clear content cached across the entire cluster.

Clearing database caches: You can send in a request to the JVM to clear the
database cache.

Reindex all search indexes: You can send in a request to regenerate all search
indexes. If you are not using a Solr search server this will impact portal perfor-
mance so try to do this at non-peak times.

Reset Document Library preview and thumbnail files: You can send in a
request to reset the preview and thumbnail files for each item in your portal’s
Documents and Media libraries.

Generate Thread Dump: If you are performance testing, you can generate
a thread dump which can be examined later to determine if there are any dead-
locks and where they might be.

Verify database tables of all plugins: Checks all tables against their indexes
for accuracy of data retrieval.

Clean up Permissions: This process removes the assignment of some per-
missions on the Guest, User and Power User roles to simplify the management
of “User Customizable Pages”. Notably, “Add To Page” permissions is removed
from the Guest and User roles for all portlets. Likewise the same permission is
reduced in scope for Power Users from portal wide to scoped to “User Personal
Site”
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Log Levels

The Log Levels tab of the Server Administration page allows you to dynamically
modify the log levels for any class hierarchy in the portal. If you have custom
code you have deployed which isn’t in the list, you can use the Add Category
tab to add it. If you change the log level near the top of the class hierarchy
(such as at com.liferay), all the classes under that hierarchy will have their
log levels changed. If you are testing something specific, it is much better to be
as specific as you can when you change log levels. Modifying them too high in
the hierarchy generates a lot more log messages than you need.

Properties

Liferay and the JVM contain many settings which are defined as properties.
There are two subtabs of the properties tab of the Server Administration page:
one showing system properties and one showing portal properties.

The system properties tab shows an exhaustive list of system properties for
the JVM, as well as many Liferay system properties. This information can be
used for debugging purposes or to check the configuration of the currently run-
ning portal.

The portal properties tab tab shows an exhaustive list of the portal properties.
These properties can be customized; you can peruse the full list of customizable
properties in chapter 20. If you need to check the current value of a particular
property, it can be viewed from this screen without having to shut down the
portal or open any properties files.

Captcha

By default, Liferay ships with its own simple captcha service which is designed
to thwart bots from registering for accounts on sites powered by Liferay. If you
want to instead use Google’s reCaptcha service, you can enable this setting from
the Captcha tab of the Server Administration page.

Simply check the Enable ReCaptcha box and enter your public and private
keys into the provided fields, then click Save. Liferay Portal will then use re-
Captcha instead of simple captcha.

Data Migration

If you are upgrading from a previous release of Liferay Portal or if you need to
migrate your data from one system to another, the Data Migration tab helps you
to do that without your developers having to write custom scripts.
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The first section lets you copy your entire Liferay database from the current
database under which it is running to the database you specify in this set of
fields. You'll need to enter the driver class name (and the driver will need to be
on Liferay’s classpath), the JDBC URL of the database to which you’ll be copying
your data and the credentials of a user with access to that database. Once you
have all of this information entered, click Execute to copy the data.

The next section helps you migrate your documents. If you want to move
off of the Jackrabbit JSR-170 repository to the file system, or to the Jackrabbit
repository from the file system, or to any of the other repositories supported
by the documents and media library, you can do so very easily. Make sure you
have already set up your portal-ext.properties file so the hook is properly
configured before running this migration. Select the Document Library hook
that represents where you want your documents migrated and click Execute.
Your documents will be migrated to the new repository. You can then shut down
Liferay, make the new repository the default in the portal-ext.properties
file and then restart.

Similarly, you can migrate images from the Image Gallery in the same man-
ner.

File Uploads

Since Liferay allows users to upload files in various places, you may want to lock
down the type of files and the size of files users are allowed to upload. The File
Uploads tab of the Server Configuration tab lets you set the overall maximum
file size and then override that size for specific applications within Liferay. You
can limit the allowed file extensions generally or by application. You have a lot
of flexibility as to how you want files to be managed within your portal.

Mail

Rather than using the portal-ext.properties file as we did in the installa-
tion chapter, you can configure a mail server from the Mail tab of the Server
Configuration tab. If the portal is to receive mail (see our coverage of the Mes-
sage Boards portlet in chapter 7), you can connect a POP mail server. If the
portal is to send mail, which it needs to do to send notifications to users, you
can connect to an SMTP server here as well and this is highly recommended.

Note that if you add your mail server settings here, they will override any-
thing in your portal-ext.properties file.
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External Services

Liferay Portal enables users to upload and share content via the Documents and
Media library, a customizable and permissionable online repository. Users can
upload files of any type to the Documents and Media library. Liferay ships with
PDFBox and uses it to generate automatic previews for certain types of docu-
ments, by default. You can also install three additional tools that offer higher
quality previews and document conversion functionality: OpenOffice or Libre-
Office, ImageMagick and Xuggler. With Liferay configured to use these tools,
you can generate automatic previews for many types of files incuding text files,
office suite files, PDFs, images, audio files and videos. Users will also be able to
use the conversion functionality to download documents in a variety of formats.
Please see chapter 4 on Documents and Media for more information.

LibreOffice is available here: LibreOffice, ImageMagick is available here: Im-
ageMagick and Xuggler is available here: Xuggler. Make sure to choose the
correct versions of these applications for your operating system. You can build
Xuggler 3.4.1012, which works with Liferay 6.1, from source or you can install
it from the binaries:

« Source

« Linux (32-bit)
« Linux (64-bit)
« Mac OS X

+ Windows

Once you’ve installed these tools, you can use the External Services tab of
the control panel to configure Liferay to use them.

OpenOffice/LibreOffice configuration

OpenOffice and LibreOffice are open source office suites which are usually run
in graphical mode to create documents but they can also be run in “server” mode.
When run in server mode, OpenOffice and LibreOffice can be used to convert
documents to and from all of the file types it supports. Once configured, Liferay
makes use of this feature to automatically convert content on the fly. You can
install OpenOffice or LibreOffice on the same machine upon which Liferay is
running or you can connect to a separate host.

If you’ve installed OpenOffice or LibreOffice on the same machine that’s
running Liferay, you can start it in server mode with the following command:
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soffice --headless --accept="socket,host=127.0.0.1,port=8100;urp;"
--nofirststartwizard

Once OpenOffice or LibreOffice has been installed and is running in server
mode, you can configure Liferay to use it either in your portal-ext.proper-
ties file or from the control panel. To enable OpenOffice/LibreOffice in your
portal-ext.properties file, add the following line:

openoffice.server.enabled=true

If OpenOffice or LibreOffice is running on another server or on a non-default
port, you must also specify these values. The default values are as follows:

openoffice.server.host=127.0.0.1
openoffice.server.port=8100

By default, when Liferay uses OpenOffice or LibreOffice to perform conver-
sions, it uses a cache. The first time a document is converted, a copy is saved
in the Liferay temp folder /1iferay/document_conversion/. When Liferay
receives a conversion request, it checks this folder to see if the converted doc-
ument already exists. If the converted document is found, Liferay returns it to
the user. Otherwise, it performs a fresh conversion and saves a copy in the
temp folder. If the cache is turned off, Liferay will always regenerate the file re-
gardless of whether a previously existing conversion already exists in the temp
folder. You can turn the cache off by setting the following property:

openoffice.cache.enabled=false

To configure Liferay to use OpenOffice/LibreOffice from the control panel,
navigate to the Server Administration — External Services page and check the
Enabled box for OpenOffice. If OpenOffice/LibreOffice is running on a non-
default port, you must also specify the port number. By default, OpenOffice
runs on port 8100, which is the default port in the control panel. If you have
something else running on this port, find an open port and specify it both in
the command to start OpenOffice/LibreOffice in server mode and on the control
panel’s External Services configuration page. When you are finished, click Save.
Now Liferay can perform many types of document conversions.
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ImageMagick configuration

Once you've installed the correct version of ImageMagick for your operating

system, which should include the installation of Ghostscript, you need to config-

ure Liferay to use ImageMagick. You can do this either in your portal-ext.properties
file or from the control panel. To enable ImageMagick in your portal-ext.properties
file, add the following lines and make sure the search path points to the direc-

tories for the ImageMagick and Ghostscript executables. You may also need to
configure the path for fonts used by Ghostscript when in Mac or Unix environ-

ments.

imagemagick.enabled=true
imagemagick.global.search.path[apple]=/opt/local/bin:/opt/local/share \
/ghostscript/fonts:/opt/local/share/fonts/urv-fonts
imagemagick.global.search.path[unix]=/usr/local/bin:/usr/local/share/ghostscript/fonts: \
/usr/local/share/fonts/urw-fonts
imagemagick.global.search.path[windows]=C:\\Program Files\\ImageMagick

To enable ImageMagick from the control panel, navigate to the Server Admin-
istration — External Services page, check the Enabled checkbox for ImageMag-
ick and verify the paths to the ImageMagick and Ghostscript executables are
correct.

Note that some older versions of ImageMagick are unable to properly run
with Liferay. If this is the case, update to the latest version (ImageMagick 6.7.9-
6 2012-09-25 Q16 or later). To check for the latest ImageMagick versions, visit
their web site." See Liferay’s issues ticketing system?” for information on efforts
to identify incompatible application versions with Liferay.

Xuggler configuration

Once you’ve installed the correct version of Xuggler for your operating system,
you need to configure your environment variables. Depending on where you
installed Xuggler, a configuration similar to the following should work on Unix-
like systems:

export XUGGLE_HOME=/usr/local/xuggler
export LD_LIBRARY_PATH=$XUGGLE_HOME/lib:$LD_LIBRARY_PATH
export PATH=$XUGGLE_HOME/bin:$PATH

Once your environment variables are set up correctly, you can configure Lif-
eray to use Xuggler either in your portal-properties file or from the control

'http://www.imagemagick.org/script/binary-releases.php
*http://issues.liferay.com/browse/LPS-30291
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panel. If you’d like to use your portal-ext.properties file, just add the following
line:

xuggler.enabled=true

To configure Liferay to use Xuggler in the control panel, navigate to the
Server Administration — External Services page and check Enabled. That’s it!
You’ve successfully configured the Documents and Media library to use Xuggler
for audio and video files.

Script

Liferay includes a scripting console which lets administrators execute migra-
tion or management code instantly. Several scripting languages are supported,
including JavaScript, Groovy, Python, Ruby and Beanshell. For further infor-
mation about Liferay’s APIs, see the JavaDoc or Liferay in Action.

Shutdown

If you ever need to shut down your Liferay Portal server while users are logged
in, you can use the Shutdown tab to inform your logged-in users of the impend-
ing shutdown. You can define the number of minutes until the shutdown and a
custom message that will be displayed.

Users will see your message at the top of their portal pages for the duration
of time you specified. When the time expires, all portal pages will display a mes-
sage saying the portal has been shut down. At this point, the server will need
to be restarted to restore access. Next, let’s examine how to manage multiple
portal instances.

16.5 Portal Instances

Liferay Portal allows you to run more than one portal instance on a single server.
The Portal Instances page of the control panel lets you manage these instances.
Data for each portal instance are kept separate from every other portal instance.
All portal data, however, is kept in the same database.

Each portal instance requires its own domain name. Liferay will direct users
to the proper portal instance based on this domain name. So before you config-
ure an instance, configure its domain name in your network first. When you’re
ready to add an instance, click the Add button here.

You’ll be prompted for four fields and a check box:
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Web ID: A general convention is to use the domain name for this. It’s a
user-generated ID for the instance.

Virtual Host: Put the domain name you configured in your network here.
When users are directed to your Liferay server via this domain name, Liferay
will then be able to send them to the proper portal instance.

Mail Domain: Enter the domain name for the mail host for this instance.
Liferay will use this to send email notifications from the portal.

Max Users: Enter the maximum numbers of user accounts you would like
your portal instance to support.

Active: Use this check box to choose whether to create an active or an inac-
tive portal instance.

When you are finished filling out the form, click Save. Now navigate to the
portal using your new domain name. You will see you are brought to what looks
like a clean install of Liferay. This is your new portal instance which can now
be configured any way you like.

16.6 Plugins Installation

The Plugins Installation page of the control panel shows all of the plugins cur-
rently installed. These are divided into tabs for portlets, themes, layout tem-
plates, hook plugins and web plugins. If you want to install a new plugin, click
the Install More Portlets button. You will then be brought to the Plugin Installer,
where you can browse Liferay’s repository of portlets or install your own plu-
gins. We covered the plugins installer and explained how to install plugins
manually in chapter 13.

16.7 Summary

In this chapter, we finished our overview of Liferay’s control panel that we
began in chapter 15. We saw how to configure mail host names, email noti-
fications, identification, and portal display settings. We showed how you add
custom fields to various portal entities such as users, pages, documents, wiki
articles, message board posts, and more.

Next, we saw how to view and configure overall server settings. We saw how
to view the memory currently being used by the server, as well as how to initiate
garbage collection, a thread dump, search engine re-indexing and the clearing
of various caches. We learned how to debug parts of the portal by changing log
levels and by viewing the various properties defined in the portal.
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Finally, we learned how to properly notify users that the portal is about to
shut down and how to set up exernal services like OpenOffice integration. We
looked at how to create multiple portal instances on a single installation of Life-
ray and we showed how to view currently installed plugins.

We hope this information helps you become an effective Liferay Portal Ad-
ministrator.



CHAPTER 17

ADVANCED PORTAL OPERATION

In this chapter we discuss several advanced features of Liferay Portal, includ-
ing audit trails and portal maintainence, backup, and logging. Audit trails allow
portal administrators to track the activities of portal users—this can be very use-
ful for troubleshooting or figuring out who’s resposible for certain actions that
have taken place on your portal. It’s generally not much more complicated to
maintain a running Liferay instance than it is to maintain the application server
upon which it’s running. However, Liferay provides tools for logging, patching,
and upgrading Liferay that you should know how to use. It’s also important to
follow secure backup procedures to protect your Liferay instance’s source code,
database, and properties files.
We'll discuss the following topics in this section:

« Audit trails

« Liferay Monitoring using Google Analytics
« Backing Up a Liferay Installation

« Changing Logging Levels

« Patching Liferay

597
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« Upgrading Liferay

Let’s get started with audit trails.

17.1 Audit Trails

EE Only Feature

You’ve just finished lunch and are ready to get back to work. You have a
site in Liferay you use to manage your project, and before you left, you were
about to create a folder in your Documents and Media library for sharing some
requirements documentation. Sitting down at your desk, you navigate to the
repository and attempt to create the folder.

You do not have permission to perform this action, Liferay helpfully tells you.

“What?” you blurt accidentally in surprise. “This is my project!”

“Ah, you too?” asks a co-worker helpfully from over the cube wall. “I lost
access to a wiki I was updating just a few minutes ago. I was about to enter a
support ticket for it”

“Forget the ticket. Let’s go see the portal admin now,” you say.

And off you go, two floors down, to the far end of the building where, as you
approach, you can already hear stress in the portal admin’s voice as he tries to
reassure someone on the phone.

“Yes, Mr. Jones. Yes, I'll fix it” (Jones? The president of the company? goes
through your mind.) “I'll get on it right away, Mr. Jones. It was just a mistake;
I'll fix it. Thank you, Mr. Jones,” and he hangs up the phone.

“Problems?” you ask the portal admin, whose name is Harry. He does look
rather harried.

“Yeah, Tom,” he says. “Somebody changed a bunch of permissions in the
portal-it wasn’t me. I’'m assuming you and Dick are here because of the same
problem?”

“Yup,” you say. “I lost access to a document repository folder.”

“And I lost access to a wiki,” Dick says helpfully.

“It was probably due to some site membership change. Let’s take a look at
the audit portlet in the control panel and see what happened.”
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When in the course of human events it becomes necessary to see what users
are doing on your portal, you’'ll find Liferay makes this easy. If you're a Lif-
eray Enterprise Edition customer, you have access to two plugins—a hook and a
portlet-that, in combination with some settings in portal-ext.properties,
enable you to see all the activity that occurs in your portal. Using this, you can
quickly find out what changes were made and by whom. If you’ve delegated
permission granting to any group of people, this is an essential feature you’re
likely to use.

We’ll come back to Tom, Dick and Harry’s story later in the chapter. For
now;, let’s look at how to install Liferay’s audit plugins so you can do the same
thing Harry’s about to do.

Installing and configuring the audit plugins

Liferay’s audit functionality is composed of two parts: a back-end piece that
hooks into Liferay events and a front-end piece that gives you an interface to
see what’s happening. Both of these are available as EE-only plugins in the
Customer Portal or Liferay Marketplace, and you’ll need to install both to get
audit functionality working (plugins installation is covered in chapter 13).

Once installed, there are two properties in your portal-ext.properties
file which you can use to tweak the settings.

com.liferay.portal.servlet filters.audit. AuditFilter: By default, this is set to
false, because the audit plugins aren’t installed by default. When you set it to
true, the audit hook is able to capture more information about events, such as
the client host and the client’s IP address.

audit.message.com liferay.portal.model. Layout.VIEW: In the code, pages
are layouts. Setting this to true, therefore, records audit events for page views.
It’s turned off by default because this may be too fine-grained for most installa-
tions.

Once you’ve decided if you’re going to use one or both of the two settings
above, place them in your portal-ext.properties file and restart your Lif-
eray server. Once it comes up, audit events are captured by Liferay, and you’ll
be able to use them to see what’s happening in your portal.

Using audit events

Now that you’re capturing audit events, it’s easy to use them to view activities
in your portal. Navigate to the control panel and you’ll find a new entry in the
Portal section labeled Audit Reports (see figure 17.1).
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F; Portal (-]

.3 Users and Organizations
(=] sites.
@] Site Templates
(5] Page Templates
.& Roles
3¢ Password Policies
£3 Portal Settings
E3 Custom Fields
7% Monitoring

£ Plugins Configuration

E= Audit Reports

Figure 17.1: Once the Audit Reports plugins are installed, an entry
appears in the control panel.

Clicking the entry shows you a list of the events Liferay has already cap-
tured (see figure 17.2), along with an interface for searching for events. You can
browse the list if you want, but it’s likely you’ll need to use the search to find
what you’re looking for.

Figure 17.2 shows Stephen Professor logged in and did some things on the
site. To see the detail of any of these events, all you need to do is click one to
see more information. You’ll then see something like figure 17.3.

As you can see, depending on how many users you have in your portal, this
list can get populated very quickly. For this reason, it’s a good idea to keep the
audit.message.com.liferay.portal.model.Layout.VIEW property setto
false. This way, you don’t clutter up your audit events with multiple page view
events, which will definitely be the most often triggered event in your portal.

Now that you know how to browse and view audit events, let’s look at
searching for specific events.

Viewing audit reports

Finding what you want in a big list of events is, to use the expression, like search-
ing for a needle in a haystack. This is why the audit portlet gives you a robust
searching mechanism. By default, it looks pretty simple: there’s only a single
field for searching. Clicking the advanced link, however, reveals a search dialog
broken out by various fields you can use in your search.
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Showing 1 -20 of 26 results. Hems per psge‘ 20 j\ p,ge‘ 14 \urz [ First | dPrevious | Nextp | Last b
User ID User Name Resource ID Resource Name Resource Action Client IP Greate Date
10198 Test Test 10177 Page View 127.0.01 37 M

10188 Tost Test 10188 User Login 127001 17:35 P11

0198 Test Test 0185 Page View 27001 7:35 oM

10188 Test Test 10177 Page View 127.001 10:45 PM

10188 Test Test 10188 User Login 27.001 10:45 PM

10198 Test Test 10185 Page View 127.00.1 9/9/11 10:45 PM
0198 Test Test o177 Page View 27.001 9/9/118:02 PM

10198 Testlest 10188 User Login 127001 99/118:02 EM
0198 Test Test 0185 Page View 27.001 9/9/11 8:02 PM

10433 Stephen Professor 10433 User Logout 127.001 9/9/11 8:02 PM

10433 Stephen Professor 10415 Page View 27.001 9/9/118:01 PM

10433 Stephen Professor 10433 User Update 122001 9/9/118:01 61
0433 Stephen Professor 0185 Page View 27.001 9/9/11 8:01 PM

10433 Stephen Professor 10433 User Update 127.004 9/9/11 8:01 PM
0433 Stephen Professor 0433 User Login 27.001 9/9/11 8:01 PM

10188 Tost Test 10188 User Logout 127001 29111801 PM
0188 Test Test 0177 Page View 27.001 9/19/11 7:59 PM

10138 Test Test 10188 User Login 127.004 9/9/11 7:59 PM

10198 Test Test 10185 Page View 127.001 9/9/11 7:59 PM

10188 Tost Test 10188 User Logout None 99/117:57 M

Showing 1 - 20 of 26 results. lems per Page \sz\ Page \G\W [4First | dPrevious | Nextp | Last bl

Figure 17.2: Liferay captures and stores events as soon as the audit
plugins are installed.

Let’s look at the options we have for search.

Match: You can match all fields you’ve specified or any single field.

User ID: Specify the user ID you’d like to search for. This would be the user
who performed some action in the portal you’d like to audit.

User Name: Specify the user name you’d like to search for. This is often
easier than searching for a user ID, especially if you don’t have access to the
Liferay database to find the user ID.

Resource ID: Specify the ID of the resource that was modified or viewed in
this audit record.

Resource Name: Specify the name of the resource that was modified or
viewed in this audit record. For example, you could search for User resources
to see if someone modified a user’s account.

Resource Action: Specify an action that was performed on the resource.
This could be any one of the following: add, assign, delete, impersonate,
login, login_failure, logout, unassign, or update.

Session ID: Specify the session ID to search for. You’d use this if you were
correlating a session ID from your web server logs with activity in Liferay.
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Event ID 10517

Create Date 9/9/11 8:01 PM

User ID 10433

User Name Stephen Professor

Resource ID 10433

Resource Name User (com liferay.portal. model.User)
Resource Action Update (UPDATE)

Client Host 127.0.01

Client IP 127.0.01

Server Name localhost

Session ID T3ETT0750392641CD7811182E120A885

Additional Information {"attributes™[{"newValue™ true” "name""agreedToTermsOflse" "oldValue™ false"}{]}

Figure 17.3: Clicking an event in the list shows the details of that event.
This event shows it must’ve been Stephen Professor’s first time logging
into the site, because he’s accepting the terms of use.

Client IP: Specify the IP address of the client that performed the activity you
wish to audit.

Client Host: Specify the host name of the client that performed the activity
you wish to audit.

Server Name: Specify the server name upon which the activity occurred. If
you’re using a cluster, each member of the cluster can be individually queried.

Server Port: Specify the server port upon which the activity occurred. You’'d
need this if you run a “vertical” cluster of multiple VMs on the same machine.

Start Date: Specify the low end of the date range you wish to search.

End Date: Specify the high end of the date range you wish to search.

Using this form, if you wanted to check to see if someone in the portal unas-
signed a user from a particular role, you might search for a resource name of
user and a resource action of unassign. The results of such a search might look
something like figure 17.4.

Once you have the results of your search, you can click on any of the records
returned to see the detail page for that record. Figure 17.5 shows, in this partic-
ular case, the default administrative user removed Stephen Professor from the
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Match| A1_51] ofthe following feid:

User ID User Name

Resource ID Resource Name Resource Action

\ | [oser | [onassian \

Session D Clienti Client Host

\ J J \

Server Name Server Port

[ J J

start Date £na Date

[ september ][ 11 5| 2011 21| [0 2] 0 ][ Pm 5] septemver 31| 12 21| [ 2011 5| ] (o 2l|[ 40 51 Pw 51
search |

eiasic

UserID User Name Resource ID Resource Name Resource Action Client IP Create Date
10198 EstEst 0433 user Unassign 22001 211 8256M

Figure 17.4: Searching audit events is easy with the search form provided
by the audit portlet. You can quickly drill down to find the types of events
you're looking for.

role of Power User.

As you can see, Liferay’s audit portlets give you a lot of power to see what’s
happening in your portal. You can use this information to troubleshoot prob-
lems, determine ownership of particular actions, or, as Harry is about to do, find
out who made permission changes they weren’t supposed to make.

Conclusion of the Story

“Okay,” says Harry, “let’s fire up Liferay’s audit system and see if we can figure
out what happened”

You and Dick stand behind Harry’s chair and watch as he enters a query into
a form on the audit portlet. Clicking search, the screen fills up with audit events.

“Wow, that’s a lot of unassign events” Harry says. “And look who the culprit
is,” he adds sarcastically.

“Who’s Melvin Dooitrong?” Dick asks.

“That’s my new intern,” Harry says. “'m gonna kill him” Harry pushes out
his chair and walks down the row of cubes to the end, where a kid no more than
20 years old with disheveled hair sits, earbuds in his ears.

“Hey Melvin,” Harry says as Melvin turns around to face him. “Didn’t I ask
you to move that set of users from site membership to organization member-
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Event ID 10604

Create Date 9/12/11 8:25 PM

User ID 10188

User Name Test Test

Resource ID 10433

Resource Name User (com.liferay.portal.model.User)
Resource Action Unassign (UNASSIGN)

Client Host 127.0.0.1

Client IP 127.0.01

Server Name localhost

Session D 917FF3767B3AETS1BCF1E35312137804

Additional Infformation {“roleName™"Power User”,"roleld": 10166}

Figure 17.5: If you've delegated portal administration to multiple users,

you can use the audit plugins to determine who made what change. And,

of course, you'll never leave the default administrative user enabled in a
production system, right?

ship?”
“Yeah,” Melvin says, “I did that already”
“How’d you do it?”

“It was going to take a while to do it manually, so I wrote a script and exe-
cuted it in the scripting host,” Melvin replies, matter-of-factly.

“You did, did you? Well, guess what? Your script removed everybody from
all sites”

“What?”

“Yeah, and now you’re going to start adding them back, one by one, manu-
ally, starting with Mr. Jones...”

Tom and Dick back away slowly from Melvin’s cube as Harry and Melvin
continue to have their-let’s call it a discussion. One thing is clear: they’re hav-
ing a better day than Melvin is.

Now that we’ve seen how you can use audit trails, let’s look at some tools
and best practices for maintaining your Liferay installation.
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17.2 Liferay monitoring using Google Analytics

Liferay includes built-in support for Google Analytics, allowing administrators
to make use of Google’s tool set for analyzing site traffic data. When you sign
up for Google Analytics, a snippet of code is provided which needs to be added
to your web pages to allow Google’s system to register the page hit. It can be a
tedious process to add this code to every page on a site, especially if it’s a large
site and there is a lot of user-generated content.

This problem can be solved in Liferay by putting Google’s code into a custom
theme written specifically for the web site on which the portal is running. Doing
this, however, requires a theme developer to make specific changes to the theme
and it prevents users from using the many themes that are freely available for
Liferay “out of the box.”

Because of this, support for Google
Analytics has been built into Liferay,
and can be turned on through a sim-
ple user interface. This allows Lif-
eray administrators to make use of

Setthe Google Analytics ID that will be used for this set of pages. Google Analytics ona community by
Google AnalyticsiD community basis and turn it on and
| | off when needed.

To enable Google Analytics sup-

Figure 17.6: Setting up Google port, go to Site Settings in the con-

Analytics for your site is very easy:  trol panel, and then select Analytics
signup for the ID and thenenterit  on the right. You'll see a very simple
into this field. form, pictured below.
Put your Google Analytics ID
(which should have been provided to you when you signed up for the service)
in the field and click Save. All the pages in the community you selected will
now have the Google Analytics code in them and will be tracked.

This is a fairly simple procedure, and it gives you the ability to take advan-
tage of some great tools to help you visualize who’s coming to your site and
from where. Next, we discuss some topics germane to maintaining your Liferay
installation as it’s used. Let’s start with backup.

Site Settings

liferay.com

17.3 Backing up a Liferay installation

Once you have an installation of Liferay Portal running, you’ll want to have
proper backup procedures in place in case of a catastrophic hardware failure
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of some kind. Liferay isn’t very different from any other application that may
be running on your application server. Nevertheless, there are some specific
components you should include in your backup plan.

Backing up source code

If you have extended Liferay or have written any plugins, they should be stored
in a source code repository such as Git, Subversion, or CVS, unless you’re Linus
Torvalds, and then tarballs are okay too (that’s a joke). Your source code repos-
itory should be backed up on a regular basis to preserve your ongoing work.
This probably goes without saying in your organization, as nobody wants to
lose source code that’s taken months to produce, but we thought we should
mention it anyway.

If you’re extending Liferay with an Ext plugin, you’ll want to make sure you
also store the version of the Liferay source on which your extension environ-
ment is based. This allows your developers convenient access to all the tools
they need to build your extension and deploy it to a server.

Let’s look at the items that need to be backed up in your Liferay installation.

Backing up Liferay’s file system

Liferay’s configuration file, portal-ext.properties, gets stored in the Lif-
eray Home folder, which is generally one folder up from where your application
server is installed (see chapter 14 for specific details for your application server).
At a minimum, this file should be backed up, but it is generally best to back up
your whole application server.

If you’ve followed the non-plugin procedure (see chapter 19) to modify your
Ehcache configuration, you’ll have cache configuration files in the deploy loca-
tion of Liferay. You'll need to back up this location. If you're using the plugin
procedure (i.e., the recommended procedure), your cache configuration settings
are stored in your source code repository, which is backed up separately.

Liferay stores configuration files, search indexes, and cache information in
a folder called data in Liferay Home. If you're using the File System store or
the Advanced File System store, the media repository is stored here (by default)
too. You should always back up the contents of your Liferay Home folder.

If you’ve modified the location where the Document Library stores files, you
should also back up this location.

That about covers the file system locations Liferay uses. Next, let’s discuss
how to back up Liferay’s database.
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Backing up Liferay’s database

Liferay’s database is the central repository for all of the Portal’s information and
is the most important component that needs to be backed up. You can do this
by backing up the database live (if your database allows this) or by exporting
the database and then backing up the exported file. For example, MySQL ships
with a mysqldump utility which allows you to export the entire database and
data into a large SQL file. This file can then be backed up. In case of a database
failure, this file can be used to recreate the state of the database at the time the
dump was created.

If you’re using Liferay’s Documents and Media Library with the Jackrabbit
JSR-170 repository to store documents in a database, the Jackrabbit database
should be backed up also. If you’ve placed your search index into a database
(not recommended; see chapter 19 for information on using Cluster Link or
Solr), that database should be backed up as well.

Search indexes can be backed up as well, if you wish to avoid reindexing
your entire portal after you do your restore. This is easiest to do if you have
a separate Solr environment upon which your index is stored. If you’re in a
clustered configuration and you’re replicating indexes, you’ll need to back up
each index replica.

Restoring your application server, your Liferay Home folder, the locations
of any file system-based media repositories, and your database from a backup
system should give you a functioning portal. Restoring search indexes should
avoid the need to reindex when you bring your site back up after a catastrophic
failure. Good, consistent backup procedures are key to successfully recovering
from a hardware failure.

But what about maintenance while your server is running? Liferay lets you
view a lot of what is going on through its logging system.

17.4 Liferay’s Logging System

Liferay uses Log4j extensively to implement logging for nearly every class in the
portal. If you need to debug something specific while the system is running, you
can use the control panel to set logging levels by class dynamically.

To view the log levels, go to the control panel, click Server Administration in
the Server section, and then click the Log Levels tab.

A paginated list of logging categories appears. These categories correspond
to Liferay classes that have log messages in them. By default, all categories are
set to display messages only if there is an error that occurs in the class. This is
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why you see ERROR displayed in all of the drop-down list boxes on the right
side of the portlet.

Each category is filtered by its place in the class hierarchy. For example,
if you wanted to see logging for a specific class that is registered in Liferay,
you would browse to that specific class and change its log level to something
that is more descriptive, such as DEBUG. Once you click the Save button at the
bottom of the list, you’ll start seeing DEBUG messages from that class in your
application server’s log file.

If you’re not sure which class you want to see log messages for, you can
find a place higher up in the hierarchy and select the package name instead of
an individual class name. If you do this, messages for every class lower in the
hierarchy will be displayed in your application server’s log file.

Properties | Capicha | DataMigration | File Uploads | Mail | External Services | Script | Shutdown

Add Category

search |

Shawing 1 - 20 of 263 results. nemwe,p,,e‘.zTﬂ‘ p,qe‘ﬁ‘e,u [ First | 4Previous | Next} | Last i
Category Level
com.ecyra spui [ ermor |
com germinus easycont [ ermor |
comliferay [ error 5|
com.feray documentibrary [ ermor |
comferay documentibrary.uti [ ermor |
comliferay documentlibrary.uil CMiSHook [vro |
com.eray documentibrary.utl DL incexer [ error |
comferay documentibrary.ut HookFactory [ ermor |
comliferayjdbe | error |

Figure 17.7: Log levels can be dynamically changed at runtime, whenever
you need to debug anissue.

Be careful when you do this. If you set the log level to DEBUG somewhere
near the top of the hierarchy (such as com.liferay, for example), you may
wind up with a lot of messages in your log file. This could make it difficult
to find the one you were looking for, and causes the server to do more work
writing messages to the log.

If you want to set the log level for one of your own classes in a deployed
plugin, you can register that class with Liferay to can control the log levels
more easily, so long as your class uses Log4] to do its logging.
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You will first need to implement Log4]J logging in your class, with a statement
such as the following (taken from Liferay’s JCRStore class):

private static Log _log = LogFactory.getLog(JCRStore.class);

You would then use this _log variable to create log messages in your code
for the various logging levels:

_log.error("Reindexing " + node.getName(), el);

To enable your logging messages to appear in your server’s log file via the
control panel, click the Add Category tab on the same Log Levels page.

Resources Log Levels Properties. Captcha Data Migration
Update Categories Add Category

\: INFO j|

Save |

Figure 17.8: Adding your own logging classes is as simple as specifying itin
this field.

You’ll see you can add a logging category. Put in the fully qualified name of
your class or of the package that contains the classes whose log messages you
want to view, choose a log level, then click the Save button. You will now start
to see log messages from your own class or classes in the server’s log file.

Logs are great for figuring out issues in production. But what if Liferay
contacts you via its support channel with a bug fix or a security enhancement?
Read on to learn how to patch Liferay.

17.5 Patching Liferay

While we strive for perfection with every release of Liferay Portal, the reality of
the human condition dictates that releases of the product may not be as perfect
as originally intended. But we’ve planned for that. Included with every Liferay
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EE Only Feature

bundle is a patching tool that can handle the installation of two types of patches:
hot fixes and fix packs.

A hot fix is provided to a customer when a customer contacts Liferay about
an issue, and Liferay’s support team-working with the customer-determines
that the problem is indeed an issue with the product that needs to be fixed.
Support fixes the bug and provides a hot fix to the customer immediately. This
is a short-term fix that solves the issue for the customer as quickly as possible.

On a regular schedule, these hot fixes are bundled together into fix packs.
Fix packs are provided to all of Liferay’s customers and are component-based.
This means any issues with the content management system will be bundled
together separately from issues with another component, such as the message
boards. This lets you determine which patches are critical and which are not,
based on your usage. Of course, if Liferay issues a security advisory, that’s
something you’re always going to want to patch.

Now that you know what patching is all about, let’s check out the tool.

Installing the patching tool

If you're using a Liferay bundle, congratulations! The patching tool is already
installed. Your job isn’t done yet, however, because Liferay might have updated
the patching tool. Always check the Customer Portal to see if the patching tool
has been updated first. But even if you forget to check, the patching tool will tell
you if it needs to be updated when you run it. A lot of planning and forethought
has gone into the patching system to make it run as smoothly as possible.

You follow the same procedure whether you’re installing or upgrading the
patching tool. Once you’ve obtained it from the customer portal, unzip it to
the Liferay Home folder. This is the folder where you’ve placed your por-
tal-ext.properties file and where by default the data folder resides. This
is generally one folder up from where your application server is installed, but
some application servers are different. If you don’t know where Liferay Home
is on your system, check chapter 14 to see where this folder is for your specific
application server.
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If you’re upgrading the patching tool, all you need to do is unzip the new
version on top of the old version. Note that if you’re doing this on LUM (Linux,
Unix, Mac) machines, you’ll need to make the patching-tool.sh script exe-
cutable.

After the patching tool is installed, you need to let it auto-discover your
Liferay installation. Then it will determine what your release level is and what
your application server environment is. This is a simple command to run on
LUM:

./patching-tool.sh auto-discovery

or on Windows:

patching-tool auto-discovery

From here on, for brevity we’ll use the LUM version of the command. Why?
Because Liferay is open source; there’s no open source variant of Windows (Re-
actOS is still in alpha, so it doesn’t count); and therefore my (RS) unscientific
impression is that more people will run Liferay on open source technology than
not. If 'm wrong, I'm wrong, but there are still many other examples of docu-
mentation that defaults to Windows, so we still get to be different.

If you’ve installed the patching tool in a non-standard location, you’ll have to
give this command another parameter to point it to your Liferay installation. For
example, if you’ve installed a Liferay/Tomcat bundle in /opt/Liferay, you’d
issue this command:

./patching-tool.sh auto-discovery /opt/Liferay/tomcat-7.0.21

In all, this is pretty simple. Now let’s see how to use the patching tool to get
your patches installed.

Installing patches

The absolute first thing you must do when installing one or more patches is to
shut down your server. On Windows operating systems, files that are in use are
locked by the OS, and won’t be patched. On LUM systems, you can generally
replace files that are running, but of course that still leaves the old ones loaded in
memory. So your best bet is to shut down the application server that’s running
Liferay before you install a patch.

Liferay distributes patches as .zip files, whether they are hot fixes or fix
packs. When you receive one, either via a LESA ticket (hot fix) or through
downloading a fix pack from the customer portal, you’ll need to place it in the
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patches folder, which is inside the patching tool’s home folder. Once you’ve
done that, it’s a simple matter to install it. First, execute

./patching-tool.sh info

This shows you a list of patches you’ve already installed, along with a list of
patches that can be installed, from what’s in the patches folder. To install the
available patches, issue the following command:

./patching-tool.sh install

Your patches are now installed. You can verify this by using the ./pat-
ching-tool.sh info command, which now shows your patch in the list of
installed patches. Let’s look now at how you’d manage your patches.

Handling hot fixes and patches

As stated above, hot fixes are short term fixes provided as quickly as possible
and fix packs are larger bundles of hot fixes provided to all customers at regular
intervals. If you already have a hot fix installed, and the fix pack which contains
that hot fix is released, you can rest assured the patching tool will manage this
for you. Fix packs always supercede hot fixes, so when you install your fix
pack, the hot fix that it already contains is uninstalled, and the fix pack version
is installed in its place.

Sometimes there can be a fix to a fix pack. This is also handled automatically.
If a new version of a fix pack is released, you can use the patching tool to install
it. The patching tool uninstalls the old fix pack and installs the new version in
its place.

Fix pack dependencies

Some fix packs require other fix packs to be installed first. If you attempt to
install a fix pack that depends on another fix pack, the patching tool will notify
you of this so you can go to the customer portal and obtain the fix pack depen-
dency. Once all the necessary fix packs are available in the patches folder, the
patching tool will install them.

The patching tool can also remove patches.
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Removing or reverting patches

Have you noticed that the patching tool only seems to have an install com-
mand? This is because patches are managed not by the command, but by what
appears in the patches folder. You manage the patches you have installed by
adding or removing patches from this folder. If you currently have a patch in-
stalled and you don’t want it installed, remove it from the patches folder. Then
run the . /patching-tool.sh install command, and the patch is removed.

If you want to remove all patches you’ve installed, use the

./patching-tool.sh revert

command. This removes all patches from your installation.

What we’ve described so far is the simplest way to use the patching tool, but
you can also use the patching tool in the most complex, multi-VM, clustered
environments. This is done by using profiles.

Using profiles with the patching tool

When you ran the auto-discovery task after installing the patching tool, it cre-
ated a default profile that points to the application server it discovered. This is
the easiest way to use the patching tool, and is great for smaller, single server
installations. But we realize many Liferay installations are sized accordingly to
serve millions of pages per day, and the patching tool has been designed for
this as well. So if you’re running a small, medium, or large cluster of Liferay
machines, you can use the patching tool to manage all of them using profiles.

The auto-discovery task creates a properties file called default . properties.
This file contains the detected configuration for your application server. But
you’re not limited to only one server which the tool can detect. You can have it
auto-discover other runtimes, or you can manually create new profiles yourself.

To have the patching tool auto-discover other runtimes, you’ll need to use a
few more command line parameters:

./patching-tool.sh [name of profile] auto-discovery [path/to/runtime]

This will run the same discovery process, but on a path you choose, and the
profile information will go into a [your profile name].properties file.

Alternatively, you can manually create your profiles. Using a text editor,
create a [profile name] .properties file in the same folder as the patching
tool script. You can place the following properties in the file:
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patching.mode: This can be binary (the default) or source, if you’re patch-
ing the source tree you’re working with. Liferay patches contain both binary
and source patches. If your development team is extending Liferay, you’ll want
to provide the patches you install to your development team so they can patch
their source tree.

jdk.version: Patches are compiled for both JDK 5 and JDK 6. Specify the one
(either jdk5 or jdk6) your application server is running against.

patches.folder: Specify the location where you’ll copy your patches. By
default, this is . /patches.

war.path: No, no one’s angry. This is a property for which you specify the
location of the Liferay installation inside your application server. Alternatively,
you can specify a .war file here, and you’ll be able to patch a Liferay .war for
installation to your application server.

global lib.path: Specify the location where .jar files on the global classpath
are stored. If you're not sure, search for your portal-service. jar file; it’s
on the global classpath. This property is only valid if your patching.mode is
binary.

source.path: Specify the location of your Liferay source tree. This property
is only valid if your patching.mode is source.

You can have as many profiles as you want, and use the same patching tool
to patch all of them. This helps to keep all your installations in sync.

Now that you know how to patch an existing installation of Liferay, let’s
turn to how you’d upgrade Liferay from an older release to the current release.

17.6 Upgrading Liferay

Liferay upgrades are fairly straightforward. A consistent set of steps is all you
need to follow to upgrade a standard Liferay installation. Things do get more
complicated if your organization has used Ext plugins to customize Liferay. It’s
possible that API changes in the new version will break your existing code. This,
however, is usually pretty easy for your developers to fix. Portlet plugins which
use Liferay APIs should be reviewed and their services rebuilt against the new
release. Theme plugins may require some modifications to take advantage of
new features, and if they’re using Liferay APIs, they should be reviewed. Much
effort has been made to make upgrades as painless as possible; however, this
is not a guarantee everything will work without modification. Ext plugins are
the most complicating factor in an upgrade, so it is important to test as much
as possible.
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As a general rule, you can upgrade from one major release to the next major
release. For example, you can upgrade directly from Liferay 5.2.x to 6.0.x, but
not from 5.2.x to 6.1.x. If you need to upgrade over several major releases, you’ll
need to run the upgrade procedure for each major release until you reach the
release you want. This doesn’t mean you need to run the procedure for every
point release or service pack; you only need to run the procedure for the major
releases. A good practice is to use the latest version of each major release to
upgrade your system.

Now that we’ve gotten the general philosophy of upgrading out of the way,
let’s outline the procedure you’ll undergo for upgrading a Liferay 6.0 installation
to a 6.1 installation. If you’re running a previous version of Liferay and need to
upgrade to 6.0 first, please see the instructions in the previous version of this
document.

Preparing to Upgrade Liferay Portal 6.0 to Liferay Portal 6.1

There are a few things you should prepare before you actually perform the up-
grade. Specifically, you need to make sure you’ve migrated to permission algo-
rithm 6, reviewed your image gallery usage, reviewed new Liferay 6.1 defaults,
and cataloged all the plugins you have installed. After you've performed these
three tasks, you're ready to upgrade. Let’s look at them one by one.

Migrate to Algorithm 6

If your Liferay installation has existed for a while, you may be on a different
permission algorithm than the one that’s available in Liferay Portal 6.1. Permis-
sion algorithms 1-5 were deprecated in Liferay Portal 6.0, and they’ve now been
removed in 6.1, which means you must migrate before you upgrade.

If you’re on Liferay 5.2 or below, you need to upgrade to the latest available
release of Liferay 6.0 first. Please follow the instructions in the Liferay Portal
Administrator’s Guide to do this. We will assume for the rest of this section that
you have 6.0 running, and that it’s configured to use an older algorithm than
algorithm 6.

The first thing you need to do, if this is not done already, is to upgrade
your installation to algorithm 5. If you’ve already done that, great! You can
skip the rest of this paragraph. If not, shut down your server, edit your por-
tal-ext.properties file, and modify/add the following property so that it
reads like this:

permissions.user.check.algorithm=5
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Restart your server. As Liferay starts, it upgrades your permissions algo-
rithm to algorithm 5. Review your system to make sure that your permissions
configuration is working properly (it should be).

Next, log in as an Administrator and navigate to the Control Panel. Go to
Server Administration and select Data Migration from the menu along the top
of the screen. A section entitled Legacy Permissions Migration appears at the
bottom of the page.

Convert legacy permission algorithm. -

o Generate Custom Roles

Execute |

Figure 17.9: Update your permissions algorithm by clicking the Execute
button.

Algorithms 5 and 6 do not support adding permissions at the user level. If
you have permissions set for individual users, the converter can simulate this for
you. To do this, it auto-generates roles for each individual permission, and then
assigns those roles to the users who have individualized permissions. If you
have a lot of these, you’ll likely want to go through and clean them up after the
conversion process. To generate these roles, check the Generate Custom Roles
box. If you do not generate the roles, all custom permissions set for individual
users are discarded.

Click Execute to convert all existing users and roles to algorithm 6. When the
process completes, shut down your server. Edit your portal-ext.properties
file and modify the algorithm property to show that you’re now using algorithm
6:

permissions.user.check.algorithm=6

Restart your server. Congratulations! You’ve successfully migrated your
installation to use the latest, highest performing permissions algorithm. Next,
you’ll need to explicitly set your Image Gallery storage option.

Migrate Your Image Gallery Images

Liferay 6.1 introduces a major change to how Liferay handles files. No longer
do we have a separate Document Library and Image Gallery; instead, these have
been combined into Documents and Media. If you were using Liferay’s Image
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Gallery to store images, these can be migrated over during an upgrade, but you’ll
have to take some extra steps first.

In Liferay 6.0, you had three ways you could store images in the Image
Gallery. You could use the DatabaseHook and store them as BLOBs in the
database; you could use the DLHook to store them in the Document Library, or
you could use the FileSystemHook to store them in a folder on your server’s
file system. Before you upgrade, you’ll need to set whichever property you
were using in your 6.0 portal-ext.properties file, because by default, none
of them are enabled in 6.1. Setting one of the properties triggers the migration
during the upgrade process. Below are the three properties; you’ll need to set
only one of them (the one you were using).

image.hook.impl=com.liferay.portal.image.DatabaseHook
image.hook.impl=com.liferay.portal.image.DLHook
image.hook.impl=com.liferay.portal.image.FileSystemHook

By default, Liferay 6.0 used the FileSystemHook. If you never customized
this property for your installation, you’d use the FileSystemHook property
above. If you customized the property, you should know which one you used,
and it is likely already in your portal-ext.properties file.

The third thing you need to do to prepare for your upgrade is to review the
new property defaults.

Review the New 6.1 Properties Defaults

The next thing you’ll need to look at are the defaults that have changed from 6.0
to 6.1. These are preserved in portal-legacy-6.0.properties in the source.
The 6.0 values are:

users.last.name.required=true

layout.types=portlet,panel,embedded,article,url,link_to_layout

editor.wysiwyg.portal-web.docroot.html.portlet.message_boards.edit_message.bb_code.jsp= \
bbcode

setup.wizard.enabled=false discussion.subscribe.by.default=false

message.boards.subscribe.by.default=false

The 6.1 values have changed to:

users.last.name.required=false

layout.types=portlet,panel,embedded,url,link_to_layout

editor.wysiwyg.portal-web.docroot.html.portlet.message_boards.edit_message.bb_code.jsp= \
ckeditor_bbcode

setup.wizard.enabled=true discussion.subscribe.by.default=true

message.boards.subscribe.by.default=true
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If you don’t like the defaults, you can change them back in one shot by
adding a system property to your JVM’s startup. This differs by application
servers. In Tomcat, you'd modify setenv.sh/setenv.bat and append the
option -Dexternal-properties=portal-legacy-6.0.properties to the
environment variable JAVA_OPTS. The scripts setenv.sh or setenv.bat are
not delivered with default Tomcat, but do exist in the bundles. If they’re there,
Tomcat uses them in the startup process, so it’s a nice way to separate your
own settings from Tomcat’s default shell scripts. Alternatively, of course, you
can override some or all of them in your portal-ext.properties along with
your other overrides.

If you’re not using Tomcat, check your application server’s documentation
to see how to modify runtime properties. Your final task is to catalog all the
plugins you have installed, so you can install the new versions in your upgraded
system.

Catalog all the plugins you have installed

Finally, you need to take note of any plugins you have installed. Liferay’s plu-
gins are usually version-specific, so you’ll need to obtain new versions of them
for the new release of Liferay. If you have custom plugins created by your de-
velopment team, they’ll need to build, test, and optionally modify them to work
with the new release of Liferay. Don’t attempt an upgrade without collecting
all the plugins you’ll need first.

Once you’ve upgraded your permissions algorithm, reviewed your proper-
ties, and collected all the plugins you’ll need, you’re ready to follow the upgrade
procedure. Remember to back up your system before you begin.

There are two different procedures to upgrade Liferay. The first one, up-
grading a Liferay bundle, is the most common. The second procedure is for
upgrading a Liferay installation on an application server. We’ll go over both.

In both cases, Liferay auto-detects whether the database requires an upgrade
the first time the new version is started. When Liferay does this, it upgrades
the database to the format required by the new version. To perform this task,
Liferay must be accessing the database with an ID that can create, drop and
modify tables. Make sure you have granted these permissions to the ID before
you attempt to upgrade Liferay. And, of course, we’ll run the risk of overly
repeating ourselves: back up your database.

Let’s look at upgrading a bundle, which is the easiest upgrade path.
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Upgrading a bundle

If you’re running a Liferay bundle, the best way to do the upgrade is to follow
the steps below. The new Liferay is installed in a newer version of your bun-
dle runtime. For example, the Liferay/Tomcat bundle for 6.0 used Tomcat 6 by
default; the 6.1 bundle uses Tomcat 7. Though there is a Tomcat 6 bundle of
Liferay 6.1, that bundle also uses a newer release of Tomcat than the one from
6.0. This is the case for all runtimes Liferay supports. We generally recommend
you use the latest version of your runtime bundle, as it will be supported the
longest.

1. Obtain the new bundle. Unzip the bundle to an appropriate location on your
system.

2. Copy your portal-ext.properties file and your data folder to the new
bundle.

3. Review your portal-ext.properties file as described above. Make sure
you’re using permissions algorithm 6. If you were using the Image Gallery,
make the necessary modifications so your files are migrated to Documents
and Media. Review the new defaults and decide whether you want to use
them. Review any other modifications you’'ve made.

4. Start your application server. Watch the console as Liferay starts: it upgrades
the database automatically.

5. When the upgrade completes, install any plugins you were using in your old
version of Liferay. Make sure you use the versions of those plugins that are
designed for Liferay 6.1. If you have your own plugins, your development
team will need to migrate the code in these ahead of time and provide .war
files for you.

6. Browse around in your new installation and verify everything is working.
Have your QA team test everything. If all looks good, you can delete the
old application server with the old release of Liferay in it from the bundle
directory. You have a backup of it anyway, right?

As you can see, upgrading a bundle is generally pretty simple. But not ev-
erybody can use bundles: sometimes, specific application servers or application
server versions are mandated by the environment you’re in or by management.
For this reason, Liferay also ships as an installable .war file that can be used on
any supported application server.
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Upgrading using a .war file

Running a manual upgrade is almost as easy as upgrading a bundle:

1. Verify your application server is supported by Liferay. You can do this by
viewing the appropriate document on the Customer Portal (EE), in chapter
14 (because there are installation instructions for it), or on liferay.com (CE). If
your application server isn’t supported by Liferay 6.1, do not continue! You’ll
need to upgrade or switch to a supported application server first.

2. Obtain the Liferay Portal .war file and the dependency .jars archive.

3. Copy your customized portal-ext.properties file to a safe place and re-
view it as described above, making all the appropriate changes.

4. Undeploy the old version of Liferay and shut down your application server.

5. Copy the new versions of Liferay’s dependency .jars to a location on your
server’s class path, overwriting the ones you already have for the old version
of Liferay. This location is documented for your application server in chapter
14.

6. Deploy the new Liferay .war file to your application server. Follow the de-
ployment instructions in chapter 14.

7. Start (or, if your app server has a console from which you’ve installed the
.war, restart) your application server. Watch the console as Liferay starts: it
should upgrade the database automatically. Verify your portal is operating
normally, and then install any plugins you were using in your old version
of Liferay. Make sure you use the versions of theose plugins designed for
Liferay 6.1. If you have your own plugins, your development team will need
to migrate the code in these ahead of time and provide .war files to you.

8. Browse around in your new installation and verify everything is working.
Have your QA team test everything. If all looks good, you’re finished.

That’s all there is to it. Most everything is handled by Liferay’s upgrade
procedure. Note as stated above, if you have to upgrade over several Liferay
versions, you will need to repeat these steps for each major release.
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17.7 Summary

Liferay Portal is an easy environment to maintain. Backup procedures are sim-
ple and straightforward. Administrators have all the options they need to view
and diagnose a running Liferay Portal server through its tunable logs.

Patching Liferay is easy to do with Liferay’s patching tool. It handles for
you all the management of available patches, and makes it easy to install and
uninstall them.

Upgrading Liferay is also a snap, because Liferay does most of the work au-
tomatically. With easy migration tools and automated database upgrade scripts,
you’ll have your new version of Liferay Portal up and running in no time.



CHAPTER 18

USING SCRIPTING FOR ADVANCED
FLEXIBILITY

Liferay provides a robust script engine that can be used to interpret scripts in
Beanshell, Javascript, Groovy, Python and Ruby. The script engine came out of
Liferay’s involvement with the Romulus project (http://www.ict-romulus.eu). It
was originally developed to support non Java-based portlets, but has now been
extended to handle a lot more. For example, when Liferay’s workflow frame-
work was introduced, the script engine was leveraged to support the execution
of scripts from within a workflow module. A script console is now included in
the Server Administration portlet in the control panel. It allows system admin-
istrators an easy way to execute scripts to perform repetitive user maintenance
operations, bulk manipulations using the Liferay API to ensure consistency, or
even system level operations.

This chapter helps you to understand Liferay’s script engine and covers the
following topics:

+ Accessing Liferay’s service layer from a script
+ Running scripts from the script console

« Using the script engine with workflow

622
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« Leveraging custom Java tools in the script engine

The most common thing you’ll want to do is access Liferay’s services. If you
have any familiarity with Liferay’s developer tools and API, this will be a snap
for you.

18.1 Accessing Liferay Services

In many cases, you’ll want to interact with one of Liferay’s many services. This
is possible from all of the scripting languages supported, but the syntax is a little
different for each language.

To illustrate the correct syntax for interacting with Liferay services, let’s
look at a simple example that uses the UserLocalService to retrieve a list of
users and then prints their names to the log file. We’ll initially implement the
example in Java pseudo-code.

import com.liferay.portal.model.User;
import com.liferay.portal.service.UserLocalServiceUtil;
import java.util.List;

int userCount = UserLocalServiceUtil.getUsersCount();
List<User> users = UserLocalServiceUtil.getUsers(0, userCount);
\index{User}

for (User user:users) {
System.out.println("User Name: " + user.getFullName());

}

Let’s see first how this would work in Beanshell, which is very similar to
Java.

Beanshell

Beanshell is a Java scripting language that’s designed to run Java code with little
or no changes. In this example, we only have one small change to make because
Beanshell doesn’t support the use of Java Generics.
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import com.liferay.portal.model.User;
import com.liferay.portal.service.UserLocalServiceUtil;
import java.util.List;

int userCount = UserLocalServiceUtil.getUsersCount();
List users = UserLocalServiceUtil.getUsers(0, userCount);
\index{User}

for (User user:users) {
System.out.println("User Name: " + user.getFullName());

}

Next, we’ll show the same thing in Groovy, another scripting language de-
signed to be similar to Java.

Groovy

Groovy is also based on Java and is perhaps a little easier than Beanshell be-
cause literally any code written in Java also runs in Groovy. This means we can
execute the exact same code from our Java example without any changes.

import com.liferay.portal.model.User;
import com.liferay.portal.service.UserLocalServiceUtil;
import java.util.List;

int userCount = UserLocalServiceUtil.getUsersCount();
List<User> users = UserLocalServiceUtil.getUsers(0, userCount);
\index{User}

for (User user:users) {
System.out.println("User Name: " + user.getFullName());

}

Of course, we could make this somewhat Groovier by simplyfing the pro-
gram as follows:

import com.liferay.portal.service.UserLocalServiceUtil

userCount = UserLocalServiceUtil.getUsersCount ()
users = UserLocalServiceUtil.getUsers(0, userCount)
for ( user in users){
System.out.println("User Name: " + user.getFullName())

The script engine supports more than just Java-like languages. Despite the
name, you should be aware that Javascript bears little resemblance to Java, but
you can still use it in Liferay’s script engine.
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Javascript

Liferay uses the Rhino Javascript Engine to provide Javascript support in the
script engine. The following code provides a Javascript version of our original
Java program.

userCount = Packages.com.liferay.portal.service.UserLocalServiceUtil.getUsersCount();
users = new Packages.java.util.ArrayList;

users = Packages.com.liferay.portal.service.UserLocalServiceUtil.getUsers(0, userCount);
user = Packages.com.liferay.portal.service.UserLocalServiceUtil.createUser(0);

for (i=0;i<users.size();i++) {
Packages. java.lang.System.out.println(users.get(i).getFullName());

You can see the Javascript example is compact. Ruby is even more compact.

Ruby

Ruby is supported throgh the use of JRuby and our previous example could be
implemented in Ruby as follows:

userCount = com.liferay.portal.service.UserLocalServiceUtil.getUsersCount();
users = com.liferay.portal.service.UserLocalServiceUtil.getUsers(0, userCount);
users.each{ |user| print user.getFullName() + "\n"}

Python users aren’t left out either.

Python

Lastly, Liferay provides Python support based on Jython and the previous ex-
ample could be implemented with the following code.

from com.liferay.portal.service import UserLocalServiceUtil
from com.liferay.portal.model import User

userCount = UserLocalServiceUtil().getUsersCount ()
users = UserLocalServiceUtil().getUsers(0,userCount)
\index{User}

for user in users:
print user.getFullName()

As you can see, Liferay’s services can be accessed from any of these lan-
guages. Let’s look at some practical examples of how you’d use this.
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18.2 Running scripts from the control panel

To see a very simple example of the script console in action, log into the portal
as an administrator and navigate to the control panel — Server Administration
— Script. Change the script type to Groovy and modify the current code to
look like the following:

number = com.liferay.portal.service.UserLocalServiceUtil.getUsersCount();
out.println(number);

Click the execute button and check the console or the log for your output.

Let’s implement a more realistic example. We’ll retrieve some user infor-
mation from the database, make some changes and then update the database
with our changes. Our company has updated the terms of use and requires that
everyone be presented with the updated terms of use on the next log in. When
users agree to the terms of use, a boolean attribute called agreedToTerms0f-
Use is set in their user records. As long as the boolean is true, Liferay will not
present the user with the terms of use. However, if we set this flag to false for
everyone, all users will have to agree to it again to use the site.

We’ll again use Groovy, so ensure the script type is set to Groovy and execute
the following code to check the status of the agreedToTerms0£fUse attribute:

import com.liferay.portal.service.UserLocalServiceUtil

userCount = UserLocalServiceUtil.getUsersCount ()
users = UserLocalServiceUtil.getUsers(0, userCount)
\index{User}

for (user in users) {
println("User Name: " + user.getFullName() + " -- " + user.getAgreedToTerms0fUse())

}

Now we’ll actually update each user in the system to set his or her agreed-
ToTerms0£fUse attribute to false. We’'ll be sure to skip the default user as the
default user is not required to agree to the Terms of Use. We’ll also skip the
admin user that’s currently logged in and running the script. If you’re logged in
as somoene other than test@liferay.com, be sure to update the following script
before running it.

import com.liferay.portal.service.UserLocalServiceUtil
userCount = UserLocalServiceUtil.getUsersCount ()
users = UserLocalServiceUtil.getUsers(0, userCount)

\index{User}

for (user in users){



18.3. LEVERAGING THE SCRIPT ENGINE IN WORKFLOW 627

if (luser.isDefaultUser() &&
luser.getEmailAddress () .equalsIgnoreCase("test@liferay.com")) {

user.setAgreedToTerms0fUse (false)
UserLocalServiceUtil.updateUser (user)
\index{User}

}

To verify the script has updated the records, run the first script again and you
should see all users (except the default user and your ID) have been updated.

That’s all that’s needed to run scripts and to access the Liferay service layer.
There are, however, some things to keep in mind when working with the script
console:

« There is no undo
« There is no preview
« When using Local Services, no permissions checking is enforced

« Scripts are executed synchronously, so be careful with scripts that might
take a long time to execute.

For these reasons, you want to use the script console with care, and test run
your scripts on non-production systems before you run them on production.

Of course, the script engine has uses beyond the script console. One of the
main uses of it is in designing workflows.

18.3 Leveraging the Script Engine in Workflow

Liferay’s Kaleo workflow engine provides a robust system for reviewing and
approving content in an enterprise environment. Just with the standard feature
set, it is a powerful and robust workflow solution. Adding scripting features
brings it to the next level.

The default workflow definition included with Kaleo gives you a quick look
into how the feature works. The final step in the workflow runs a script that
makes content available for use. As you can see in the snippet below, it uses
Javascript to access the Java class associated with the workflow to set the status
of the content to approved.
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<script>
<! [CDATAL
Packages.com.liferay.portal.kernel.workflow.WorkflowStatusManagerUtil.updateStatus
(Packages.com.liferay.portal.kernel.workflow.WorkflowConstants.toStatus("approved"),
workflowContext) ;11>
</script>
<script-language>javascript</script-language>

At virtually any point in a workflow, you can use Liferay’s scripting engine
to access workflow APIs or other APIs outside of workflow. There are a lot
of different ways you could use this, but some practical ones might be getting
a list of users with a specific workflow-related role; sending an email to the
designated content approver with a list of people to contact if he is unable to
review the content; or creating an alert to be displayed in the Alerts portlet for
any user assigned to approve content.

Of course, before you try any of this, you might want to know what the
appropriate syntax is for inserting a script into the workflow. In an XML work-
flow definition, a script can be used in any XML type that can contain an tag
- those types being <state>, <task>, <fork> and <join>. Inside of one of
those types, format your script like so:

<actions>
<action>
<script>
<! [CDATA[*#the contents of your script*]]>
</script>
<script-language>*your scripting language of choice*</script-language>
</action>

</actions>

Here’s an example of a workflow script created in Groovy. This one is de-
signed to be used with a Condition statement in Kaleo. It accesses Liferay’s
Asset Framework to determine the category of an asset in the workflow so the
correct approval process can be automatically determined.

<script>
<! [CDATAL
import com.liferay.portal.kernel.util.GetterUtil;
import com.liferay.portal.kernel.workflow.WorkflowConstants;
import com.liferay.portal.kernel.workflow.WorkflowHandler;
import com.liferay.portal.kernel.workflow.WorkflowHandlerRegistryUtil;
import com.liferay.portlet.asset.model.AssetCategory;
import com.liferay.portlet.asset.model.AssetEntry;
import com.liferay.portlet.asset.model.AssetRenderer;
import com.liferay.portlet.asset.model.AssetRendererFactory;
import com.liferay.portlet.asset.service.AssetEntryLocalServiceUtil;

import java.util.List;



18.4. CUSTOM JAVA TOOLS IN THE SCRIPT ENGINE 629

String className = (String)workflowContext.get(
WorkflowConstants .CONTEXT_ENTRY_CLASS_NAME) ;

WorkflowHandler workflowHandler =
WorkflowHandlerRegistryUtil.getWorkflowHandler (className) ;

AssetRendererFactory assetRendererFactory =
workflowHandler.getAssetRendererFactory();

long classPK =
GetterUtil.getLong((String)workflowContext.get
(WorkflowConstants.CONTEXT_ENTRY_CLASS_PK));

AssetRenderer assetRenderer =
workflowHandler.getAssetRenderer(classPK) ;

AssetEntry assetEntry = assetRendererFactory.getAssetEntry(
assetRendererFactory.getClassName (), assetRenderer.getClassPK());

List<AssetCategory> assetCategories = assetEntry.getCategories();
returnValue = "Content Review";

for (AssetCategory assetCategory : assetCategories) {
String categoryName = assetCategory.getName();

if (categoryName.equals("legal")) {
returnValue = "Legal Review";

return;

¥
11>
</script>
<script-language>groovy</script-language>

Within a workflow, the next task or state is chosen based on the what the
method returns.

The combination of Liferay’s scripting and workflow engines is incredibly
powerful, but as it provides users with the ability to execute code, it can also be
very dangerous. When configuring your permissions, be aware of the poten-
tial consequences of poorly, or maliciously, written scripts inside of a workflow
definition. For more information on creating definitions with Kaleo Workflow
see Chapter 6: Workflow with Kaleo.

18.4 Custom Java Tools in the Script Engine

There are several challenges when working with the Script Engine, including
debugging and logging. One approach to overcome these challenges is to de-
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velop custom Java utilities that can be called from your scripts. These utilities
can write to a custom log file or the Liferay log file. You can also place break-
points in your utility code and step through it using your favorite debugger.

Liferay’s use of Spring and PortletBeanLocatorUtil makes calling these
Java utilities from your script easy, regardless of the scripting language you’re
using.

Let’s begin by creating a Liferay Hook project. If you're using Liferay IDE
or Liferay Developer Studio, select File — New — Liferay Project. Name the
project script-utils and accept the display name generated by the wizard. Be
sure to select Hook for the Plugin Type and then select Finish.

You’re using a Liferay Hook Plugin to deploy your utility, but you’re not
using any of the typical hook features. You just need a way to make your code
available to the portal and the Hook Plugin is the least obtrusive way to do
this. This means you don’t need to add anything to the liferay-hook.xml
file. Instead, you’ll begin by adding your utility code.

You’ll be following the Dependency Injection design pattern so begin by cre-
ating the interface. Right click on the docroot/WEB-INF/src folder and select
New — Interface. You’ll create your interface in the com.liferay.sample
package. Name it ScriptUtil.

Next, add two methods to the interface.

package com.liferay.samples;
public interface ScriptUtil {
public String operationOne();

public String operationTwo(String name);

Next, create the implementation class. Right click on the docroot/WEB-
INF/src folder and select New — Class. Create the interface in the com.life-
ray.sample package and name it ScriptUtilImpl. Be sure to select com.-
liferay.sample.ScriptUtil as the Interface.

Next, add implementations for the two methods.

package com.liferay.samples;

import com.liferay.portal.kernel.log.Log;
import com.liferay.portal.kernel.log.LogFactoryUtil;

public class ScriptUtilImpl implements ScriptUtil {



18.4. CUSTOM JAVA TOOLS IN THE SCRIPT ENGINE

Liferay Plugin Project

layout does not match zip file.
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[8]=x]5" Light-weight extension environment for Liferay as a plugin.
O (&) Layout Create a new custom layout for Liferay pages.
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®
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Figure 18.1: Creating a new utilities project is easy if you use Liferay IDE

@Override

or Liferay Developer Studio.

public String operationOne() {

return "Hello out there!";

}

@0Override

public String operationTwo(String name) {
_log.debug("Inside of Operation Two");

return "Hello " + name + "!";
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Java Interface
Create a new Java interface. @

Source folder: script-utils-hook/docroot /WEB-INF/src Browse...
Package: com.liferay.samples Browse...

. F r—
[ Enclosing type: Browse...
Name: IScrltht\\ I
Modifiers: ® public () default () private () protected
Extended interfaces:

—
[ Remove )

[ - RIS

Do you want to add comments? {(Configure templates and default value here)

(] Generate comments

@ Canel D Eomsh )
A

Figure 18.2: Create a new Java Interface which you'll later implement.

private static Log _log = LogFactoryUtil.getLog(ScriptUtilImpl.class);

Liferay makes extensive use of the Spring Framework and you’ll be using it
here to inject your implementation class into the application. Spring needs a
bean definition which you’ll declare in an XML file named applicationCon-
text.xml. Create this file in the docroot/WEB-INF/ directory and add the
following code:

<?xml version="1.0" encoding="UTF-8"7>
<!DOCTYPE beans PUBLIC "-//SPRING//DTD BEAN//EN"
"http://wuw.springframework.org/dtd/spring-beans.dtd">

<beans>
<bean id="com.liferay.sample.ScriptUtil" class="com.liferay.sample.ScriptUtilImpl" />
</beans>

Upon deployment, you’ll need the portal to create a BeanLocator for your
plugin. The BeanLocator reads the bean definitions you provided.
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Java Class

Create a new Java class.

Source folder: |seri pt-utils-hook/docroot/WEB-INF /src

Package: _cum,llferav.samp\es

[ Enclosing type: com.liferay.samples.ScriptUtil

Name: ScriptUtilimpl
Modifiers: ® public O default () private ) protected
[ abstract [] final [ static

Superclass: java.lang.Object
Interfaces: n(um‘hferav‘sam ples.Scriptutil]
[ = = RIS

Which method stubs would you like to create?
[ public static void main(String[] args)
(] Constructors from superclass
E Inherited abstract methods
Do you want to add comments? (Configure templates and default value here}

[] Generate comments

@ Cane) )
A
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Figure 18.3: Create a new Java Class that implements the interface you

created earlier.

If you’re adding your utility to a Service Builder enabled plugin, then you’ll
already have a BeanLocator and you can skip this step. Since this Hook plugin
is not already using Service Builder, you’ll need to define a context loader lis-
tener in our Hook to provide a BeanLocator. Open the docroot/WEB-INF/-

web . xml file and replace its contents with the following code:

<?xml version="1.0"?>

<!DOCTYPE web-app PUBLIC "-//Sun Microsystems, Inc.//DTD Web Application 2.3//EN"

"http://java.sun.com/dtd/web-app_2_3.dtd">

<web-app>
<listener>
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<listener-class>
com.liferay.portal.kernel.spring.context.PortletContextLoaderListener
</listener-class>
</listener>
</web-app>

Save all of the changes you’ve made and deploy the hook. Once the hook has
been deployed successfully, the ScriptUtil can be used in your script engine
code.

To see the ScriptUtil code in action, navigate back to the control panel —
Server Administration — Script. Change the script type to Groovy and enter the
following script:
myUtil =

com.liferay.portal.kernel.bean.PortletBeanLocatorUtil.locate("script-utils-hook",
"com.liferay.samples.ScriptUtil")

println(myUtil.operationOne())

println(myUtil.operationTwo("Joe Bloggs"))

You should see the results of your script displayed right under the script.

18.5 Summary

In this chapter we saw how Liferay’s script engine opens up many exciting
posibilities for working with Liferay regardless of your language of choice. We
learned how you can leverage Liferay’s Services Oriented Architecture (SOA)
from any of the popular scripting languages Liferay supports. We then saw
how those scripts could be used to simplify administrative tasks by leveraging
the Administrator Script Console. Next, we discovered how you could enhance
workflow by using the power of scripts. Lastly, we saw how you could over-
come some of the limitations of running scripts in Liferay by creating custom
Java utilities that could be executed from within your scripts.

As you can see, Liferay’s script engine opens up many exciting posibilities
for working with Liferay regardless of your language of choice.



CHAPTER 19

CONFIGURING LIFERAY FOR HIGH
AVAILABILITY

Liferay Portal is a robust, enterprise-ready portal solution. As such, it is fully
ready to support mission-critical, enterprise applications in an environment
configured for multiple redundancies and 24/7 uptimes. The product, however,
like other products of its kind, doesn’t come configured this way out of the box,
so there are some steps that need to be taken to tune it for your needs.

This chapter covers these topics in detail. Liferay runs on so many different
Java EE application servers that we can’t cover all the differences between them.
For this reason, we’ll discuss Liferay configurations only. For example, we’ll
look at how to configure Liferay to work in a clustered environment, but not
how to create the cluster in your application server. The documentation for
your particular application server is always a much better place to learn those
kinds of things.

This chapter explains how to configure Liferay for a number of advanced
scenarios, such as

« Clustering

« Distributed Caching

635
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+ Deploying Customized versions of Liferay

+ Performance Testing and Tuning

During this discussion, we’ll mention a number of other open source prod-
ucts upon which Liferay relies for much of this functionality. These products all
have their own documentation which should be consulted for a fuller view of
what these products can do. For example, Liferay uses Ehcache for its caching
mechanism. We’ll cover how to configure Ehcache to enable caches in Liferay,
but will refer you to that product’s documentation for further information about
that product.

Sometimes Liferay supports multiple products which perform the same func-
tion. There are, for example, several single sign-on implementations you can use
with Liferay. We’ll leave it up to you to select which product best fits the needs
of your project without recommending one product over another.

With all of that said, let’s get started configuring Liferay for the enterprise.

19.1 Liferay Clustering

Liferay Portal is designed to serve everything from the smallest to the largest
web sites. Out of the box, it’s configured optimally for a single server environ-
ment. If one server isn’t sufficient to serve the high traffic needs of your site,
Liferay scales to the size you need.

Liferay works well in clusters of multiple machines (horizontal cluster) or in
clusters of multiple VMs on a single machine (vertical cluster), or any mixture
of the two. Once you have Liferay installed in more than one application server
node, there are several optimizations that need to be made. At a minimum,
Liferay should be configured in the following way for a clustered environment:

All nodes should be pointing to the same Liferay database or database
cluster.

Documents and Media repositories should be accessible to all nodes of
the cluster.

Search should be configured for replication or should use a separate search
server.

The cache should be replicating across all nodes of the cluster.

Hot deploy folders should be configured for each node if you’re not using
server farms.
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Figure 19.1: Liferay is designed to scale to as large an installation as you
need.

If you haven’t configured your application server to use farms for deploy-
ment, the hot deploy folder should be a separate folder for all the nodes, and
plugins will have to be deployed to all of the nodes individually. This can be
done via a script. If you do have farms configured, you can deploy normally
to any node’s deploy folder, and your farm configuration should take care of
syncing the deployment to all nodes.

Many of these configuration changes can be made by adding or modify-
ing properties in your portal-ext.properties file. Remember that this file
overrides the defaults in the portal.properties file. The original version of
this file can be found in the Liferay source code or can be extracted from the
portal-impl. jar file in your Liferay installation. It is a best practice to copy
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the relevant section you want to modify from portal.properties into your
portal-ext.properties file, and then modify the values there.

Note: This chapter documents a Liferay-specific cluster con-
figuration, without getting into specific implementations of third
party software, such as Java EE application servers, HTTP
servers, and load balancers. Please consult your documentation
for those components of your cluster for specific details of those
components. Before configuring Liferay in a cluster configura-
tion, make sure your OS is not defining the hostname of your box

to the local network at 127.0.0.1.

We'll take each of the points above one by one to present a clear picture of
how to cluster Liferay.

All nodes should be pointing to the same Liferay database

This is pretty self-explanatory. Each node should be configured with a data
source that points to one Liferay database (or a database cluster) that all the
nodes will share. This ensures all the nodes operate from the same basic data
set. This means, of course, Liferay cannot (and should not) use the embedded
HSQL database that is shipped with the bundles (but you already knew that,
right?). And, of course, it goes without saying the database server is a separate
physical box from the server which is running Liferay.

Beyond a database cluster, there are two more advanced options you can use
to optimize your database configuration: a read-writer database configuration,
and sharding.

Read-Writer database configuration

Liferay allows you to use two different data sources for reading and writing.
This enables you to split your database infrastructure into two sets: one that
is optimized for reading and one that is optimized for writing. Since all major
databases support replication in one form or another, you can then use your
database vendor’s replication mechanism to keep the databases in sync in a
much faster manner than if you had a single data source which handled every-
thing.

Enabling a read-writer database is simple. In your portal-ext.properties
file, configure two different data sources for Liferay to use, one for reading, and
one for writing:
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jdbc.read.driverClassName=com.mysql. jdbc.Driver

jdbc.read.url=jdbc:mysql://dbread.com/lportal?useUnicode=true&characterEncoding=UTF-8 \
&useFastDateParsing=false

jdbc.read.usern your user

jdbc.read.password=**your password*

jdbc.write.driverClassName=com.mysql. jdbc.Driver

jdbc.write.url=jdbc:mysql://dbwrite.com/lportal?useUnicode=true&characterEncoding=UTF-8 \
&useFastDateParsing=false

jdbc.write.usern your user

jdbc.write.password=**your password*

Of course, specify the user name and password to your database in the above
configuration.

After this, enable the read-writer database configuration by uncommenting
the Spring configuration file which enables it in your spring.configs prop-
erty (line to uncomment is in bold):

spring.configs=\
META-INF/base-spring.xml,\
META-INF/hibernate-spring.xml,\
META-INF/infrastructure-spring.xml,\
META-INF/management-spring.xml,\
META-INF/util-spring.xml,\
META-INF/editor-spring.xml,\
META-INF/jcr-spring.xml,\
META-INF/messaging-spring.xml,\
META-INF/scheduler-spring.xml,\
META-INF/search-spring.xml,\
META-INF/counter-spring.xml,\
META-INF/document-library-spring.xml,\
META-INF/lock-spring.xml,\
META-INF/mail-spring.xml,\
META-INF/portal-spring.xml,\
META-INF/portlet-container-spring.xml,\
META-INF/wsrp-spring.xml,\
META-INF/mirage-spring.xml,\
**META-INF/dynamic-data-source-spring.xml, \**
#META-INF/shard-data-source-spring.xml,\
META-INF/ext-spring.xml

The next time you restart Liferay, it will now use the two data sources you
have defined. Be sure you have correctly set up your two databases for replica-
tion before starting Liferay.

Next, we’ll look at database sharding.

Database Sharding

Liferay starting with version 5.2.3 supports database sharding for different por-
tal instances. Sharding is a term used to describe an extremely high scalabil-
ity configuration for systems with massive amounts of users. In diagrams, a



640 CHAPTER 19. CONFIGURING LIFERAY FOR HIGH AVAILABILITY

database is normally pictured as a cylinder. Instead, picture it as a glass bottle
full of data. Now take that bottle and smash it onto a concrete sidewalk. There
will be shards of glass everywhere. If that bottle were a database, each shard
now is a database, with a subset of the data in each shard.

This allows you to split up your database by various types of data that might
be in it. For example, some implementations of sharding a database split up
the users: those with last names beginning with A to D go in one database; E
to I go in another; etc. When users log in, they are directed to the instance of
the application that is connected to the database that corresponds to their last
names. In this manner, processing is split up evenly, and the amount of data the
application needs to sort through is reduced.

By default, Liferay allows you to support sharding through different portal
instances, using the round robin shard selector. This is a class which serves as the
default algorithm for sharding in Liferay. Using this algorithm, Liferay selects
from several different portal instances and evenly distributes the data across
them. Alternatively, you can use the manual shard selector. In this case, you’d
need to use the Ul provided in the control panel to configure your shards.

Of course, if you wish to have your developers implement your own sharding
algorithm, you can do that. This is a great use of the Ext plugin. You can select
which algorithm is active via the portal-ext.properties file:

shard.selector=com.liferay.portal.dao.shard.RoundRobinShardSelector
#shard.selector=com.liferay.portal.dao.shard.ManualShardSelector
#shard.selector=[your implementation here]

Enabling sharding is easy. You’ll need to make sure you are using Liferay’s
data source implementation instead of your application server’s. Set your vari-
ous database shards in your portal-ext.properties file this way:

jdbc.default.driverClassName=com.mysql. jdbc.Driver

jdbc.default.url=jdbc:mysql://localhost/lportal?useUnicode=true&characterEncoding=UTF-8 \
4useFastDateParsing=false

jdbc.default.username=

jdbc.default.password=

jdbc.one.driverClassName=com.mysql. jdbc.Driver

jdbc.one.url=jdbc:mysql://localhost/lportali?useUnicode=true&characterEncoding=UTF-8
&useFastDateParsing=false

jdbc.one.username=

jdbc.one.password=

jdbc.two.driverClassName=com.mysql. jdbc.Driver

jdbc.two.url=jdbc:mysql://localhost/lportal2?useUnicode=true&characterEncoding=UTF-8 \
&useFastDateParsing=false

jdbc.two.username=

jdbc.two.password=

shard.available.names=default,one,two
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Once you do this, you can set up your DNS so several domain names point
to your Liferay installation (e.g., abcl.com, abc2.com, abc3.com). Next, go to
the control panel and click Portal Instances in the Server category. Create two
to three instances bound to the DNS names you have configured.

If you’re using the RoundRobinShardSelector class, Liferay automatically
enters data into each instance one by one. If you're using the ManualShard-
Selector class, you’ll have to specify a shard for each instance using the UL

New Portal Instance

Web ID
|I|fe sky |

Virtual Host

|I|fe sky.com |

Mail Demain (Required)

|I|fe sky.com |

[

Default |
wo |

& Active

Shard Name

Save | Cancel |

Figure 19.2: When creating a shard using the manual shard selector,
specify the shard you want to use for that instance.

The last thing you need to do is modify the spring. configs section of your
portal-ext.properties file to enable the sharding configuration, which by
default is commented out. To do this, your spring.configs should look like
this (modified section is in bold):

spring.configs=\
META-INF/base-spring.xml,\
\
META-INF/hibernate-spring.xml,\
META-INF/infrastructure-spring.xml,\
META-INF/management-spring.xml,\
\
META-INF/util-spring.xml,\
\
META-INF/jpa-spring.xml,\
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\

META-INF/executor-spring.xml,\

\

META-INF/audit-spring.xml,\
META-INF/cluster-spring.xml,\
META-INF/editor-spring.xml,\
META-INF/jcr-spring.xml,\
META-INF/ldap-spring.xml,\
META-INF/messaging-core-spring.xml,\
META-INF/messaging-misc-spring.xml,\
META-INF/mobile-device-spring.xml,\
META-INF/notifications-spring.xml,\
META-INF/poller-spring.xml,\
META-INF/rules-spring.xml,\
META-INF/scheduler-spring.xml,\
META-INF/scripting-spring.xml,\
META-INF/search-spring.xml,\
META-INF/workflow-spring.xml,\

\

META-INF/counter-spring.xml,\
META-INF/mail-spring.xml,\
META-INF/portal-spring.xml,\
META-INF/portlet-container-spring.xml,\
META-INF/staging-spring.xml,\
META-INF/virtual-layouts-spring.xml,\

#META-INF/dynamic-data-source-spring.xml,\
*META-INF/shard-data-source-spring.xml, \*
#META-INF/memcached-spring.xml,\
#META-INF/monitoring-spring.xml,\

\

classpath*:META-INF/ext-spring.xml

That’s all there is to it. Your system is now set up for sharding. Now that
you’ve got your database set up and optimized for a large installation, let’s turn
to clustering the Documents and Media Library.

Documents and Media Library clustering

Liferay 6.1 introduces a new Documents and Media Library which is capable
of mounting several repositories at a time and presenting a unified interface
to the user. By default, users can make use of the Liferay repository, which
is already mounted. This repository is built into Liferay Portal and can use as
its back-end one of several different store implementations. In addition to this,
many different kinds of third party repositories can be mounted. If you have a
separate repository you’ve mounted, all nodes of the cluster will point to this
repository. Your avenue for improving performance at that point is to cluster
your third party repository, using the documentation for the repository you
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have chosen. If you don’t have a third party repository, there are ways you can
configure the Liferay repository to perform well in a clustered configuration.

The main thing to keep in mind is you need to make sure every node of the
cluster has the same access to the file store as every other node. For this reason,
you’ll need to take a look at your store configuration.

There are several options available for configuring how Liferay’s Documents
and Media library stores files. Each option is a store which can be configured
through the portal-ext.properties file by setting the d1.store.impl=
property. Let’s consider the ramifications of the various store options.

Using the File System store

This is the default store. It’s a simple file storage implementation that uses a local
folder to store files. You can use the file system for your clustered configuration,
but you’d have to make sure the folder to which you point the store can handle
things like concurrent requests and file locking. For this reason, you need to
use a Storage Area Network or a clustered file system.

The file system store was the first store created for Liferay and is heavily
bound to the Liferay database. By default, documents are stored in a docu-
ment_library subfolder of the data folder in a Liferay bundle. Of course, you
can change this path to anything you want by using the d1.store.file.sys-
tem.root.dir= property.

This store creates a folder structure based on pri-
mary keys in the Liferay database. If, for example,

~ [l document_library . X
= you upload a presentation with the file name work-

::0155 flow.odp into a folder called stuff; the file system
- [ 10156 store creates a folder structure which looks like fig-

T3 ure 19.3.
St The first folder is the company ID to which the
v B 1 site belongs. The second folder is the group ID of the
o site where the document resides. The third is the ID

Figure 19.3: Liferay’s
file system store
creates afolder

structure based on
primary keys in
Liferay’s database.

of the document itself, and finally the file name of the
document is renamed to a version number for storing
multiple versions of the document.

As you can see, this binds your documents very
closely to Liferay, and may not be exactly what you
want. But if you’ve been using the default settings for
a while and need to migrate your documents, Liferay
provides a migration utility in the control panel in
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Server Administration — Data Migration. Using this utility, you can move your
documents very easily from one store implementation to another.

Speaking of other store implementations, let’s look at some others Liferay
provides.

Using the Advanced File System store

Liferay’s advanced file system store is similar to the default file system store.
Like that store, it saves files to the local file system-which, of course, could be
a remote file system mount. It uses a slightly different folder structure to store
files, which is pictured below.

So what makes the advanced file system store ad-
vanced? Several operating systems have limitations

> N v document_library
on the number of files which can be stored in a par-

v [l 10156
ticular folder. The advanced file system store over- 0
comes this limitation by programmatically creating
- v [ 10432
a structure that can expand to millions of files, by al-
v 1.afsh

phabetically nesting the files in folders. This not only 1 1 0akh
allows for more files to be stored, but also improves 5 1 itareh
performance as there are less files stored per folder. ] 1-1-1.0%
The same rules apply to the advanced file system Figure 19.4: The
store as apply to the default file system store. To advanced file system
cluster this, you’ll need to point the store to a net- store creates amore

work mounted file system that all the nodes can ac- nested folder
cess, and that networked file system needs to support ~ structure than the file
concurrent requests and file locking. Otherwise, you system store.

may experience data corruption issues if two users

attempt from two different nodes to write to the same file at the same time.
You may decide the advanced file system store for whatever reason doesn’t

serve your needs. If this is the case, you can of course mount other file systems

into the documents and media library. In addition to this, you can also redefine

the Liferay store to use one of three other supported protocols. We’ll look at

these next.

Using the CMIS store

Though you can mount as many different CMIS (Content Management Interop-
erability Services) repositories as you like in the documents and media library,
you may wish also to redefine the Liferay repository to point to a CMIS reposi-
tory as well. Why? Because, as you know, users are users, and it’s possible they
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may find a way to create a folder or upload content to the Liferay repository.
It would be nice if that Liferay repository was connected to a clustered CMIS
repository by the administrator without having to mount it through the UL The
CMIS store allows you to do just that.

If you wish to use the CMIS store, all you need to do is set the following four
directives in your portal-ext.properties file:

dl.store.cmis.credentials.username=yourusername
dl.store.cmis.credentials.password=yourpassword
dl.store.cmis.repository.url=http://localhost:8080/url/to/your/cmis/repository
dl.store.cmis.system.root.dir=Liferay Home

Now the Liferay repository is connected to CMIS via the CMIS store. As long
as all nodes are pointing to your CMIS repository, everything in your Liferay
cluster should be fine, as the CMIS protocol prevents multiple simultaneous file
access from causing data corruption.

From here, we’ll move on to the JCR store.

Using the JCR store

Liferay Portal supports as a store the Java Content Repository standard. Un-
der the hood, Liferay uses Jackrabbit—-which is a project from Apache—-as its
JSR-170 compliant document repository. By default, Jackrabbit is configured to
store the documents on the local file system upon which Liferay is installed,
in the [Liferay Home]/liferay/jackrabbit folder. Inside this folder is
Jackrabbit’s configuration file, called repository.xml.

Using the default settings, the JCR store is not very different from the file
system stores, except you can use any JCR client to access the files. You can,
however, modify Jackrabbit’s configuration so it stores files in a database that
can be accessed by all nodes, and so that it operates as a cluster within Liferay’s
cluster.

To move the default repository location to a shared folder, you do not need
to edit Jackrabbit’s configuration file. Instead, find the section in portal . pro-
perties labeled JCR and copy/paste that section into your portal-ext.pro-
perties file. One of the properties, by default, is the following:

jer. jackrabbit.repository.root=${liferay.home}/data/jackrabbit

Change this property to point to a shared folder that all the nodes can see. A
new Jackrabbit configuration file is then generated in that location, and you’ll
have to edit that file to modify Jackrabbit’s configuration.
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Note that because of file locking issues, this isn’t the best way to share
Jackrabbit resources, unless you’re using a networked file system that can han-
dle concurrency and file locking. If you have two people logged in at the same
time uploading content, you could encounter data corruption using this method,
and because of this, we don’t recommend it for a production system. Instead, if
you want to use the Java Content Repository in a cluster, you should redirect
Jackrabbit into your database of choice. You can use the Liferay database or an-
other database for this purpose. This requires editing Jackrabbit’s configuration
file.

The default Jackrabbit configuration file has sections commented out for
moving the Jackrabbit configuration into the database. This has been done to
make it as easy as possible to enable this configuration. To move the Jackrabbit
configuration into the database, simply comment out the sections relating to
the file system and comment in the sections relating to the database. These by
default are configured for a MySQL database. If you are using another database,
you will likely need to modify the configuration, as there are changes to the con-
figuration file that are necessary for specific databases. For example, the default
configuration uses Jackrabbit’s DbFileSystem class to mimic a file system in
the database. While this works well in MySQL, it doesn’t work for all databases.
For example, if you’re using an Oracle database, you’ll need to modify this to
use OracleFileSystem.

Modify the JDBC database URLs so they point to your database. This, of
course, must be done on all nodes of the cluster. Don’t forget to create the
database first, and grant the user ID you are specifying in the configuration file
access to create, modify, and drop tables. After this, be sure to uncomment the
<Cluster/> section at the bottom of the file. For further information, it’s best
to check out the Jackrabbit documentation. Please see the Jackrabbit documen-
tation at http://jackrabbit.apache. org for further information.

Once you’ve configured Jackrabbit to store its repository in a database, the
next time you bring up Liferay, the necessary database tables are created auto-
matically. Jackrabbit, however, does not create indexes on these tables, and so
over time this can be a performance penalty. To fix this, you’ll need to manually
go into your database and index the primary key columns for all the Jackrabbit
tables.

Note that this configuration doesn’t perform as well as the advanced file
system store, because you’re storing documents in a database instead of in the
file system. But it does have the benefit of clustering well. Next, we’ll look at
Amazon’s S3 store.
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Using Amazon Simple Storage Service Amazon’s simple storage service (S3)
is a cloud-based storage solution which you can use with Liferay. All you need
is an account, and you can store your documents to the cloud from all nodes,
seamlessly.

This is easy to set up. When you sign up for the service, Amazon assigns you
some unique keys which link you to your account. In Amazon’s interface, you
can create “buckets” of data optimized by region. Once you’ve created these to
your specifications, all you need to do is declare them in portal-ext.proper-
ties:
dl.store.s3.access.key=

dl.store.s3.secret.key=
dl.store.s3.bucket.name=

Once you have these configured, set your store implementation to the S3-
Store:

dl.store.impl=com.liferay.portlet.documentlibrary.store.S3Store

Consult the Amazon Simple Storage documentation for additional details on
using Amazon’s service.
We have one more store to go over: the Documentum store.

EE Only Feature

Using the Documentum store If you have a Liferay Portal EE license, you
have access to the Documentum hook which adds support for Documentum to
Liferay’s Documents and Media library. Install this hook by using the Liferay
Marketplace.

This hook doesn’t add an option to make the Liferay repository into a Docu-
mentum repository, as the other store implementations do. Instead, it gives you
the ability to mount Documentum repositories via the Documents and Media
library UL

There’s not really a lot to this; it’s incredibly easy. Click Add — Repository,
and in the form that appears, choose Documentum as the repository type. After
that, give it a name and specify the Documentum repository and cabinet, and
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Liferay mounts the repository for you. That’s really all there is to it. If all your
nodes are pointing to a Documentum repository, you can cluster Documentum
to achieve higher performance.

Now that we’ve covered the available ways you can configure documents
and media for clustering, we can move on to configuring search.

Clustering search

You can configure search for clustering in one of two ways: use pluggable en-
terprise search (recommended), or configure Lucene so indexes replicate across
the individual file systems of the nodes in the cluster. We’ll look at both ways
to do this.

Using Pluggable Enterprise Search

As an alternative to using Lucene, Liferay supports pluggable search engines.
The first implementation of this uses the open source search engine Solr, but
in the future there will be many such plugins for your search engine of choice.
This allows you to use a completely separate product for search, and this prod-
uct can be installed on another application server or cluster of servers. Your
search engine then operates completely independently of your Liferay Portal
nodes in a clustered environment, acting as a search service for all the nodes
simultaneously.

This makes it much easier to deal with search indexes. You no longer have to
maintain indexes on every node in your cluster, and you get to offload indexing
activity to a separate server, so your nodes can concentrate their CPU power on
serving pages. Each Liferay node sends requests to the search engine to update
the search index when needed, and these updates are then queued and handled
automatically by the search engine, independently. It’s kind of like having an
army of robots ready and willing to do your bidding.

First, you’ll need to configure your Solr server, and then you need to install
Liferay’s Solr plugin to redirect searches over to it.

Configuring the Solr Search Server Since Solr is a standalone search engine,
you’ll need to download it and install it first according to the instructions on
the Solr web site (http://lucene.apache.org/solr). Of course, it’s best to
use a server that is separate from your Liferay installation, as your Solr server
becomes responsible for all indexing and searching for your entire cluster. You
definitely don’t want both Solr and Liferay on the same box. Solr is distributed
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as a .war file with several . jar files which need to be available on your ap-
plication server’s classpath. Once you have Solr up and running, integrating it
with Liferay is easy, but it requires a restart of your application server.

The first thing you need to define on the Solr box is the location of your
search index. Assuming you’re running a Linux server and you’ve mounted a
file system for the index at /solr, create an environment variable that points
to this folder. This environment variable needs to be called $SOLR_HOME. So for
our example, we would define:

$SOLR_HOME=/solr

This environment variable can be defined anywhere you need: in your oper-
ating system’s start up sequence, in the environment for the user who is logged
in, or in the start up script for your application server. If you’re using Tomcat to
host Solr, modify setenv. sh or setenv.bat and add the environment variable
there.

Once you’ve created the environment variable, you then can use it in your
application server’s start up configuration as a parameter to your JVM. This is
configured differently per application server, but again, if you’re using Tomcat,
edit catalina.sh or catalina.bat and append the following to the $JAVA-
_OPTS variable:

-Dsolr.solr.home=$SOLR_HOME

This takes care of telling Solr where to store its search index. Go ahead
and install Solr to this box according to the instructions on the Solr web site
(http://lucene.apache.org/solr). Once it’s installed, shut it down, as
there is some more configuration to do.

Installing the Solr Liferay Plugin Next, you have a choice. If you have in-
stalled Solr on the same system upon which Liferay is running (not recom-
mended), you can simply go to the Liferay Marketplace and install the solr-web
plugin. This, however, defeats much of the purpose of using Solr, because the
goal is to offload search indexing to another box to free up processing for your
installation of Liferay. For this reason, you really shouldn’t run Liferay and your
search engine on the same box. Unfortunately, the configuration in the plugin
is set exactly that way, presumably to allow you to experiment with different
search configurations. To run them separately—as you would in a production
environment-, you’ll have to make a change to a configuration file in the plu-
gin before you install it so you can tell Liferay where to send indexing requests.
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In this case, go to the Liferay Marketplace and download the plugin to your
system.

Open or extract the plugin. Inside the plugin, you’ll find a file called sol-
r-spring.xml in the WEB-INF/classes/META-INF folder. Open this file in a
text editor and you will see the entry which defines where the Solr server can
be found by Liferay:

<bean class="com.liferay.portal.spring.context.PortletBeanFactoryPostProcessor" />

<!-- Solr search engine -->
\index{Solr}

<bean id="com.liferay.portal.search.solr.server.BasicAuthSolrServer"
class="com.liferay.portal.search.solr.server.BasicAuthSolrServer">
<constructor-arg type="java.lang.String" value="http://localhost:8080/solr" />
</bean>

Modify this value so it points to the server where Solr is running. Then save
the file and put it back into the plugin archive in the same place it was before.

Next, extract the file schema.xml from the plugin. It should be in the doc-
root/WEB-INF/conf folder. This file tells Solr how to index the data coming
from Liferay, and can be customized for your installation. Copy this file to
$SOLR_HOME/ conf on your Solr box (you may have to create the conf direc-
tory).

Before you start Solr, you should provide Solr with a list of synonyms and
stop words. Synonyms are words that should be equivalent in search. For ex-
ample, if a user searches for important information, you may want to show re-
sults for required information or critical information. You can define these in
synonyms . txt. Stop words are defined in stopwords. txt and are words that
should not be indexed: articles, pronouns, and other words that have little value
in a search. Place these files in your $SOLR_HOME/conf folder. Examples for
both of these files are found in the Solr archive in the solr-4.1.0/examp-
le/solr/collectioni/conf folder. Additional Solr configuration options,
most importantly solrconfig.xml and elevate.xml, are in the $SOLR_HOME-
/conf folder. Now you can start Solr. After Solr has started, hot deploy the
solr-web plugin to all your nodes. See the next section for instructions on hot
deploying to a cluster.

Once the plugin is hot deployed, your Liferay server’s search is automatically
upgraded to use Solr. It’s likely, however, that initial searches will come up with
nothing: this is because you need to reindex everything using Solr.

Go to the control panel. In the Server section, click Server Administration.
Click the Execute button next to Reindex all search indexes at the bottom of the
page. Liferay will begin sending indexing requests to Solr for execution. Once
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Solr has indexed all your data, you’ll have a search server running indepen-
dently of all your Liferay nodes.

Installing the plugin to your nodes has the effect of overriding any calls to
Lucene for searching. All Liferay’s search boxes will now use Solr as the search
index. This is ideal for a clustered environment, as it allows all your nodes to
share one search server and one search index, and this search server operates
independently of all your nodes. If, however, you don’t have the server hard-
ware upon which to install a separate search server, you can sync the search
indexes between all your nodes, as is described next.

Clustering Lucene indexes on all nodes

Lucene, the search indexer which Liferay uses, can be configured to sync in-
dexes across each cluster node. This is the easiest configuration to implement,
though of course, it’s not as “clean” a configuration as using pluggable enter-
prise search. Sometimes, however, you just don’t have another server to use
for search indexing, so you need a way to keep all your nodes in sync. Liferay
provides a method called Cluster Link which can send indexing requests to all
nodes in the cluster to keep them in sync. This configuration doesn’t require
any additional hardware, and it performs very well. It may increase network
traffic when an individual server reboots, since a full reindex will be needed.
But this should rarely happen, making it a good tradeoff if you don’t have the
extra hardware to implement a Solr search server.

You can enable Cluster Link by setting the following property in your por-
tal-ext.properties file:

cluster.link.enabled=true

To cluster your search indexes, you also need to set the following property:

lucene.replicate.write=true

Ifyouhave cluster.link.enabled=true butlucene.replicate.write-
=false, you'll enable cache replication but not index replication.

Of course, cluster.link.enabled=true and lucene .replicate.write-
=true need to be set on all your nodes. That’s all you need to do to sync your
indexes. Pretty easy, right? Of course, if you have existing indexes, you’ll want
to do a reindex as described in the previous section once you have Cluster Link
enabled on all your nodes.

Next, we’ll show how to share indexes in a database. This is actually not a
recommended configuration, as it’s slow (databases are always slower than file
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systems), but for completeness, we’ll go ahead and tell you how to do it anyway.
But you’ve been forewarned: it’s far better to use one of the other methods of
clustering your search index.

Sharing a search index (not recommended unless you have a file locking-aware
SAN)

If you wish to have a shared index (and we really hope you don’t), you’ll need
to either share the index on the file system or in the database. This requires
changing your Lucene configuration.

The Lucene configuration can be changed by modifying values in your por-
tal-ext.properties file. Openyour portal.properties file and search for
the text Lucene. Copy that section and then paste it into your portal-ext.pro-
perties file.

If you wish to store the Lucene search index on a file system that is shared
by all of the Liferay nodes (not recommended: you’ve been warned), you can
modify the location of the search index by changing the lucene.dir property.
By default, this property points to the lucene folder inside the Liferay home
folder:

lucene.dir=${liferay.home}/data/lucene/

Change this to the folder of your choice. You’ll need to restart Liferay for
the changes to take effect. You can point all of the nodes to this folder and they
will use the same index.

Like Jackrabbit, however, this is not the best way to share the search index,
as it could result in file corruption if different nodes try reindexing at the same
time. We do not recommend this for a production system. A better way (though
still not great) is to share the index via a database, where the database can en-
force data integrity on the index. This is very easy to do; it is a simple change to
your portal-ext.properties file. Of course, we also don’t recommend this
for a production system, as accessing the index from a database will be slower
than from a file system. If, however, you have no other option and want to do
this anyway, keep reading.

There is a single property called lucene.store.type. By default this is set
to go to the file system. You can change this so that the index is stored in the
database by making it the following:

lucene.store.type=jdbc
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The next time Liferay is started, new tables are created in the Liferay database,
and the index is stored there. If all the Liferay nodes point to the same database
tables, they will be able to share the index. Again, performance on this is not
very good. Your DBAs may be able to tweak the database indexes a bit to im-
prove performance. For better performance, you should consider using a sepa-
rate search server or syncing the indexes on the nodes’ file systems.

Note: MySQL users need to modify their JDBC connection
string for this to work. Add the following parameter to your
connection string:

emulateLocators=true

Alternatively, you can leave the configuration alone, and each node will have
its own index. This ensures against collisions when multiple nodes update the
index. However, the indices will quickly get out of sync since they don’t repli-
cate. For this reason, this is not a recommended configuration either. Again, for
a better configuration, replicate the indexes with Cluster Link or use a separate
search server (see the section on Solr above).

Distributed Caching

Liferay uses Ehcache, which has robust distributed caching support. This means
that the cache can be distributed across multiple Liferay nodes running concur-
rently. Enabling this cache can increase performance dramatically. For exam-
ple, say that two users are browsing the message boards. The first user clicks a
thread to read it. Liferay must look up that thread from the database and format
it for display in the browser. With a distributed Ehcache running, this thread
is stored in a cache for quick retrieval, and that cache is then replicated to the
other nodes in the cluster. Say then that the second user who is being served
by another node in the cluster wants to read the same forum thread and clicks
on it. This time, the data is retrieved more quickly. Because the thread is in the
cache, no trip to the database is necessary.

This is much more powerful than having a cache running separately on each
node. The power of distributed caching allows for common portal destinations
to be cached for multiple users. The first user can post a message to the thread
he or she was reading, and the cache is updated across all the nodes, making the
new post available immediately from the local cache. Without that, the second
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user would need to wait until the cache was invalidated on the node he or she
connected to before he or she could see the updated forum post.

There are two ways to enable distributed caching. If you use the default
settings, it’s very easy. If you need to tweak the cache for your site, there are a
few more steps, but it’s still pretty easy.

Enabling distributed caching

You must have Cluster Link enabled in order to activate distributed caching.
Since you already did this, you have only one more property to add to your
portal-ext.properties file:

ehcache.cluster.link.replication=true

What this does is enable some RMI (Remote Method Invocation) cache lis-
teners that are designed to replicate the cache across a cluster.

Once you enable distributed caching, of course, you should do some due
diligence and test your system under a load that best simulates the kind of traffic
your system needs to handle. If you’ll be serving up a lot of message board
messages, your script should reflect that. If web content is the core of your site,
your script should reflect that too.

As a result of a load test, you may find that the default distributed cache
settings aren’t optimized for your site. In this case, you’ll need to tweak the
settings yourself. You can modify the Liferay installation directly or you can
use a plugin to do it. Either way, the settings you change are the same. Let’s see
how to do this with a plugin first.

Modifying the cache settings with a plugin

A benefit of working with plugins is that you can quickly install a plugin on
each node of your cluster without taking down the cluster. We’ll cover this
first. If you’re not a developer, don’t worry—even though you’ll create a plugin,
you won’t have to write any code.

Since we’re assuming you're an administrator and not a developer, we’ll take
the easiest route, and use Liferay’s graphical development tools, rather than the
command line Plugins SDK by itself. If you're a Liferay EE customer, down-
load Liferay Developer Studio from the Customer Portal. Set it up with all the
defaults from the first start wizard, and you’re good to go (skip the next para-
graph).
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If you're not a Liferay EE customer, download Eclipse and install Liferay
IDE from the Eclipse Marketplace. Download the Plugins SDK for your edi-
tion of Liferay from either the Customer Portal (EE) or the Downloads page on
liferay.com. Connect Liferay IDE to your Plugins SDK using the instructions
found in the Liferay Developer’s Guide.

Next, create a hook plugin by selecting File — New — Liferay Project. Select
Hook as the project type and give your project a name. Click Finish and your
project is created.

In your project, create a text file called portlet.properties in the doc-
root/WEB-INF/src folder. This file can override properties in your portal just
like portal-ext.properties. Into this file place the following three proper-
ties:
net.sf.ehcache.configurationResourceName=

ehcache.single.vm.config.location=
ehcache.multi.vm.config.location=

Liferay’s configuration files are, of course, used by default. If you’re over-
riding these properties, it’s because you want to customize the configuration
for your own site. A good way to start with this is to extract Liferay’s config-
uration files and then customize them. If you’re running an application server
(such as Tomcat) that allows you to browse to the running instance of Liferay,
you can extract Liferay’s configuration files from Liferay itself. If you’re not,
you can extract them from Liferay’s . war file or Liferay’s source code. In either
place, you’ll find the files in the portal-impl. jar file, which is in Liferay’s
WEB-INF/1ib folder. The files you want are hibernate-clustered.xml, life-
ray-single-vm.xml, and liferay-multi-vm-clustered.xml, and they’ll
be in the /ehcache folder in this . jar. Once you have these, make a subfolder
of the docroot folder in your project. Place the files you extracted into this
folder and then specify this folder in the properties above.

For example, if you created a folder called custom_cache in your project’s
docroot folder, you’d copy the three XML configuration files (hibernate-clus-
tered.xml,liferay-single-vm.xml,and liferay-multi-vm-clustered.xml)
there. Then you’d edit your portlet.properties and specify your configu-
ration files in the three properties above:
net.sf.ehcache.configurationResourceName=/custom_cache/hibernate-clustered.xml

ehcache.single.vm.config.location=/custom_cache/liferay-single-vm.xml
ehcache.multi.vm.config.location=/custom_cache/liferay-multi-vm-clustered.xml

Save the file and deploy the plugin (deploying plugins is covered in the Lif-
eray Developer’s Guide), and the settings you’ve placed in those files will over-
ride the default Liferay settings. In this way, you can tweak your cache settings
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so that your cache performs optimally for the type of traffic generated by your
site. The strength of doing it this way is that you don’t have restart your server
to change the cache settings. This is a great benefit, but beware: since Ehcache
doesn’t allow for changes to cache settings while the cache is alive, reconfigur-
ing a cache while the server is running will flush the cache.

There is, of course, another way to do this if you don’t want to create a
plugin. It requires you to restart the server to enable the new cache settings,
but you don’t have to work with any developer tools to do it.

Modifying the Ehcache settings directly

This method is pretty similar to the plugin method, except that you have to
modify the Liferay installation directly. You’ll still need to extract Liferay’s
configuration files as described in the previous section. Next, shut down your
server and find the location in the server where Liferay is installed (this may
not be possible on all application servers, and if this is the case, you’ll need
to use the plugin method described above). For example, say you’re running
Liferay on Tomcat. Tomcat stores the deployed version of Liferay in [Tomcat
Home] /webapps/RO0T. Inside this folder is the folder structure WEB-INF/clas-
ses. You can create a new folder in here called custom_cache to store the cus-
tom versions of the cache configuration files. Copy the files you extracted from
Liferay into this folder.

You then need to modify the properties in portal-ext.properties that
point to these files. Copy/paste the Hibernate section of portal.properties
into your portal-ext.properties file and then modify thenet . sf . ehcache
figurationResourceName property to point to the clustered version of the
configuration file that is now in your custom folder:

net.sf.ehcache.configurationResourceName=/custom_cache/hibernate-clustered.xml

Now that Liferay is pointing to your custom file, you can modify the settings
in this file to change the cache configuration for Hibernate.

Next, copy/paste the Ehcache section from the portal . properties file into
your portal-ext.properties file. Modify the properties so they point to the
files in your custom folder. For example:

ehcache.multi.vm.config.location=/custom_cache/liferay-multi-vm-clustered.xml

You can now take a look at the settings in these files and tune them to fit
your environment and application. Let’s examine how to do that next.

.con-
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Customizing Hibernate cache settings

By default, Hibernate (Liferay’s database persistence layer) is configured to use
Ehcache as its cache provider. This is the recommended setting. If you’re us-
ing the default settings using Cluster Link, you already have this enabled. If,
however, you need to customize the settings, you’ll have to customize it in one
of the ways described above: either in a plugin or in the deployed instance of
Liferay. The first thing, of course, is to start off with the clustered version of the
file. Copy the hibernate-clustered.xml configuration file to your plugin or
to a place in Liferay’s classpath (as described above) where you can refer to it.
Then change the following property to point to the file:

net.sf.ehcache.configurationResourceName=/path/to/hibernate-clustered.xml

Next, open this file in a text editor. You’ll notice that the configuration is
already set up to perform distributed caching through a multi-cast connection.
The configuration, however, might not be set up optimally for your particu-
lar application. Notice that by default, the only object cached in the Hibernate
cache is the User object (com.liferay. “portal” " .model.impl.UserImpl).
This means that when a user logs in, his or her User object will go in the cache so
that any portal operation that requires access to it (such as permission checking)
can retrieve that object very quickly from the cache.

You may wish to add other objects to the cache. For example, a large part
of your application may be document management using the Documents and
Media portlet. In this case, you may want to cache media objects, such as
DLFileEntryImpl to improve performance as users access documents. To do
that, add another block to the configuration file with the class you want to cache:

<cache
eternal="false"
maxElementsInMemory="10000"
name="com.liferay.portlet.documentlibrary.model.impl.DLFileEntryImpl"
overflowToDisk="false"

timeToIdleSeconds="600"

<cacheEventListenerFactory
class="com.liferay.portal.cache.ehcache.LiferayCacheEventListenerFactory"
properties="replicatePuts=false,replicateUpdatesViaCopy=false"
propertySeparator=","

/>

<bootstrapCacheLoaderFactory class=

"com.liferay.portal.cache.ehcache.LiferayBootstrapCacheLoaderFactory" />
</cache>
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Your site may use the message boards portlet, and those message boards may
get alot of traffic. To cache the threads on the message boards, configure a block
with the MBMessageImpl class:
<cache

eternal="false"
maxElementsInMemory="10000"

name="com.liferay.portlet.messageboards.model.impl.MBMessageImpl"
overflowToDisk="false"
timeToIdleSeconds="600"

<cacheEventListenerFactory
class="com.liferay.portal.cache.ehcache.LiferayCacheEventListenerFactory"
properties="replicatePuts=false,replicateUpdatesViaCopy=false"
propertySeparator=","

/>

<bootstrapCachelLoaderFactory class=

"com.liferay.portal.cache.ehcache.LiferayBootstrapCacheLoaderFactory" />
</cache>

Note that if your developers have overridden any of these classes in an Ext
plugin, you’ll have to specify the overridden versions rather than the stock ones
that come with Liferay Portal. You can customize the other ehcache config-
uration files in exactly the same way. Refer to Ehcache’s documentation for
information on how to do this.

As you can see, it’s easy to add specific data to be cached. Be careful, how-
ever, as too much caching can actually reduce performance if the JVM runs out
of memory and starts garbage collecting too frequently. You’ll likely need to
experiment with the memory settings on your JVM as well as the cache settings
above. You can find the specifics about these settings in the documentation for
Ehcache.

The last thing we’ll cover about caching is a special EE-only optimization
that can be made to the cache.

Enhanced distributed cache algorithm

EE Only Feature

By default, Liferay’s distributed cache uses the RMI replication mechanism,
which uses a point to point communication topology. As you can guess, this
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kind of structure doesn’t scale well for a large cluster with many nodes. Because
each node has to send the same event to other nodes N - 1 times, network traffic
becomes a bottleneck when N is too large. Ehcache also has a performance
issue of its own, in that it creates a replication thread for each cache entity.
In a large system like Liferay Portal, it’s very common to have more than 100
cached entities. This translates to 100+ cache replication threads. Threads are
expensive, because they take resources (memory and CPU power). Most of the
time, these threads are sleeping, because they only need to work when a cached

entity has to talk to remote peers.
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Figure 19.5: The default algorithm requires each node to create massive
amounts of dispatch threads to update the cache for each node in the

cluster.

Putting heap memory aside (because the amount of memory on the heap
depends on the application(s) running), consider the stack memory footprint
of those 100+ threads. By default on most platforms, the thread stack size is 2
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MB; for 100 threads, that’s more than 200 MB. If you include the heap memory
size, this number can become as high as 500 MB for just one node. And that
massive amount of threads can also cause frequent context switch overhead,
which translates to increased CPU cycles.

For large installations containing many nodes, Liferay has developed an al-
ternative algorithm for handling cache replication that can can fix both the 1
toN - 1 network communication bottleneck, as well as the massive threads
bottleneck. The default implementation uses JGroups’ UDP multicast to com-
municate.

Limited
Dispatch
Threads

Limited
Dispatch
Threads

Limited Limited

Dispatch Dispatch

Threads Threads
— ~—

Figure 19.6: Liferay’s algorithm uses a single UDP multicast channel, so
that nodes don’t have to create a thread for each other node in the cluster.

To reduce the number of replication threads, we provide a small pool of dis-
patching threads. These deliver cache cluster events to remote peers. Since all
cache entities’ cluster events must go through our pool of dispatching threads
to communicate, this gives us a chance to coalesce events: if two modifications
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to the same cache object happen at almost the same time, we can combine the
changes into one, and then we only need to notify remote peers once. This
reduces traffic on the network. We should also note that newer versions of
Ehcache support the JGroups replicator and can also fix the 1 to N - 1 network
communication; however, they cannot fix the massive threads issue and they
cannot coalesce cache events.

For EE customers who are interested in this feature, all you have to do to
enable the alternate algorithm is to install a plugin from the Liferay Marketplace.
Search for the Ehcache Cluster EE plugin, which is free to all EE customers, and
install it on all your nodes. The new algorithm is immediately activated and you
can reap the benefits right away.

Now we can look at the last consideration when clustering Liferay: hot de-

ploy.

Hot Deploy

Plugins which are hot deployed will need to be deployed separately to all the
Liferay nodes. The best way to do this is to configure your application server
to support farms. This is a feature that enables you to deploy an application on
one node and then it replicates automatically to each of the other nodes. This,
of course, is configured differently for each application server, so you’ll need to
consult your application server’s documentation to learn how to do this. It’s by
far the best way to handle hot deploy, and is the recommended configuration. If
you have this working, great! You can skip the rest of this section completely.

If for some reason your application server doesn’t support this feature or you
can’t use it, you’ll need to come up with a way to deploy applications across your
cluster. Each node needs to have its own hot deploy folder. This folder needs
to be writable by the user under which Liferay is running, because plugins are
moved from this folder to a temporary folder when they are deployed. This is
to prevent the system from entering an endless loop, because the presence of a
plugin in the folder is what triggers the hot deploy process.

When you want to deploy a plugin to the entire cluster, copy that plugin to
the hot deploy folders of all of the Liferay nodes. Depending on the number
of nodes, it may be best to create a script to do this. Once the plugin has been
deployed to all of the nodes, you can then make use of it (by adding the portlet to
a page or choosing the theme as the look and feel for a page or page hierarchy).

All of the above will get basic Liferay clustering working; however, the con-
figuration can be further optimized. We will see how to do this next.
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19.2 Performance Tuning

Once you have your portal up and running, you may find a need to tune it for
performance, especially if your site winds up generating more traffic than you’d
anticipated. There are some definite steps you can take with regard to improving
Liferay’s performance.

Memory

Memory is one of the first things to look at when you want to optimize perfor-
mance. If you have any disk swapping, you want to avoid it at all costs: it has a
serious impact on performance. Make sure your server has an optimal amount
of memory and your JVM is tuned to use it.

There are three basic JVM command switches that control the amount of
memory in the Java heap.

-Xms
—-Xmx
-XX:MaxPermSize

These three settings control the amount of memory available to the JVM
initially, the maximum amount of memory into which the JVM can grow, and
the separate area of the heap called Permanent Generation space.

The first two settings should be set to the same value. This prevents the JVM
from having to reallocate memory if the application needs more. Setting them
to the same value causes the JVM to be created up front with the maximum
amount of memory you want to give it.

-Xms1024m -Xmx1024m -XX:MaxPermSize=256m

This is perfectly reasonable for a moderately sized machine or a developer
machine. These settings give the JVM 1024MB for its regular heap size and
have a PermGen space of 256MB. If you’re having performance problems, and
your profiler is showing that there’s a lot of garbage collection going on, the
first thing you might want to look at is increasing the memory available to the
JVM. You'll be able to tell if memory is a problem by running a profiler (such
as Jprobe, YourKit, or the NetBeans profiler) on the server. If you see Garbage
Collection (GC) running frequently, you definitely want to increase the amount
of memory available to the JVM.

Note that there is a law of diminishing returns on memory, especially with 64
bit systems. These systems allow you to create very large JVMs, but the larger
the JVM, the more time it takes for garbage collection to take place. For this
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reason, you probably won’t want to create JVMs of more than 2 GB in size. To
take advantage of higher amounts of memory on a single system, run multiple
JVMs of Liferay instead.

Issues with PermGen space can also affect performance. PermGen space
contains long-lived classes, anonymous classes and interned Strings (immutable
String objects that are kept around for a long time to increase String processing
performance). Hibernate-which Liferay uses extensively-has been known to
make use of PermGen space. If you increase the amount of memory available to
the JVM, you may want to increase the amount of PermGen space accordingly.

Garbage Collection

As the system runs, various Java objects are created. Some of these objects are
long-lived, and some are not. The ones that are not become de-referenced, which
means that the JVM no longer has a link to them because they have ceased to be
useful. These may be variables that were used for methods which have already
returned their values, objects retrieved from the database for a user that is no
longer logged on, or a host of other things. These objects sit in memory and fill
up the heap space until the JVM decides it’s time to clean them up.

Normally, when garbage collection (GC) runs, it stops all processing in the
JVM while it goes through the heap looking for dead objects. Once it finds them,
it frees the memory they were taking up, and then processing can continue.
If this happens in a server environment, it can slow down the processing of
requests, as all processing comes to a halt while GC is happening.

There are some JVM switches that you can enable which can reduce the
amount of time processing is halted while garbage collecting happens. These
can improve the performance of your Liferay installation if applied properly.
As always, you will need to use a profiler to monitor garbage collection during
a load test to tune the numbers properly for your server hardware, operating
system, and application server.

The Java heap is divided into sections for the young generation, the old gen-
eration, and the permanent generation. The young generation is further divided
into three sections: Eden, which is where new objects are created, and two “sur-
vivor spaces, which we can call the From and To spaces. Garbage collection oc-
curs in stages. Generally, it’s more frequently done in the young generation,
less frequently done in the old generation, and even less frequently done in the
permanent generation, where long-lived objects reside. When garbage collec-
tion runs in the young generation, Eden is swept for objects which are no longer
referenced. Those that are still around are moved to the To survivor space, and
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Figure 19.7: Java Memory

the From space is then swept. Any other objects in that space which still have
references to them are moved to the To space, and the From space is then cleared
out altogether. After this, the From and the To spaces swap roles, and processing
is freed up again until the next time the JVM determines that garbage collection
needs to run.

After a predetermined number of generations of garbage collection, surviving
objects may be moved to the old generation. Similarly, after a predetermined
number of generations of garbage collection in the old generation, surviving
objects may be moved to the permanent generation.

By default, the JDK uses a serial garbage collector to achieve this. This works
very well for a short-lived desktop Java application, but is not necessarily the
best performer for a long-lived, server-based application like Liferay. For this
reason, you may wish to switch to the Concurrent Mark-Sweep (CMS) collector.

In CMS garbage collection, rather than halting application processing alto-
gether, this garbage collector makes one short pause in application execution
to mark objects directly reachable from the application code. Then it allows the
application to run while it marks all objects which are reachable from the set it
marked. Finally, it adds another phase called the remark phase which finalizes
marking by revisiting any objects modified while the application was running.
It then sweeps through and garbage collects. Though it sounds more compli-
cated, this has the effect of greatly reducing the amount of time that execution
needs to be halted to clean out dead objects.

Just about every aspect of the way memory management works in Java can
be tuned. In your profiling, you may want to experiment with some of the
following settings to see if any of them can increase your performance.

NewSize, MaxNewSize: The initial size and the maximum size of the New
or Young Generation.
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+UseParNewGC: Causes garbage collection to happen in parallel, using mul-
tiple CPUs. This decreases garbage collection overhead and increases applica-
tion throughput.

+UseConcMarkSweepGC: Use the Concurrent Mark-Sweep Garbage Col-
lector. This uses shorter garbage collection pauses, and is good for applications
that have a relatively large set of long-lived data, and that run on machines with
two or more processors, such as web servers.

+CMSParalle]lRemarkEnabled: For the CMS GC, enables the garbage collec-
tor to use multiple threads during the CMS remark phase. This decreases the
pauses during this phase.

SurvivorRatio: Controls the size of the two survivor spaces. It’s a ratio
between the survivor space size and Eden. The default is 25. There’s not much
bang for the buck here, but it may need to be adjusted.

ParallelGCThreads: The number of threads to use for parallel garbage col-
lection. Should be equal to the number of CPU cores in your server.

A sample configuration using the above parameters might look something
like this:

JAVA_OPTS="$JAVA_OPTS -XX:NewSize=700m -XX:MaxNewSize=700m -Xms2048m
-Xmx2048m -XX:MaxPermSize=128m -XX:+UseParNewGC -XX:+UseConcMarkSweepGC
-XX:+CMSParallelRemarkEnabled -XX:SurvivorRatio=20
-XX:ParallelGCThreads=8"

Again, you should always follow the procedure of adjusting the settings,
then testing under load, then adjusting again. Every system is different and
these are general guidelines to follow. Next, we’ll see some modifications we
can make to Liferay’s properties to help increase performance.

Properties File Changes

There are also some changes you can make to your portal-ext.properties
file once you are in a production environment.

Set the following to false to disable checking the last modified date on server
side CSS and JavaScript.

last.modified.check=false

Set this property to true to load the theme’s merged CSS files for faster
loading for production. By default it is set to false for easier debugging for
development. You can also disable fast loading by setting the URL parameter
css_fast_load to 0.

theme.css.fast.load=true



666 CHAPTER 19. CONFIGURING LIFERAY FOR HIGH AVAILABILITY

Set this property to true to load the combined JavaScript files from the prop-
erty javascript.files into one compacted file for faster loading for produc-
tion.

javascript.fast.load=true

These are various things the Liferay engineering team has done to increase
performance generally. If your developers make use of Liferay’s tools and plat-
form, their JavaScript and themes can also take advantage of these properties.

Let’s look at one final, general way of increasing Liferay’s performance: dis-
abling unused servlet filters.

Disabling unused servlet filters

Liferay comes by default with a number of servlet filters enabled and running.
It is likely that for your installation, you don’t need them all. Since servlet
filters intercept the HTTP request and do some processing on it before Liferay
even has a chance to start building the page, you can increase performance by
disabling the ones you’re not using.

You can disable servlet filters you're not using by using your portal-ext .pro-
perties file. Copy the Serviet Filters section from the original portal.pro-
perties file into your customized file, and then go through the list and see if
there are any you can disable, by setting them to false.

For example, if you are not using CAS for single sign-on, disable the CAS
Filter. If you are not using NTLM for single sign-ons, disable the NTLM Filter.
The fewer servlet filters you are running, the less processing power is needed
for each request.

As you can see, there are many things you can do to increase Liferay’s per-
formance generally. But don’t forget to load test your own applications! It may
be that a performance issue comes from a custom-built application that’s doing
something it shouldn’t do. Always load test your system before putting it into
production: that’s the best way of finding out potential performance problems,
and that way, you’ll find them during performance testing, and not when your
system is in production.

19.3 Summary

We've seen how good a fit Liferay Portal is for the enterprise. It can be scaled
linearly to grow to whatever size you need to serve your users. Clustering is a
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snap, and Liferay harmonizes very well with whatever environment you may
have.

Liferay Portal is also built for performance. You can take advantage of read-
writer database configurations, as well as database sharding. You can tune it to
support over 3300 concurrent users on a single server with mean login times
under half a second and maximum throughput of more than 79 logins per sec-
ond. We’ve seen some tips for tuning Liferay Portal, and we have to keep in
mind the adage about tuning: load test and profile, tune, repeat.

In all, Liferay Portal gives you all the options you need to build a high-
performance, robust environment that supports your enterprise.
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