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0310 min Managing Employee Access

045 min Managing Business Partner Access
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Introduction and Session Scope
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■ Identity Management (IdM) ensures the right people have 
access to the right resources

■ Single Sign On (SSO) is an authentication scheme that 
allows users to log in to multiple resources with the same 
credentials

■ Liferay provides robust IdM and SSO capabilities out of the 
box

■ Liferay also provides integration with industry leading 
providers

■ Liferay supports a mix of different IdM and SSO services to 
support diverse audiences

Introduction to Identity Management
What do we mean by Identity Management and Single Sign On?
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■ Understand the difference between authentication and 
authorization

■ Examine some common identity management use cases

■ Highlight general best practices in identity management and 
implementing them in Liferay

■ Use Clarity as a use case for leveraging external identity 
management and single sign on solution

Session Scope
What we are planning to cover in this session 
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Identity Management & SSO Overview
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Authentication Authorization
vs
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Initial Portal Login
■ Default Sign In Widget

■ User credentials stored in Liferay Database

■ Initial credentials for Liferay SaaS shared during 
provisioning process

■ Initial credentials for Self-Hosted and Liferay PaaS:  

■ Email Address:  test@liferay.com

■ Password:  test

Identity Management and Single Sign On

mailto:test@liferay.com
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OpenID Connect
■ Standards-based protocol allowing user to authenticate 

using existing credentials

■ Example providers include Google, Facebook, Microsoft, 
Apple, GitHub, etc.

■ Removes need for custom development

Identity Management Basics
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SAML / SSO / IDMS
■ Security Assertion Markup Language (SAML) is an 

open-standard used for authentication

■ Identity Provider (IdP) contains users & credentials

■ Service Provider (SP) is the application being authenticated 
to

■ Frequently used to support Single Sign-On (SSO)

■ Usually used with an Identity Management System (IDMS)

Identity Management Basics
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Liferay DXP Key Capabilities - Security

SAML 
Implementations

SSO 
Implementations

LDAP 
Directories

Identity Management 
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Managing Clarity Employees
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Clarityʼs Critical Success Factors
1. Non-technical participation
2. Simplified maintenance (and evolution)
3. Future proofed and flexible
4. Increase engagement and user experience through 

personalization
5. Risk mitigation with better governance
6. Lower investment / total cost of ownership

Benchmarking and measuring the success of outcomes
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Clarity Business Requirements
Identity Management 

■ Provide secure access for Content Managers and System 
Administrators

■ Leverage existing Identity Management and Single Sign-On 
Solution

■ Ensure employee information stays up-to-date
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Okta for Authentication and SSO
Identity Management and Single Sign On

■ Clarity uses Okta for Identity Management

■ Okta provides SAML support for SSO

■ Okta will act as the Identity Provider (IdP)

■ Liferay will as the Service Provider (SP)

■ Using external authentication is generally regarded as a best 
practice
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Okta for Authentication and SSO
Identity Management and Single Sign On

■ Okta Sandbox has been already configured

■ Clarity users created

■ Password:  LiferayLearn

■ User Groups already created
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Okta for Authentication and SSO
Identity Management and Single Sign On

■ SAML 2.0 Application created

■ Single sign-on URL: 
http://[your_lifray_saas_environment]/c/portal/saml/acs

■ Audience URI (SP Entity ID): samlspdemo

■ Name ID format: EmailAddress

■ Application username: Email
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Demo – Configuring an External Authentication 
with Liferay
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Managing Business Partner Access
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Clarityʼs Critical Success Factors
1. Non-technical participation
2. Simplified maintenance (and evolution)
3. Future proofed and flexible
4. Increase engagement and user experience through 

personalization
5. Risk mitigation with better governance
6. Lower investment / total cost of ownership

Benchmarking and measuring the success of outcomes
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Clarity Business Requirements
Identity Management 

■ Provide secure access for business partners

■ Segment business partners based on type and industry

■ Maintain performance
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Liferay 
Authentication

External 
Authentication

vs ?
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Okta for Authentication and SSO
Identity Management and Single Sign On

■ Leverage existing Okta setup

■ Additional external users have already been configured in 
Okta

■ Additional external groups have already been configured in 
Okta
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Managing Guest Access
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Clarityʼs Critical Success Factors
1. Non-technical participation
2. Simplified maintenance (and evolution)
3. Future proofed and flexible
4. Increase engagement and user experience through 

personalization
5. Risk mitigation with better governance
6. Lower investment / total cost of ownership

Benchmarking and measuring the success of outcomes
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Clarity Business Requirements
Managing Guest Access

■ Track all website visitors

■ Segment all website visitors

■ Provide reporting capabilities 
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■ User segments aggregate individuals 
based on common attributes and 
behavior

■ Configure various user segments to 
track traffic from different sources 
(i.e. campaigns, referrals) or 
audiences, (i.e. by geography, IP 
address)

■ User segmentation can be leveraged 
to customize experiences for various 
audiences

User Segmentation
Tracking Anonymous User Interaction with Segments
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■ Analytics Cloud reports on user properties and 
behavior, including visitors, most viewed pages, 
source of traffic, popular search terms and interest 
topics, visitor location, browser type, returning 
visitors, and more

■ Analytics Cloud displays results for both 
authenticated and unauthenticated [guest] users

■ Insights from Analytics Cloud can be leveraged to 
refine and customize guest experiences

Liferay Analytics
Using Analytics Cloud to Discover Guest Behavior
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Anonymous User Experiences
Managing Guest Access
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Flexibility, security, and not a drop of complexity, 
Liferayʼs got your identity covered.

Thank you


